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R
B
1 iifiid vSphere Client 5% 141,
2 PERPAALD R, RSP,
3 HUEAEAESHERGER, 6 QU Rt THE LS i s s B oA
BTSN R THE Y, E RS
m BEOREEES, ST, s R BRI A AR
m BEOREEES, ST, s R BRI A AR
4 AEERERPIUTAE, NS IERBIIRIATIT 5N MEAE.
RS EPI R TN L
6 WP, SRS HREAGE .

RARBEmMEAPR
BT INE] P 22 BEUFT R ESX 4R8P S 816
B
1 il vSphere Client Z% T H/Lo
2 HulRRPRAR R, RS,
3 AR P RAPIEAAIE, SRS REERIUTIE RIS WA
4 HNERA. AP, Ber R ID (UID) FiEsds.
T8 UID (e e il e fE. WA UID, vSphere Client 43t F—4NA] i) UID,

BIEEFF A KRR e Bk, (B2, ESX FHUNAE BT U Z pam_passwdqc . so fl{-PAET S35
U AR A SRR S NE . FHA R B TERN S350 IEEE pam_cracklib. so HAEE AL

Qa1
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5 BRI Command Shell 517 ESX 341, 1555 T%H 2 shell BFHRIBER .

W, AP T shell VsPAUR, BrARffie A BZEE shell Y5AEAL. {UET vSphere Client 1

(W EAL AT A Shell Vs TAHR .
6  ERJHININEIA, A MRS P SRR, R,

7 PG

EHARIEE

BPAEBCH ID, H 4, BN E . w8 vl LATA 95T shell Y5 TRIALR .
b1

1 ifixf vSphere Client T T H/Lo
2 uBRPAARm R, RERERR.
3 RSN, AR RGBT G W,
4  BEHEKPID, A UID SCAMEHE ANEUE - 1D,
vSphere Client 7F 4 K O 43 il UID, 7ERZAUES T, FIDARSESO A i
5 IHHAHINT %
6  EHES N, wnkPEBEER, R

7 HEH FaEE Command Shell V5[] ESX FEHUNAE ST, it BRI e FIETZF 7 shell B 5TRATR .

8  HL I EINEIAL, IHMH TR RE R LR, RIERGE,
9 TMWFEAAPEEBEHF, SN HRRERIE PR Z AL, K5 LBk
10 HbHEE.

BRARSA
FTLAM ESX AL S sk

N REEFEER root 1),

156

b

1 1) vSphere Client 5% F:4/1o

2 U, ARE P

3 LHERHERERN A, SRR R RR

RAERMBIER

A INE] ESX 423 SR FH A LA I 1 51 36

iz

1 i vSphere Client 5% 1 4Lo

il PRI R, SRS A

Ak 4 RIPEATALE, SRS REERIATIT Ul WA,

1E48 1D BN AL A A 41 1D (GID).

T GID [ s T, WK HEE GID, vSphere Client /3t F—/N1] 4L 1D,

=~ W N
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5 XTI GBI, WA =4, AR5 s,

6 HIHEE.

I B 42 v P

ATLATI AR A AL s I P s A FR RS F
i

1 ifiid vSphere Client £ 41,

R PMEED R, KRR,

AR EERINAL, RE RGBT “giRdl” WA,
LRI IR INE A, HINE M hEE PR AR, R)E R,
LNIEAN R REER I, MR ABREAE Lz AR, )AL .
FLHRE

ESX M#ZEFMZEIES

ESX 343 SSL v3 Ml TLS v1 (IHtAb%ehiy SSL) o disRFH] T SSL, MIHEdRE L 2 R8s, HHIAE
AN T R LB TR, s E]

WEVL N fhnkar, FrA Mgttt # e st T .
B RN Web HERIRSS T HH SR A Se VA NS O ki i 1
mRSSHEH G AR L e E R E A

OGO MR EVUE B, B SSLAET Mt . (H2, ESX filZedad ferh A ahA=miriE13,
FHRSIAEBAARAE TN o iXUEUEASRME— 1, XSRS nT LT a6 IR SS 75, (R e TRATRIER,
1 ELAE A AIIBUBUE AU (CA) 2521 . X MEERIAIEB A 5 2 B PR ABGE RS o

AR SZUEBR AR, R, GRS A RSN B R R, N 2R AT P SR A AL
FREZNHIES , SRR 2 AW UG AR I IHUESS .

A U s W

HR AR ALY, &Pl S EDCTIE B . SR, 12k A IS IR
FUZEBUES . QERBAT L CA ZRE ML, WKL A 255 UE 15 1% vCenter Server i1 vSphere Client
Z RIS o IXEEUEB A SR I AT REAEAE P IR Fh A 2 B B e e

TEPRIERIAN B2 ESX AL LY /etc/vmware/ss1/o WESFHHNSCARAARG: IEBASY (rui. crt) FIE HIBREHSC1:
(rui.key)o

BRIEBRE R AL

DB PR AT 500 A UEB SR B e xt, SAEBRINIS L R HIUEA#0 . TLAFE vSphere Client H1%6:
UEE 7 B A IR .

A& vCenter Server UF 157 & R THR i - B .

TR
1 fliH] vSphere Client &% %] vCenter Server A%,

2 ERRZEI > vCenter Server i E
3 fEAERTP RS SSLRE, AN ETYIE S S k.
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4 WHRAFEFIHEURENL, AT LA E AR RECR N L6 & RS,
BORIT BESX IIENUREL, s TPA Fads
openssl x509 -in /etc/vmware/ssl/rui.crt —fingerprint —shal —noout

5 QUERFRSILAL, Werh 41550 S A
PR n, A B UM R

6 HHEE.

£ ESX FHHFIESR

ESX AL UUHEN RGN AERGIES . AEREUSEOU T, A REFRE R LAV SO o s, A7 s
PUAARECESMMERUE S, A S pRrUE S

HRREH S E) viware-hostd SERERT, mgmt-vmware JIARE G Z I A TIUEBE AL Crui.crt F rui.key ) o
WIS ARAEIRENX LS, WA e - S«

P

1 7 /etc/vmware/ss1 B, SMIAUEE, i@ HL M il THEm 4.

mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

R R TESMNER TR A X e, WA G TE S
2 A N ayA K TEHT RS vmware-hostd HEE
service mgmt-vmware restart

3 I PHITEA N AR S RIS orig.rui.crt fl orig.ruikey A TECES, SRAfIN ESX AL AL
DA RGHTIES o

1s -1la

H CA EEBIEPEHRRONES
ESX AU T2 FE i B 2 A s ngiE 45, X SeiE 45 @ME—i, Al X st B 5 nf U A R 55 %, He
THEARTTIEUERT, 10 A2 A NRIRUEGEBAUA IR (CA) 22579, HEINE B RS B4R L
WS AR E I B UL FIES, W AT DA BRAGE P
pi
1 BRRSEH G IR root AL,
2 fF Jetc/vmware/ss1 Hgr, RPN Far&Ear SWA U

mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

3 BEENEBREAE T Jetc/vmware/ss1.
4 KBRS PIEA N rui.crt T rui.key,o
5  EHEL) viware-hostd JEFRHIE P38,

service mgmt-vmware restart

158 VMware, Inc.



= 13 SBRiEf AR EE

BE SSL #rt
FILAy ESX it SSL i .
FTLAR PP 2 PRI P4 R 40 )«
RGN E N T SER S ESX I 443 (4 SSL 4B T ERERIER: .
B EFHREEN TR SE S BSX N 11 443 1) SSL & TRl LR .
X PEREEIN 3 B A DN B,
23 R BB R I B R 2 R I . BRIE O, SE 4T A SSL iR AT R BR
EZ 4
1 BRIRESHE A AR root FFEL,
B HE R /etc/vmware/hostd/ .
T FHSORGi #54TTT config. xml XA
i\ <readTimeoutMs> {H, DLIZEFDHELT,
B, FERHGER N 20 7, ML a4

=~ (O8] N

<readTimeoutMs>20000</readTimeoutMs>

5  #i\ <handshakeTimeoutMs> {ii, PAZZFD NEAL,
Bilan, EERARTHINGBCE D) 20 72, EHRIALL Far .
<handshakeTimeoutMs>20000</handshakeTimeoutMs>

6 PRATHEBOFOCHIT

7 HINPA N LAEHTH ) vmware-hostd 3EF%

service mgmt-vmware restart

T 13-1 BEXH
A Jetc/vmware/hostd/config.xml LA N34 B 78 SSL B4 FE N L o

<vmacore>

<http>
<readTimeoutMs>20000</readTimeoutMs>
</http>
<ssl>

<handshakeTimeoutMs>20000</handshakeTimeoutMs>

</ssl>
</vmacore>

VMware, Inc. 159



ESX BLEfE5r

&% ESX Web REEiGE
YT Web REMEFIG, TR IEHT I 2

160

FR RN YRS SRR G, B A4S service mgmt-vmware restart, HLHTEZN vmware-
hostd 2,

BT REER BIES . BSX ASCReahdatil (WRonis syl , R i 1 biis, ESX it
PR TIEIER B8,

FEATDARC  Web IR, DUEEAEIEBRIA B TR S, Tl T HUE B FR 2 & T AL - DA
& N TEBA RIS, IS M.

A

NG AERUEBASEAAAEEAM BN E (Blan, AAEE NFS Sk ML 1) |, AE BSX R K MLz peit 41
RIS I, B A & i eI s 2 SR MU 2 4: SSL 12T

N T SHPR 4 MR TN, RAEBRINEOL N 5H vSphere Web Access 71 vSphere Web
Services SDK M4 ] SSLo HRC B ML AR DA A AR TS, 15514 vSphere Web Access
£k vSphere Web Services SDK #E£A8 ] SSL, J5 e M HTTPS Vi 2 HTTP,

[ RIX e P QI T 54 BI85 fEAR ] SSL, AEXFFIuBrGsrh, LRefkdh, mis
FALZ RIS E e RN . B0 SSL nl4dmtERe, BUOMEA T HETINE =8

9 TR ESX RS (4l4n, FKFTET vSphere Web Access [PV Web ijR5%% ) , ks T HTTPS
LRI 11 443 A REVIIR Z BN ESX RSG5 i 11 443 JIE ESX Ui, i HTTP MG il

A& S ESX _EIIRSSHIZR, HAURBATAEN IIBAL, WIASGE B U X ek %5 .

APRTIEAC AT, DME RS, HTTP 4% B 55 MIRSS o BRAER A SE 2 v BRI 6 1] ESX,

A EIEAT I B

1E7+4% vCenter Server Ml vSphere Web Access [N, UFE1RFFAINL, WIERFEER vCenter Server A1 vSphere
Web Access, U5 H A MRS G gl

# Web REEEAEERINCEPERIES

BRI Web B, DMEBAARRRAA B RUE T o N TREHAEA R P L A AL ELMERE 2 5 01
AR TER A AT S, bR A .

TR

1 ERSS T 6 HEREL root FEAL,

2 KBHEREHEBCH /etc/vmware/hostd/

3 SRR ZSTTIT proxy . xml XX, FEEEILLN XML 4.
<ssl>
<!— The server private key file ——>
<privateKey>/etc/vmware/ssl/rui.key</privateKey>
<!— The server side certificate file ——>
<certificate>/etc/vmware/ssl/rui.crt</certificate>
</ssl>

4 FRNSEAE U BN GBS N & T A SR B K5 e /ete/vmware/ss1/rui.keys

ek R P UARZ T ESX EML ., BT UAR T HIRAF A B4 IIE B R A e rh A 5L L

R R <privateKeys fll </privateKey> XML FrigAEE,
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5 M AT UER A A - IE S SO 4a 0 I 2 R B i /etc/vmware/ss1/rui.crto

Q NG AT rui.key A rui.crt SCfF. ESX A2 X EE SO0

6 RAFFEBTEEHE,
7 BINLAT A LAE TR ) viware-hostd HFE

service mgmt-vmware restart

B Web RERFSHRLIE

FIHSU DA RS HTTP 3843 S5 I & IR 55
£z

1 ERIIRSHRH & H AR root FFEL.

2 HHEFIHCY /etc/vmware/hostd/ .
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162

FEHISOR G AT T proxy . xml X,
SCHEPAS R AT TR

<ConfigRoot>

<EndpointList>

<_length>6</_length>
<_type>vim.ProxyService.EndpointSpec[]</_type>

<e id="0">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-webserver</pipeName>
<serverNamespace>/</serverNamespace>

</e>

<e id="1">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-sdk</pipeName>
<serverNamespace>/sdk</serverNamespace>

</e>

<e id="2">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8080</port>
<serverNamespace>/ui</serverNamespace>

</e>

<e id="3">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsOnly</accessMode>
<pipeName>/var/run/vmware/proxy-vpxa</pipeName>
<serverNamespace>/vpxa</serverNamespace>

</e>

<e id="4">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-mob</pipeName>
<serverNamespace>/mob</serverNamespace>

</e>

<e id="5">
<_type>vim.ProxyService.LocalServiceSpec</_type>

<!— Use this mode for "secure" deployment ——>

<!—— <accessMode>httpsWithRedirect</accessMode> ——>
<!—— Use this mode for "insecure" deployment ——>
<accessMode>httpAndHttps</accessMode>
<port>8889</port>
<serverNamespace>/wsman</serverNamespace>

</e>

</EndpointList>

</ConfigRoot>
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4 MRPEEEER R,
B, AEBE M S FH HTTPS FORSAIX B A0S H, LA N HTTP 5 [R5 .

B <eid> 2RSS AS ID XML ARIZH ID 45 . 1D 45 7E HTTP X3 A e ME—H.
< type> SEIEEREENITIRSS 2 HR

B <gccessmode> SRS S VFIEIE A2 I {E A :
B hitpOnly - HEEH S 20 HTTP ZEHK 5 AR S5
B httpsOnly - HAEH HTTPS &R DRSS o

B httpsWithRedirect - HfEiflid HTTPS ER2K MRS . i HTTP A& iRl i e SAHN
HTTPS URL.

B httpAndHttps - "ifiid HTTP #1 HTTPS PAERR 5] R 55
B <port> ENTAZIRF G5 W RUNIRSS il HoAthis 1145
B <serverNamespace> R (IR MIR IS weitan 2423 (A], 4 /sdk 5K /mob.
5 PRAFEBOFRHIS.
6 FALL Fan S UAEH i 5h vmware-hostd JHFE .

service mgmt-vmware restart

Tl 13-2 % E vSphere Web Access LUB T A& £ iyin OB ITEES

vSphere Web Access 1 i1l i) 224> 1 (HTTPS, 443) 5 ESX FAHEH TS . anRAE e 2 B RIS, T
nJgeE JUE R PLa AN 22411 (fBildn, HTTP, 80) o SEHUTILERAE, T57E proxy . xml SCAH1 R Web fii
552311 accessMode JEIE. 7F NIAIIZE R, P5ECEE M httpswithRedirect HIEEH httpAndHttps.

<_type>vim.ProxyService.LocalServiceSpec</_type>

<accessMode>httpAndHttps</accessMode>
<port>8080</port>

<serverNamespace>/ui</serverNamespace>
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RFEHERE

VMware $e it RSS2 HI G REAL S, Cm T RSS2 M & rh N B — 22 g IR5astil G e
ESX PR RS, Pl HZe RO O T RESMIR 542l 8 IR ARZEBAUI NI, VMware 3 JLAMIRSS
PR ESE REMTR AR T — LR

AEEPHE T T 38

B 55165 01, “HHILaH”

B 5166 U1, “ESRAIRSEGIG”

B 5166 U1, “RSAEHIG R KRR E
B 5170 O, CEAERR”

B SE175 00, LR

B 55176 U1, “setuid lsetgid fric”
51770, “SSH LA

m SB178 UL, LABAMEFF AL IR

FHREFEY

N T #ERIRSS Pl & IR NZFIRH], VMware M UMIRS GG S8 S EATESHEIN T Lo
AT PHRRBC B TR RO SR, (EXFHE 7, S0 PRAE SRR TAE HE AR TR B Hfth L
PFEE, DASERIIEEA I AIERL B ESX EAIL % .

PPAEIIRSS Fhil 5 2o MV BRI 5 4l (R I i 25 RE DA P 8L
m [REVHFI
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N Tttt ARG O RIRSS sl e, JF ST e s, Qs AR (B, ST
RN SR M BT grub 25515 FHL) .

NRS5#H) G 2 AT V1R BSX AYRLER ORI, AR SRR A R s i AR . BRIAKSOL b, 1l
A ST Secure Shell (SSH) AR I 8RR MR AR U3 AR o SRZVE IR FAICERIABE P . W 2K ESX
RGP AU PR, SR sudo A& KT A BRI AU A AT 55

TN, WEEREAR S G s TR e DI . BRSSO s TR LIRS AL,
ST s NS P LR A

m  {fi[f] vSphere Client FF ESX F#/L.
JLR[HEflTH] vSphere Client, vSphere Web Access Bk 5 =77 MIZSAYER T HARAF TR ESX FAL, TAZPA root
MGyl a7 R LE, i vSphere Client, R PABRIEA RS T & U5 ABRIOM 1, 24
ZRIN DT, IR LA 1 E R SR i A A T RE

B (U] VMware RTINS & Fis T ESX 4.
MRSsHsl B 1ol TRMEE =7 A (4140 Tomeat Web %55 ) & Sc =8 B R I sl A THV TIRESS . VMware
AZFEEN VMware JRPASNIAEA HARBDR TR So B . sl ok 1 53— IR N 8O B A MR 7
BRI R MRSl B 2 ek That. TS 58 =77 BN @ ik s FN VMware FIRZE, DRI LOR,

BRIRSFENE

R AVAIL vSphere Client HT K 2 ESX RLFLSEY, (RAERTALE 2 I th b e MRS Pl 44T

S AT R B L

%

1 DA Pt — 153 ESX AL
RN R, TE LIRS L AR 1T U,
 REEREEIHL, HOEA SSH SR A B L LRI

2 HUNBEEH ESX SHLRSIRIR SR,
SR TIOTE EASE root FEIL, VAT P £ 8 SR 35 il 4 L sudo 4 KT root FH,
B A5 su i AATLE, SO LR,

%

B TR T ESX A4, B v DA MRS 4aii A 24T FUMIEAT U2 Linux Ml UNIX #54 A IR
B EEgE S, P man <command_names A& H TN L.

BRSB ¥ A B MR E

166

ESX TEMR S5 ¥l & RN 45 2 [HRE A B Kbk o b TR IR SSEml G 1 5e 3, VMware EL480D T BN LT T
IR Kk ki 4 H o

SEEN RS TG 5k BB R F s L 22, 123, 427, 443, 902. 5989 H1 5988 2 SN AT Hr N HH
ok, XS LTS ESX R TR . R E ] T I e,

FEE P KERE SUYF Internet 356174 2 Y (ICMP) ping A 5 DHCP #1DNS ({¥ UDP) % i i {5

FERAFAERIIAGE, RTREVON P UAR SRR e 2. N, APREES Jins B o i el e 4031

hERLEHR Fax 1 BRI O LAUS R T IR AN, BT AR N . AP L4
A,
EREZ5 ARSI NI RN b o R B R TR A
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FITEINE O T AT 00 L 2 2R OPR &, PRI Zeds 2 IR Al RE R AT T Hofthng 1 B AT BE AT I
CA2, 12 WEE 141 11, “ T 2R3 TCP A1 UDP 1”7

MR I B E BSX P et SR IR S5 A B, T BT IR AR 5545 5 BT ok d qjﬁ’JHfﬂZJff‘éD A DL
vCenter Server IR S A ERAREE, QU% 139 U1,  “ R Rk S AT B RS v B ks 117 FR TR

B 1 X SR SRR T T 1 2 A, B i g . IRSSEER (Afeffisess . sy ROAE RS )
INHh T RERFEE TP A 1 . i, 4Lkt Veritas NetBackup™ 4.5 JITE&AAEL, MIFZELT FF 1 13720,
13724, 13782 F1113783, NetBackup Kix2tu 1 /] 1% Fum M oidiss . BalES . NSk E % B
SEFTTPBEESE T, 152 WS . IRSSE IR BER RIS .

WE RS A MR SR

SRS P B 1L PO R R B IR S5 42 5 B Uil e 4 B BN T IR 25 sl 1 Bl KR
N T HERALERE TR, B AA ST R B A L T 2

EZ
1 BRRISHEHI G H AR root FHAYL.
2 QEHIDA RIS S TE A B S Fe R N SRR 3 e

esxcfg-firewall —-q incoming
esxcfg-firewall -q outgoing

IR 14-1 st
R 141 REBEHEAHNELERT

W& TR RER5
LN N NN e o
ERINTE T BEL b HE i 1 o

ERINE 0T B LE N 3 i 1 o Hhts
BRINFE LT AN BH L H o 1

BRI BN AS B LR Sty 11 o 1%

R DU ANBE 1L H 3l 3t 11
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BEREEHAHIERELR
WE RSB GBS KB L2 POE, FTLAR S LRI o BRI AR S S T T HAth i I, # g e i
L NAR IR o REAE U IR TR R 48 e 2P IR I 2[RI RS-l
TR
1 BRIIRESHRH A AR root FFEL,
2 BT Fandr—, WEIRSEH G P kR 220,
RS G B KRR E T R
esxcfg-firewall --allowOutgoing —-blockIncoming
BB K S5 IR 20 -

esxcfg-firewall --allowIncoming --allowOutgoing

A N B R A R AT B K R A

IR A B KSR i
esxcfg-firewall —-blockIncoming —-blockOutgoing

3 (ETPA MR TR E) vmware-hostd HEHE

service mgmt-vmware restart
SRSt G B KB 2 PN A I A R . B, A RE KRR e 2 00 HAEAE AR T I
Ui FIs TRy, PR KRR B R T S L e P S & iy . R BERIsER, RGakmuiss, mH
i R ARSI g

EREEH S IEPITARO

LR =Tvese . IRGSRURERN, AL TR G54 5 B ki 1 o 73 A SCRIEAE LRI H 2 /T, 175
Z WAERY P LTE LA E 0 509 1

Ik s
B B 4TI ANRRIH S vSphere Client Fit IR 55 sl ARER )b 11

/N VMware {37 F7il1T vSphere Client 5§ esxcfg—firewall sy 23T H ISR kim0 o AR HAl S
A LR EAST B ki Al e S BUEIMT Mo
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g
1 BRRSSHEHI G H R root FHAYL.
2 DA R a4 s o
esxcfg-firewall —-openPort <port_number>,tcp|udp,in|out, <port_name>
B <port_number> JEHEN B HEERIIR S .
BT TCP ittt i tep, ST UDP jitt (] udp.
T in ORI TR L, ST out DR R AT P I
B <port_name> 7t MHIAIELRR, AR TARIHEE I Z0m IR EAEE M AR LT o
B
esxcfg-firewall ——openPort 6380,tcp,in,Navisphere
3 W E TLA N4 SR A ) vmware-hostd HEFE

service mgmt-vmware restart

ERRFEH A AERX AR O

AT APERRSS Zthil 6 5 Kk B e R i o AP I, R — i 5 iz L S IR 5 (075 Bh 231
B, AARAEAE AT SN S RER s 1, WIS Raks:, BRI e IR BaEE

{51 ~closePort HEIf S Ak I T ~openport YT TR AT, AL [LRLFEAL BT TR, WA
ST IR . A, ABIEISE vSphere Client HiAt ] SSH RSS2 N e 21 SSH % 1 th it
ek M SSH I (22).

BR RN

I BT T2 HIABEE TS vSphere Client 84T B AR B AR 55 AR AR 1

NG VMware {4l vSphere Client B, esxcfg—firewall #2447 FFAIDCHIBE ki o AT HAL S
A PR A AN TR ks 1 v R 2 S EUEIMT N .

7
1 B RIRSSHEH IR root K7L
2 EAIVA R a4 kil o
esxcfg-firewall —-closePort <port_number>,tcp|udp,in|out, <port_name>
<port_name> NFBEEHL,
B
esxcfg-firewall —-closePort 6380, tcp,in
3 FTHILA M A KT E) vmware-hostd FEE

service mgmt-vmware restart
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[ X355 50 0 457 78 = ot R R R HE B

1t VMware High Availability (HA) 1#{5. 1T, v, &4hak VMotion 2 JEEER 5 KBS, R BEFE0
esxcfg-firewall ERIME
B&

GRE ] iptables ik esxcfg-firewall a4 2 AMNEHEAT Ay & ok ST R824 T ESX ) & AR5 K BE I
s A T Rk S R i B kR o IRl S sl &, MIRESTRI, TTAES SEs kR 2 BRI E .
Blan, nREFH iptables fy S RN, WIZE LML ERCT HA &S0 kB E N esxcfg-firewall 7
ERIBRIARC

EH

EREEIEI T, JeT SRS KRG . 7] iptables BiHA Linux a5 KRG ER BN AR SZ 345
AISAE ] Linux ey SSSCRIME, BTl SEsck i 208, i1 esxcfg-Ffirewall fiy4 iz kS5 48 ERAME
. WIREESHTCRIRSIIEOME, sl AR S ARG, FTPATE /etc/vmware/firewall/chains/
default.xml HYEEER A IR, XN GG iptables My iEEE . default.xml SCAFIRZONHE T HOBERE ]
iptables—A &1,

BRAFR

1 T SURRCE SRR SR &

Yl /etc/vmware/firewall/chains/default.xml XA 2 522 BRI N o

4[] service firewall restart @y 2 B oSG 7 ks,

fifi ] esxcfg-firewall-e|d SERVICE @y e IR S5 B EME sk EEH .

fifi 44 iptables—nL BuFAT SSRGS S TAEIES , HAEE ] iptables ar S EMUTT&H o

(62 B N CS EE S

Bl 14-1 &3 INPUT $%

T DARSE B O 224 SR RAB O MR 55 25 OB KSR INEL . fB1an, /etc/vmware/firewall/chains/
default.xml SCA-HILL N IUNPEAAE INPUT S5 KRG AR«

<ConfigRoot>

<chain name="INPUT">

<rule>-p tcp —-dport 80 -j ACCEPT</rule>
<rule>-p tcp —-dport 110 -j ACCEPT</rule>
<rule>—p tcp —-dport 25 -j ACCEPT</rule>
</chain>. ..

</ConfigRoot>

[k default.xml FrEEEECTLAT iptable fyd:

% iptables —-A INPUT -p tcp —-dport 80 -j ACCEPT
% iptables —-A INPUT -p tcp —-dport 110 -j ACCEPT
% iptables —-A INPUT -p tcp —-dport 25 -j ACCEPT

A AT E XU SE 2405 5, 1525 iptables iy XY,

R
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i #5457 BSX LI SR TR AT 1B A P 45 AL A T DL PR R AL
AP,
SPGB (5100, Sk T DAMHAOR 22 20U 76 ({3140 Telnet sk FTP {45 )
RO SO Rt s IS TRYERCR, 20kl K KRR R AL ok
SR RISRA RO
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SCHEIRAE PRA R | FRT AR NT TRI R A P L 20 A e Il s A5 SN M . 2 i A 2
Wit FORBE K IR o T SR B, UK B S A 2R3 R A

BER AEORGE TSR IR A, B R BRI R . A Rax PR R AR X LA e A TR Y
TS, AR TSN HC BN, SEESEE.

Oy T MRS AR R, R T, AR A, (AR eSh, ESX ff ] MD5
R A IO ORI R A 2o 4y, TR R MR EDRI BN\ o
TR
FIVABGE NI 35PR ,  DARRER P B8 b AN SRR B RS
BRI DL T, ESXOR FH P sk B nEA I o A 25 o

BAXY FHLPTIT DU R SIS SL R, SR,

BINKE PR T IR MR KAk O K, SR P P DA T
o,

B AT TERA B WS BRI R B -L R, R RIS

Pl G e ] SSH I A 2 Borieds

FIUADNSEE A LA EAEATSEE o 34 PT VA S5 5 - B AR A D 358 e

SE AR BRI 255 B S BR ol
P DA A BNk SR B B ™ sl A S i S
SR

1 ERIRSSIEE G HFRIL root FFAL,

2 BEEEH AR B IR KA, W HIL R4,
esxcfg-auth —-passmaxdays=<number_of._days>

3 BENTIOCERD ES  AARBR I i NREGHA TR, E LA T a4
esxcfg-auth —-passmindays=-<number_of_days>

4 FEHHSCRIS S TSI TR, s RETA N aA .

esxcfg-auth —--passwarnage=<number_of_days>

E AP HRRIA B AR

A AR SR A T sl 2 M RO RO S5 B

TR

1 BRIRSHEE & H AR root F7EL,

2 BEENORROREL, A N4
chage -M <number_of days> <username>

3 BEEMCERIE, R M.
chage —W <number_of days> <username>

4 BSOS/ INREL, L N a4

chage -m <number_of_days> <username>
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FHERE

ERINEOL N, ESX /1] pam_cracklib. so 4 HAise 111 G BN A TGRS IR FAE G A HpAS 2 235 e
BRI o

1T pam_cracklib.so ffiff, AILABE FTA S TR BIRAPRE . BIMEOLT, ESX A ARSI i JEfa]
PR, (HSE, 2dFE root ISR, Brde BRI S i AT pam_cracklib. so BEMSEANRE. 1EAh, dE
root JT PR AU e R A T, HJE pam_cracklib. so B 4h & HH IS B R OGS R T ] . ESX
B0 hR AN E R PR O ER A&

RIMNKE /N B NI TAT o IXERE WER A POUE R — 1728 (VNS
KE . Heredih) , MBI N D/ DT

RN TR IBIAL S, MBS e v A B . R P
R RE f/ MK R BT A R B T S N SCBR P ATRRE 4% N
PO S R R B 1

M - CC=E

Hrfr

B MERNRESH

B CC MRS T/ 20 £
BRI NI T A

2 14-2 GoREBE TP E D N— NG R E A — 55 i Sk s
772 pam_cracklib.so AR REFB I FREC DT A, RIS IO 71725
BRI AEE A P EDROE AT, NP R AR IE NN T T o

R 14-2 ZHELEEELER

FHRERPHFERRE
EXTFEHERY  NEXRH KExH #Hr Hib=r %
8 =
7 = = & =
=
=
6 " " i i
b b " i
)‘lei
5 JE S = JE
B ESX A% pam_cracklib.so FIRSEOLE W= WFH " AAE =k
INEEBRATERY, pam_cracklib. so ¥ 5¢ 1S BHMOSEAE . AT HHTH
TR TR

pam_cracklib. so FifF-S A A AT A7 25 A B SO AR S5 Rl 2 D A1 A ofe «
B OEMAERI, AT RESERA T L TR EAT AR, B4 radar B civic,
BRI o

R A RIS BEHIE R, BRI — R, R IR A — Nk 2 N R e B A 5 1 H R i T R
JEH

m NS INEERER AR RS T NS,
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RS ISP ARE R LSRN
BRI EL RO . FAERCE T RS E DRSS N, pam_cracklib. so fif 1A 2 W HIARIE
ARIATEOL T, ESX ARSIt (T AT A s FIM, R pam_cracklib. so fif i R A2 DA LI R

H e e, AT DARCE T AN ARG AR TR G LA o

QUERECE TN, (RS2 (7455 pam_cracklib. so $ffH A AR By BT iR 51 IO SCE N . EEH
UM AAAE ESX PREAINIHEEASACH o T P QIR @Sk 2] 1 S TN FEE eI, IR R R I

P MSCA RS ER o

B IR RIS A, ] esxcfg-auth a4 K pam_cracklib. so 2 24 AT
IR by S AR E ERR A BN A A E . A PR P S e

T 2 P AP R BN N HE A 5

X pam_cracklib.so R ZE R, 1S Linux X84,

HER T Linux 1) pam_cracklib. so fR{HEALISEZE T ESX LRSS E. EAGEIE esxcfg-auth HIFRE X
e H AL SHL

REEFEEERRN

AIPARC AR S IH S AL A o

i
1

g = W DN

RS G IR root KA.

B HFHKE] /ete/pam.d/.

ISR RS 4T IT system—auth-generic X,

TrH Ll password sufficient /lib/security/$ISA/pam_unix.so FF3K4T,
KA T SEAINERZATIREE, b, G2 AR T PRI I 2655
remember=X

TS AT 25 #

PRAF SO IR

B HRIECN /ete/security/, JHENILA R a2 SCE£424 opasswd 1% (0) KA
touch opasswd

BN T A4

chmod 0600 opasswd
chown root:root /etc/security/opasswd

B pam_cracklib.so {EHEFHEIAZTHE 2

S
n
]

VMware, Inc.

pam_cracklib.so ffiff-, FIDASEE BRI/ NS EERIE 24
WA, AR S Bcss T TR U N R A/ s IS4G
<le_credit> F£v/NGF-
<uc_credit> T K5 7 BE
<d_credit> £~ BT
<oc_credit> FoRFFATAF (AT N2tk )

173



ESX BLEfE5r

E SR IR oT o P B UR B SOl I I IRPF 0y, AP deitid (0] <minimum_length>
SHUE XN

HER pam_cracklib. so ffifF A2/ DT 6 NFAFIEEM, JCIC RTINS HTIAnRT, e/ ficds <minimum_length>
IHEANZ R 52, WOk <minimum_length> 9 5, FIPSAEINADT 6 DFIT .

WWIE SRR 5%, pam_cracklib. so ffifFE FH 2 AN H ST 6515 o

BT <minimum_length>, RSN TRT (TSR iRl ) #E— A1,

IR ERE AR IR, R SRR AR EN B 2R s 2 A
IR, RO RN —ME A, RN (R ISR iR E B HO R

Blgn, AR <lc_credit> 9 1, KA ER NS FRHEIN—ME M. XAMEON, 12N T
BRI e VRIS, TEie i) 7 2/ NS0k,

m T, ARG, (FEORE AT RS DB B i DR B i b B
{5 HIZEdREN .

BN, AR <uc_credit> "y -1, WEME DI E—NREFRF ZMBEI T, A2 AEHRSFEE
REFVMOER, et T 20 KRE 70k,

PR UMM S, WX Rt NBMSIERE, (EASRGHSMOE ], AR RS
LR A M A BB 0%, IS TS KR A S8 2 2

Pian, %4 xyzpaets Kl Xyzpa3#s 1R TE5THE 8.
IRHEAE S R VP BT 8K S <minimum_length> FIEAHILEL o
SR
1 EFIRSSIEE G FFRIL root FFHL,

2 AL &4.

esxcfg-auth —-usecrack=<varname><retries></varname><varname><minimum_length></
varname><varname><lc_credit></varname><varname><uc_credit></varname><varname><d_credit></
varname><varname><oc_credit></varname>

<retries> SEAEWUT 2 HT SV IR A

36l 14-2 esxcfg-auth --usecrack 5%

esxcfg-auth —-usecrack=3 9 1 -1 -1 1

n PsliA=RER R, BaBUE.

m RELPET L 9.

NS FRERZ RS ME .

n EOREDUEPREFLE, XFFIASIRIFHINIE o
n EOREDUE T XPFERASIRITEIMNORE
R R 2 RAT—ME

X R OUE, R0 xyzpae# 230K :
(X+y+2z+p+g + e+ #) + (lc_credit + oc_credit)
BINEITES N 9, (HE A E BT E F RN .
e TSt Xyzpq3#:

X+y+z+p+qg+ 3+ #) + (lc_credit + oc_credit) = 9
HRBIREA o g 9, (HIKEM S BFEIRE TR T . KRS TR E AR INEIME T,

I
©o
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Y1#E) pam_passwdqc.so
pam_cracklib.so {1 A KL EOFEIAMLE RO B AL . (2, RS IER M AR A E LA e 3k, 1]
VAU pam_passwdqc. so o

pam_passwdqc . so fRPHRIL T H T RSB ISR P 258050,  HoWEHE root I EERIATE H P BT 5T
Whks 74N, pam_passwdqc. so fifl-HfE 757 pam_cracklib. so fifl N E 24,

BRI Linux [1Y pam_passwdqc . so RIS EZL T BSX SHHNSEL EARRAE esxcfg-auth HIFREIX
BEHLMBEL, AOGZIEIIIE 25, 12 W Linux SCAY,

PR
1 BRIRSHEE G H AR root K7L,
2 HAL N4
esxcfg-auth ——usepamqc=<NO><NI><N2><N3><Nd><match>
B <NO> ZANE RIS B A A I 1 £
B <NI> BRI Rh RN B AT T A
B <N2> TR, ESX BB AIE i — A~ S im 4l il
B <N3> B =R AT BT R AT
B N4> BRI YR AT BT TR 1T

B <match> EMINFS TN F R RV TIT 4 QR pam_passwdac . so fif PR 2 A IR
ME AT ER, REE A B o s B OO TR 747

B AR TAEI e N -1 P38 pam_passwdqc. so Tl{EZM& R, B B AR TEIi e N disabled AJ4E<
pam_passwdqc . so Tl LFIAE A SCEHE AT S 2K . B -1 Ml disabled 24, T ARIENIR A
BT o

Blan, BT 4.
esxcfg-auth --usepamqc=disabled 18 -1 12 8

IERSATIBE, P QUSRS R A S — R A i 7 B M R AL 2 A 2
D18 NFRF, N =R fF A 2 D 12 N7 RF, NPUR R4 it 5 D ] 8 AN 4F.
ORI SR 2

TR

B AL R A A SR e R, PO I iy, R P I RE i B X e i . (F:
=B AAE, PIZSAL R daing , LA 1 N EAA BRI 2e A5l .

TR, KR CIMSCEIERRT ) BTSSR, AR e e i . ikl
P Pl s i, RO IRIE A HIRTA ) LIS IEAE G, SR i R 22 28 th AT P
et ORI EIERIRE IR — AT R RIS, BUINE R RN AL, (AR, B A

9 T BN I £ TR B EH A TR, ESX M T B Ei Al s b > —, Bl 256 fi7 AES
P, BSX ik 1024 fi7 RSA HI T 15 #, X EE s 5 g T AERE I ERIA ST 1

B vSphere Client ilid /I %5 & 5 vCenter Server A1 ESX FAHLIHER
B vSphere Web Access iifiid IR 5451l & 55 ESX MU

ER 1T vSphere Web Access Ziyfi FIIF L T I Web JIME RS 0E , PRIHZAE PR T Bl e I
ftb .
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®  SDK 4 vCenter Server il ESX [0i%4z,
B RS EE G M VMkernel S EEAUNIROEE:
B SSHlld kS5l 5 5 ESX ENIRER: .

setuid 1 setgid #xid

ESX Ze IR, BRINIGE DL IR LbE TS setuid Al setgid FRiciIN HIREFr o Horh—2C i IR FPRR 4 1 1E
WA T ENUrFEIRE. 2N nlkny, (E2 e TR AR A USROS AR o

setuid —Mbric, WA D R EARR A ER S ID, S vEN R

176

I B0 T2 R RO PR

setgid —RPbRic, WA ID R EOVRFAIrEF A ID, v TR R 5

BUEA T2 TR P I AR o

RA LN AR

ZE AT LA RN - P ESX By 3B uE AR AU LA THH IR IPL, (R ] DAZE AR Al e i IR 7

AR TR AR R 14-3 M1 14—4 HPAIH
SR
1 EFIRSSIEE G HFRIL root FFAL,
2 BT Ra Sz —, DIASTIN HIRET o
B T setuid ARic AN HIFL -
chmod a-s <path_to_executable_file>
B T setgid FRICHIN HIFER :

chmod a-g <path_to_executable_file>

BN setuid RZ IR

PRING O B 2227 T4 setuid FRICHIN HFER o
F14-3 FIH T ERINR setuid RTRER, R TR 2 A5 b 2 AT
& 14-3 i\ setuid K HERF

RREF RRMEE BB AE
crontab S B I cron 7R, ] %
P&#%: /usr/bin/crontab
pam_timestamp_check YR BT W
%1% /sbin/pam_timestamp_check
passwd SRR SR EIE W
P%42: /usr/bin/passwd
ping R IEFTT PR 1 OBl e wT T, Al
#%12. /bin/ping
pwdb_chkpwd SR G I T
%42 /sbin/pwdb_chkpwd
ssh-keysign X SSH P T8 TN S5 3k ﬁﬂ%fifﬁ%?ﬂémﬁ’\]%
#&{%2. /usr/libexec/openssh/ssh—keysign TREIE, WY,
E 1y pri
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& 14-3 i\ setuid MARE (42)

KEREFE &M= HEHAE
su SR, RTPAEEEE ) AN root 1) Wi
%42 /bin/su
sudo (AR E A E LT FE 24 root HIF Al
%1% /usr/bin/sudo
unix_chkpwd KRR AR YL o I
#%#2: /sbin/unix_chkpwd
vmkload_app PATBI TR AT S N IR ALE T BRI T

ARTFRfERE, — AT
FRAE &% 4% /usr/1ib/vmware/bin/vmkload_app
PR /usr/1ib/vmware/bin-debug/vmkload_app

vmware-authd WE ] VMware FEE R 550 34T S350k WA
&4 : /usr/sbin/vmware-authd
vmware—vmx PATBI TR AT S . N R LA AL BRI TR

—NHTRRE R, — TR,
FrfE &N 1%: /usr/1ib/vmware/bin/vmware-vmx
PIRE1E: /usr/lib/vmware/bin-debug/vmware-vmk

BRiA setgid MFAEF
BRINGE I N R 2B A EET setaid PRl HIFEFT .
144 B T BN setgid NIRRT, FHRRBHN TIRE PR A TR 2 et o
& 14-4 B\ setgid AERF

MR Rigfnegz BB AE

wall PRERFTA 2O A B BRI & A . R RS shutdown A1 AT
HoAbar &
42 . /usr/bin/wall

lockfile X Dell OM AP THIE . $F Dell OM
%42 /usr/bin/lockfile 1, HILERT R

SSH &£

SSH ;2 i) Unix 1 Linux Command Shell, 7] DA e REESRAR S5 4 I T4 U TR e i PRI A T-55
SSH FlFca g meMdRmtL ., Re 2k Hfh Command Shell TR KA,

FEIL ESX iAH, SSH BCE G2 1 Hgst, AEMSIEMt I i), ILRIIREMG A N - 2EhRE.

B EEHNE 1R SSH MY - VMware AFISCHAE 1 MR SSH Y, ifide DA = FHAS 2 Aikhisl, 25 2 hR I
BT 56 1 MO EAE R RS 22 I, TP T B 22 i 5 IR S5 4l S AT MBS 2 1

m RS T INSFEIE - SSH HBTRHERAN SR 256 f7F1 128 {37 AES %545,

® [RHILL root I BB TR — AREFILA root F P Sy Bt i DA AT BIA I P Sy o
HAEEH] sudo fir 151 T2 root FFAIIREESRAE, BHIN su dir& i root HIF.

ER sudo ap S B LA, oy E T IEARIG D, Hamad e L ST EATHE SR s A AZ L R
BYSEAS 25 AT REAAAENY root R TIG Ol

XEERE FAE il SSH kiR S5t (2 B B nl S dtdr . anutb e BN RO oK =k A%, ml A
P L 22
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EXERIA SSH B

AT PATEACERIA SSH At i o
SR
1 EFIRISHEE G FFRIL root FFAL,
2 HIME] Jete/ssh ko
3 HHISORYRERSAE sshd_config SCPEHTLL FATEHR1E .
B R VRRARRES,, AT FATHOREE SO yes.
PermitRootLogin no
SR ONERIA SSH MY (58 1 RRANEE 2 i) , TR MAT.
Protocol 2
® SR H 3DES Mk AL RS, IR M7,
Ciphers aes256-cbc,aes128-cbc
AT SSH [ff2c4 FTP (SFTP), FIFEREL M7,
Subsystem ftp /usr/libexec/openssh/sftp-server
4 PAFHEBOREHIE,
5 JEEATEA T a4 K E T E) SSHD k55

service sshd restart

REBIBEFNRERRAEBRG

178

REEL T (40 Nessus ) fERLRINAN SACERAS, AR BHMEFRS. Fit, X
Fr AT REURARER AT 2 GO R LA dE il 2 2 B AME . (BIEEELAHE) o QuRIBBLIELL, PIRAPT

WEIRIREAENY S W, e VMware AT IR . —S82 iR 7 AR IEAIALELX R IE , (Ha@ s e — AR
B MR B, Red Hat (E4MEFF 2 i kA Nessus oAH i A 2R X LR Dl

15 VMware 3/ Limux HOBCPFLIERIRS AR A AL (GLAIRSS ., SHRESKHAL) HROE, ifi i iber
EUEFRF I, VMware #HI0E “vSphere SCHARAV (VIB)” /AT, HITE ESX LUUTZHfY.
S DB B L, M) VMware AHOAY, TIASEIZS =7 “RPM #ifty
R,

B IA IR BUEAMEFFIT, VMware FSISZR B M 7 SO RS 2] O RIS E RV PRRCA Y. XA 2RI
DTS O RIARETER LR BB BAME 2B NS B AR, BRI RO R S Of
T, HETIMEAMEF g S TE RS

NS T AU T ER B -
1 BRI T4 OpenSSL 0.9.7a A (JEH1 0.9.7a EASHEAMEF U ARRRAS ) 19 ESX.
2 OpenSSL &A1 T HIRAEE 0.9.7 A 24 IRl IEFMET o WA 0.9.7x.

3 VMware ¥ OpenSSL 0.9.7x EAMEJ7 R MBI F AR, SEHHEAME T4 5, I VIB, VIB HifY
OpenSSL AN 0.9.7a-1, FoRIFIRIRAS (0.9.7a) AT 1 AMEFMET .

4 TEH
5  ZEPAMEFAREED -1 A%, Wik OpenSSL 1Z4 A BIA R AT
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EHBAMEF R RAEE & T2 TR

BiJik VMware VIB 3CAY, T FACEAMEF N ARIFE.
AR BT S H S e 4 o il i 8 (CVE) 5
WRATAEI CVE 5, MFSE RPN iR o
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REFPEMEIN 1 5

ESX 5% /5 S P AR B TR AT LA sse 5 5 e F IR PR e e 5 Sk ettt T3 FRORI 2l
A QI PR AU UN 255

AEL[RES TP 38
B 55181 U1, WU ESX HSEHN i
B 184 TT, “REANLENL

0 ESX BENRLIEH
AL R R TUHSE A 24 B TE B, AR ESX HSBi 24l

R A TR, B K oIy K A 2 R O G — N R O 3R, BSX BRI
REAWARFER . LATESERITHE T ViR Bk S M e 2 BB SRG o

BEFRE

TEH g PR, BSX LA ARIFTT, FHAE RN R OB T4 . EHURIRA SN s, &
PLEIE T2 G RN, FEh—0h S Db T2

2 B P AN SRV R BRI, e 2 e W L LA FR s s A BE U A 57 . A nllicse — AR
UMK RGE DL, b TJcE 5 R] vCenter Server B§ 34 Command Line Shell Z{TAi ESX T H, X R
GUE B AT DA RN L 0 5 D TR AL, DRI PT DATE R AN LR S A £k A TR fth 4 T 55

#15-1 BoR T HECE AT EH AL A ) e
F15-1 RERHEDRHEGHLE

Thek BHE &i

MRssiE6 5 RPYUE S HZER -4 & MR IR S5 S E YR o 28 0 HL A TR ES o

PIER 2R 2

s GRE S RUVEER—4 & WL ARSI AR Z T VLAN b B TRE . Bl

VLAN? s HAh A G (41 VMotion ) A—E i I VLAN,

AT USSR — A & FRX e FE AU P AE Rl — NP ER R 25

289

AR ERG TR RS ? JEE T MRS T G L AR S A R e B 48 i i i Rk
HHTRRES . R E It R Geid it A — i F s FH A
BE RS

EJU\EW*/I\JEMTC@NWW%ﬁﬁﬂ%ﬁiﬁﬂﬂ)ﬁmmo
AT . vmdk EEHEE BIAER—A VMES 43X .

FID

JER IS VMFS?
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151 BEFHEPHAGHRE ()

Thek BEE &
L) = BATIF FTP SR IR SR . ARLLIAINEE., 15

S 166 U1, “MRSSIHIE B A Es
RESAUAC L E AT 25 T B AT

FERHIPAA e 5 hE B

b

F 152 WoR T FHUT K 2
F15-2 REPHEMPAAKAIZE

AFEs i B
Il R R DY 1
L 0
ARG 0
Rl AiE 0

% 15-3 R TR T R0
R 15-3 BEFFERHAATE

paleEy 2] HREER REEER
ST HARRA U RR ? P &
SRR SSH TR & iR ? & &
vCenter Server fll vSphere Web Access? & 7
S OB BUR AL P &
ST BT 5  5 BEA TR ML ]2 P P

SEFRHENE

TE2 % FRREIEE R, BSX FAUA TR — N EdRh LI, FF T A2 2% P iRt IR r . X1 — 4k
REH A, THET2 8% P L HMEDIL. J&T AR & IR DA TR — & 20LE, (Hh i 6
PRI, DL GEEAs B .

BRI — 2 BB, (A2 2% P R Il s L8 PR IM L. RSB il — 8% P R
HUGY, M TAT ESX K, R AT DL ALl & D TR R LA Nz o #BwnﬁwLWIBFI’Jli\ﬂﬁéMF{I%O

7 15-4 o TRCE T EHUN A ST
R 15-4 ZEFRGBEPHAMGLEZ

The mE &iE

RSEfRESEMYe S ER— & M IR S5 G L F DR o 2 ko L A TR S

ANPIERPN 247

fRssftla et SERPILER—A & S IR GG S % VLAN SRR H 7 es, Lok

VLAN? Hofth 24040 (40 VMotion ) A~—EJEZi Ft VLAN,

AL S HEZ R —MER R B PRI U BRI R 28 o i BRI 2%

- YA E AT

P A S JE T AR S P G IC B F R PSSt LR 10 241 i R Ron)
FATBRES o RE AL HAth 2R Geid A — i AR I A #edTL
SRS

A% PN AR o il S ] — 5 R e ANl
— PRI R EA AN S A A L S S LT BC S
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R 15-4 ZEFREMEPHAGEZ (£5)
Theg RE #ix
JE VMFS?

-7

R AT AT VMFS X, i H ALY - vmdk TR
I A ABERE T2 X, %S XL LUN,

FRIRTEEEFTIT FTP 28R S5 10011,
RN L R AT 2 T S B I A7

e Gl
HEWHLAN 7 i B D7

gl

FI

% 15-5 TR TR ¥ ESX AL ik a5 7,
& 15-5 SEFARFBERWAAKAIZE

ARSI ISRt
HE AT Y 1

B 10
RGN 0
FlT 0

% 15-6 TR VAT s o
R 15-6 SEFARFISBEHRHAAGIE

el WREER EREER REEER
e B s AR 2 P & B
SEAIBRT SSH #F TR S5 41 & VTl & P &
vCenter Server fll vSphere Web Access? & & &
S GRS BURIINL? P P %
B P 5 B TR L] 7 b b P
SEAFRDE

1025 PIFHGIEN, ESX B FR—EHERLA, FET % 4% PR ., ol — 4k
VR B, JHEATS A% P TR, T T AR % PR T A EHLE, Ay
HIATAER D

2R P RGRE T AR — 2 A R, AA 2R S R S RS PRI L. SRE LR
FE—Ee PRGSO, AT ESX K, AT DU i R L 5 03 A R S LA IR A I B TRESUATL N
ERIO AT %% e, —4%A M ORI AT LA TR iz T H N FRE R

% 15-7 WO TECE T =Pl LA 75 K.
R 15-7 SEPFHMBEFHAGEE

Ihek BRE #ZiE

e SEMWUE S L= WM & T3 AR S5 G B % I EE 2 SR e TR

FH R 2R 2

Mg st Gl S R —A B T3 RS G RCE L T VLAN SRR TR R, feil

VLAN? MR HAD R G0k (40 VMotion ) A—E3E5E4E At
VLAN,

ARSI — S 2 KX N P ARl — N EE R 6
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R15-7 SEFAFAMBEPHAGLE (£7)

Ihek BE &ix

SE LA R A7 IBEY T IR S5 G e T F RS A R AU R £ i
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BORSHHE o BRAFSE] VMware FIRSTRARESE R, HRNAG R
a4

{E vSphere Client LA EIX EED)RE o
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R A1 ESXBRZHGS (50)

BEEHEHS

4 F&# vSphere Client 312

esxcfg-dumppart

T EZH 3 X KBTS 31X

(e ESX N, K A BhalEh2 i X, T ek A= SR Gediaind £

WALE B BRAEME EVRA WX, B NICHETFEh oIy X,

AJ{E vSphere Client HXTHZMI oy X HATEL N 7R

B ERT AKX — PEERR > IIEERR, AR AR
DI RERR I S — A IS A S A RSl QeRBcH
BRI, W ESX DA —MEH X

® REZKIX — LR > RIS > BT, e

SERIAN S

esxcfg-firewall

et 252 Ml 55 s 1 65 17 K K 1 o

HAF vSphere Client HW SCREINR S5 ARERAC 2 55 ks 11, 15 uehe
P L] ESX AU Internet IR 55, 2t B> B ki >
B, RSB KB B TR IR SS

a3t vSphere Client JGARCEI A KRR o MTXEERSS, HHEH]

esxcfg-firewall,

esxcfg-info

FTEE R SS1E MG . VMkernel . AL &R R G M A6k
GRS HIR U B

vSphere Client AU TENIVE B775:, HATRLmE H ) SR
AR -RAIDRESAH AT RE 2 15 B B, ik A EERATLE I
KLEMEER, WUAEEEDHIIRE.

esxcfg-init

PATPEBRIEA L BIRE . by E 51 SRR, AFETATIE
IS, I A A AT AR S ESX AL B,
a2 AAF1E vSphere Client 3054 .

esxcfg-module

BB KBRS B S IS B sk sh ey . a2 i 151
SRR, HAUE VMware BIARSCRHE . BiIES 2] VMware H
REFFRFESR, BNAFLEHEGS
A2 AAF1E vSphere Client 3054 .

esxcfg-mpath

HtAFimiE sk 1SCSI M B 2R I E

TZAE vSphere Client HU/F# AL B L ER L E, 15 HFMER. &
BEEARAFAE S LUN, A5 B . B AEST HH, AR
T BTSRRI R R > B AR, ARt
BB TR B

esxcfg-nas

PR NFS B ST A4 Gl 148 NFS £dfif e
T/ vSphere Client F 254 NFS HUR{Fi4, i 7R > BUEH
i, NRIREE GRS, thl LLUNFREES > B mil i i
TTVA N imED
" ?'?[L/VJ;\ NFS £ /e ifmE - PR SRR M
B NFS £dfifefit - bR
I NFS $dlafrfir - B, ot s T £l /7 6%
HBE PR

esxcfg-nics

FTEB I ST e s 1 2R LS AT FeIR BT . PCT e AR
FOSEREIR DU B o U RT A FHIE f2 SR T DX 265 1. P e ) ek P
BT AR

AL % vSphere Client H AP IZERL ARG R, 1556
WIEERLES -

HTAM vSphere Client FHEERIZ4 A B S IO BEATR TR, h g
S A 8T i AT DI T R RS B L ISR > JE@ME . (E g
TEAERR, B RSEEECES > g, SRS RN T 416,

esxcfg-resgrp

TR IR E T SV BT I AR BT B
DN (= (1Y i g7 WP AN R R Sy S w2287
VAo IR A 15
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MR A ESX EARZFHFwE

BEEHEGS

o4 Fi&#0 vSphere Client 312

esxcfg-route

BEE LA Z BN VMkernel PIOCES T, FHASIN. FERROkAIHEASES o
TFE vSphere Client HATHERIAN VMkernel BICEEH, 55 & DNS
FEER . BOSERAE ), ERL BN, S5 TN DNS FEHECE
O TEAE XN TR 1R S

esxcfg-swiscsi

Jid B 1SCST # A aE il e o

T27F vSphere Client T iSCST A%, b LA ERCES, o
PR AN iSCSI i fil#, AR Ek:. i1 iSCSI Bahgs Bt
THAERC AR RS o

esxcfg-upgrade

M ESX Server 2.x TF 3| ESX, IHandANidE A T—% i,

M 2.x TR 3x I SE A T =AF55. LA RS AITE vSphere Client

R

m AN — TR HIEGE, W ESX Server 2.x #EHipL ESX.
ABEM vSphere Client FHEATIR P B,

TR R G — B0 VMES-2 FH4E] VMES-3, i sk e
FEAUBL, AR5 TR > AL > FNGEER. L AERER, ik
BAriskss, NG R diTHRE VMFES-3, DU BT RN
ER R PATI DB

n TN — T RPN VMS-2 THEE| VMS-3, s
T AR AR, SR B I,

esxcfg-scsidevs

{TED VMkernel {715 55 MRS QA RIS o Ibar & AMTAE

vSphere Client 354 .

esxcfg-vmknic

BIFFNTE BT VMotion. NAS F1iSCSI 4 VMkernel TCP/IP %7,
7T vSphere Client 1415 VMotion. NFS 8 iSCSI MIZ5i%EEz, 15
A EPNER > BRI, 165 VMkernel, SRJ5—3 45 s ER INPI4& a)
B FEBREE SR E X IP M-S VMkernel BRI
A EEE, 1HE VMotion. iSCSI ik NFS i [ A= 4 ta & br.
P AATATIX RS, TR AU B . A B B M EAE |-
H’J&U%Eﬁi%ﬁ%ﬁﬁ%l I, SRIE LT T L R TEAE, 2R Tk
ity AL o

esxcfg-vswif

BRI TR 55 P 5 P A0 T o SRR i 288 i e ) RSUIC T
vSphere Client ¥ ESX L, MM#E A4

T4 vSphere Client SIS 45 G154, IR TLRIEE > BRI
WEREERE, RE-—PP5em “RIMgnS” . rEEREd
b SCIP HE T I RS AR 552 1 5 BRIA A O

PG, IR S G i D ZE MR TE O BIbR. 4T ATX
L, AR MASHATURMER TEHE [ 15 rhdeie
MRS Ftl G o iR AT O BMEHEAE, SRS e
o

esxcfg-vswitch

BN TR NSRS

T2{ vSphere Client A PRI IAER:, 1H LT RUES > ARINPIEE, ot
WL, RIE—EE 50 iR AR T

S E YR, W T R L A IR EAR. g
XU, A . I SSHATUBME VEAE [ 5 ik
BG5BT T T BN TEHE, AR IS TE o
IR
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BT ESX B Linux f§ &

T PR O TR, ESX 2 HTARE Linux RUE A A0 THE, BIAImAmiz fasi Hard-. Ao
A PUTRC T 4 TR BB T RORC LA 1 A4 ESX THREA T T,

ERAE vSphere SCRIH T3 AT Bl #1538 VMware BORSHRF A S, HIFERCE ESX INhZHi] vSphere Client
TAFo
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{& H vmkfstools

AILMEH] vmk fstools SRR R AT E VMware ESX FAL I HOREIRERL . SR S0 . WHEEFWIER Hi#SS .

fifi ] vmkfstools P ATERAALIPEL S X _F BIEFE BN ISR R G (VMES) . i8R DA L Ay S48 E S,
BanfEfEAE VMES-2. VMEFS-3 F1 NFS _F [ i8Sk .

HJ{ifi[f] vSphere Client $14TKZ 4 vmkfstools 1,

AP SRS 7PN 328
m 55209 I, “vmkfstools Ayaitik”
m E21070, “vmkfstools pEli”

vmkfstools < iE %

— WS, AFELL root T S B RKIEST vmkfstools ardr. (R, FEEdy A (Hlanscth2gia4) |, 7T
REFTELA root HI By

TTHES vmkfstools a2 LG IS EL:

VMware, Inc.

<options> N— ML AT MAIKIISE, HTH87E vmkfstools THUTINIGZD, g, 7EIEE
HTRE U AN e B A8 2K

RIS, RN /vmfs ER S RO B SR 2 2, Fae B A TR RSO E R VMES
ARG

<partitions HEE MK . IWSHCR A vl <vml_1D>: P A&, T <vml_1ID> SE FHAFAEREAIR RIS ID,
ifi PR R XS, X RIRTZ (0), HWRFZIA fb HZ VMES /31X,

<device> FRE R &R IG . WESEH] ESX & ARG HPINHRE L BEALL /vmfs/devices Tk,
IR AT R GRS

FREAIF ARSI, AR

B /vmfs/devices/disks j& M T AMAEAE T SAN L

B /vmfs/devices/lvm i@ [T ESX &+,

B /vmfs/devices/generic ifi Jfl |-l /1] SCSI 1575, BlANRH N E =

<path> F5E VMFS S RGECC . IWBHEOEA FSRATS 5 . SIS EE /vmfs IS T #4104
AR AR o

® BYRE VMFS AL, i HIL MR

/vmfs/volumes/<file_system_UUID>
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59
/vmfs/volumes/<file_system_label>
® BHEE VMES X, Ll FRs
/vmfs/volumes/<file system label|file system UUID>/[dir]/myDisk.vmdk
GRS M T TR H o2 myDisk.vmdk (RIS E S, TSR N SE A2
B,

/vmfs/volumes/datastorel/rh9.vmdk

vmkfstools EIR
vmkFstools AT L N, FErh i — ek S e 2 T P T
KR AN T B A A &5 B, R A4 REiK.

vmkfstools —-createfs vmfs3 ——blocksize 2m vml.<vml_ID>:1
vmkfstools -C vmfs3 -b 2m vml.<vml_ID>:1

-v FiEL
—v F I A TR o
ZF AR AT
-v ——verbose <number>
A PARRE <numbers [RE, JEFEEM 1 ) 10 19940
FEMERT vmk s tools BETIAP I DMEIE v FUEl, ARl ANE 75T v F-2801, T vmkfstools K22 —v.

ER TR —v Tl SR vmkfstools ar & THT, PRI —v AED TR A LA

X R GER
M RG] T -0 VMES XX 280, X SEk NG T NFS, XT3 1142 AT Al vSphere Client
AT
flE VMFS X#&%
¥ F] vmkfstools 7iy$ Rl Gl VMES,

-C —-createfs vmfs3
-b —-blocksize <block_size>kK|mM
-S —-setfsname <fsName>

AEBURAEARE R SCSI 43X (I vml. <vml_1D>:1) F Al VMFS-3 SR G0, 1255 DCREON SR R 4e i
e

AEATAT ESX ML F, VMFS-2 U RS2 R . RBea e (8 VMES-2 2%, (HAT LS VMEFS-2
ARG FAFERS . VMFS-3 U R ZEARFEM BSX 2.x FEHLAT I,

Q JND —> LUN HAEH—A VMFS %,
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FIVAY —C sl — (R LA T 12e T -

B b —blocksize - T X VMFS-3 X RATIRI/ N BRAAPEI/ING 1T MB, F58ER <block_sizes HAME
128 KB 154, #e/ME 128 KB FIAK/MEN, w00 528 m sk M PARA A7, 7 2RI X
53 K/NE — vmkfstools 2 m 5k M IS IR T, B k ok K & AN T

B s ——setfsname - HIEAE QI VMFS-3 SUH 2 400E X VMES B IUA R, T2l A -C Gemigh & i
TEMERRZ )Y 128 DNFEART, FHATT AMZ AR E L7

fﬁt)‘(%ﬁZF, MIRTLATE My vmk fstools a2 HEE VMES %Eﬂﬂifﬂﬁt%ﬁo EFRE BRTE N Linux 1s -1
A AR A ZE T, I BAE R /vmfs/volumes EISR T VMEFS GRS 4

ZIHPM VMEFS b5, 15 Linux In —sf 674, TS50 PRl
In -sf /vmfs/volumes/<UUID> /vmfs/volumes/<fsName>

<fsName> & T <UUID> VMEFS [{5Fr .

& VMFS LR ZHIRE
IR AT £E vl . <vml_1D>:1 /3 [X_E A4 h my_vmfs (05T VMFS-3 SUF R % XN 1 MB,

vmkfstools -C vmfs3 -b 1Im -S my_vmfs /vmfs/devices/disks/vml.<vml_ID>:1

V' RIER VMFS-3 &
i extendfs Ay & H LB X IS INE] VMEFS 4 .

-Z —-extendfs <extention-device> <existing-VMFS-volume>

Pt &K A PATT QAT VMES %45 <existing-VMFS-volume> JRIN—MIHEX o TR E TR 0% (Bl /
vmfs/devices/disks/vml.<vml_ID>:1) , Jfi-AFUE5 EF (B0 vml. <vml_ID>:1) . EFRRAG IR, #B<
BRI Y B VMES-3 4, HIbizE8iEs2 0K, @4 VMES-3 &2 T DLVEE 32 MR EdEX .

A NG 1B TS, ZHITE <extension-device> FIRIT N SCSI s AT IR SE#RE E 0

# & VMFS-3 1761
RIS VRSO R G R HT A X, DA T

vmkfstools -Z /vmfs/devices/disks/vml.<vml_ID_2>:1
/vmfs/devices/disks/vml.<vml_ID_1>:1

}FEEH’\JY%L%?}EE’?@WM\QIZ : vml.<vml_ID_1>:1 Flvml.<vml_ID_2>:1, Flﬂjﬂ?@ﬂqﬂ . vml.<vml_ID_1>:1 &
TR

5| VMFS £rBE
queryfs fy4& 1] 5l VMFS &1 87,

-P ——queryfs
-h ——human-readable

Bl R —BERAE VMES & FIRSCAR s FRIN, e RAIHRE GBI St ETE 5 VMES A S
(VMFS-2 5 VMFS-3) | EH8EN VMFS BIEHEX ML, Bbs (WRAT) . UUID DL SNSRIt
ket S PRsIE

ER WS VMES SUE RGBS BidL, MR 8w ST 2 R RAR R B

FTLAERE T P e F50E —h 26300, ansRaxie, MPREARTERE BB (Bilan, sk, 12.1M802.16) St
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¥ VMFS-2 # 43 VMFS-3
ATLLEE VMES-2 P RG24 5] VMFS-3,

A JNDy VMES-2 % VMFS-3 [{iHit— A it 72, B VMFES-2 &6k VMFS-3 5, R BRI VMFS-2 4

24 VMFS-2 3L RGeS R/ INASHE S 8 MB I, A A A T T
THESUE 2 00, w5 AT 2850
B _T ——tovmfs3 -x ——upgradetype [zeroedthick|eagerzeroedthick|thin]

12K VMES-2 SCPF R ety VMES-3,  [FIIN R B SO RGO T A, i AR
fsauxFunction=upgrade H1Z} vmfs2 F1 vmfs3 WEhFE 7 N8B Stk R AW EHFE T Fsaux,

WAIH] -x ——upgradetype § BEILRETHAAUEE LA ME—Fif:

B x zeroedthick (ERIN) - fFH VMFS-2 [FSCfHJENE . i zeroedthick SCPHEE, WA PR
EXPFAERERA, BTSRRI AL E S,

B _x eagerzeroedthick — FEHM /SIS AR IR S . ARG T8ml, WTHd e
Ol A AT 2

B x thin - ff VMFS-2 JESCAHARBORS T L 251 VMES-3 . 5 thick SCHE AR, R B
FEA SV ST BB AR R AE ], e R IR B2 o BRI thick S
PR B .

TEREARIUIN], ESX S-S A LRI ORI AT HAD A E R U (M IEAE 46 VMES 45, W]t b i PR A7
PEAER) ESX FAUEAT IS . Bl TRETIN Lor 8, SEnoieRik o 26y S 3R 1T .

MR, 138 Fsaux IXBHREFEFE IR vinfs3 Al vmfs2 SN BhRE R DAAK S 0 5 1F
B _y ——upgradefinish

eI T SE T4

4D £R R TR
SRR AT TR A B (E VMFS-2, VMFS-3 fll NFS S R A MBI . Hor ik
o355t AT LA vSphere Client $14T
EXRIRERN
Bk BRI, ATRAMET -d —-diskformat - BEIRFRE RARAE 5
ML Mg s e -

B zeroedthick (BRIN) - QU AR AL QU ASEERYEL % F ORISR, H
el R MU DA TS BRI 242 B H % BRI M SR R S8kd s

B cagerzeroedthick - O @M N DTSR 5 zeroedthick 3 UAHEL,, 7F QUM 2 M EE 2%
ORBBIEIETEE . OV SRS SR RO T T A& L o) B AL J R AT K

B thick - QUM YRR IR 2 A o X APZERS A A2 T REAAE T2 00 B s TR R AT AT | A5
B% . qF root M A e vF eI AR .

B thin- KR E SRR . 5 thick BRAN, SEEN A2 NS IrT s m, Hafek
Az PR A B

B rdm - SEEA SRS
B rdmp - WEEHECARR A, (B ) PR
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B raw- B

B 2gbsparse - iR KEHEIXh 2 GB OMGAL . FPEIAR SR T T Hofth VMware 25, (2, BB
vmkfstools IS (BIAN thick BE thin) TDFSAREEL, T NJCIEAE BSX TAL RS

B monosparse - R . PR IEAS 2O T HAL VMware 775 .
B monoflat - FAHTOVIAME . TR 2RO H T34l VMware 7.

ER T NFS HAEfdiH thin, thick. zerodthick Fl1 2gbsparse Zfiddtg =,

thick. zeroedthick Fll thin il HAMIFMIZE N, KAEE /Bl skIg 2 NFS IR FS#5maE BSX £, KEZE
NFS Ag5+s FIOERIA D FCSRIEAZ thin,

pelf=gsagivto gy
i 1] vmkfstools w34 T] DA G e AR L

—-c ——createvirtualdisk <size>[kK|mM|gG]
—-a ——adaptertype [buslogic|lsilogic] <srcfile>
-d —-diskformat [thin|zeroedthick]|eagerzeroedthick]

BEETURAE VMES 45 b8 E RS2 QR AUREE . $RE IR N, T <sizes BONMERY, ATRAIN bk (F
T oom OEFY) Blg (CTIRTY) SFRMEAMRIIHAA A, A ZIAX ) A/NE — vmkFstools H k B K
MBS N TFN o AURATEE IR, vmkFstools REBR T 11,

FPALS —c BT —FRAEDL T8

m o fEE T SR TR A AT . WAL BusLogic F1LSI Logic SCSLXRM/MIRE LT IMZEH.
m g iRERE

IR R R ARG

P RBIBEIH AT TE £ 4 myWMFS [ VMES XX ARG EIEE—A 4400 rh6.2.vmdk . K/INA 2 GB IR RRERL ST .
Wb SCPE SR — A AT H R A LS 0] O 2 H AR A o

vmkfstools —-c 2048m /vmfs/volumes/myVMFS/rh6.2.vmdk

PIkaiL B IR R
writezeros 14 A FIIAVIELIREAE o
-w ——writezeros

IS I 1 A R A AT A 25 5 N Hm DR 23 o RGN TR T RERAR:, BRI Y
RN A R B & /O Hi 5

A AN I A IR R SR R AL E RO A 25

W EEE RS

i1 inflatedisk iy 4 P LA ORGSR R4 o

-j —-inflatedisk

T ATRORS (T A 400 eagerzeroedthick, JFORBAFNTATIIAT B, IHEIIUN 1 A BC AL TR T 53

MCFIE
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214

1 Bk R $0A R 2
deletevirtualdisk Yl i[5 VMES %5 |- H8 e 42 i o HH A pe AR S AR S Bk i S o

-U ——deletevirtualdisk

E &R R

renamevirtualdisk PeIE By 24 STE a4 IO AT A0 vh A0 O R AU A AT S ST . A e e I
B Z SRR <oldName>, DL RCGHT S kS8 12 <newName>

—-E ——renamevirtualdisk <oldName> <newName>

5e P R OB £ BN AR AR
FT DA G R AR A RS O R Ao

-1 ——importfile <srcfile> -d --diskformat
[rdm:<device>|rdmp:<device>|
raw:<device>|thin|2gbsparse|monosparse|monoflat]

ALK —d F26301 5 -1 el — &6 e e eR A QR R A E RS . A Fe iR root TP v FERE U
WA 4 o

R ZylE ESXRedo Hib, [FIRPREAHZREH, 1] cp and.

5 R R 0I5 40 T B

BRI AR LRI N A templates (74 SelE R mywmFs SCH ARS8 4400 myos . vmdic FORE AU 2
S

vmkfstools -i /vmfs/volumes/templates/gold-master.vmdk /vmfs/volumes/myVMFS/myOS.vmdk
A A AL E AT N A VAL 2 SR SRR M UM LRG0 8 B, 2 N IR

scsi0:0.present = TRUE
scsi0:0.fileName = /vmfs/volumes/myVMFS/myOS.vmdk

& VMware Workstation #1 VMware GSX Server E#I#1

Afef#H vSphere Client #fiiid VMware Workstation 5 VMware GSX Server SIEHIEIW TR ESX A4 .
H2, WLMER vmkfstools —i - HEEIRIE SN ESX A%, SRR INEIE ESX A a3 ML Eo

BIR &4

WSS NI, R RAELE ESX 34 E B 2gbsparse Fa ik S HHRIRAAL

24

1 ¥ Workstation 5 GSX Server %415\ /vmfs/volumes/myVMFS/ Fl el Tfa - F 3¢,

2 1t vSphere Client W1, i i B B B Se i G TR LML

3 FERAARN, SR A A 5\ Workstation Tt GSX Server Rifi.

¥ RIERIRER
extendvirtualdisk fy& FITECIALERINUS, o 2 EENIRE I RN TY R,
-X ——extendvirtualdisk <newSize>[kK|mM|gG]

BN Z 1/, AU TR SO R I L. AU LSO R e, DA PR R Seie
FEVUNFIEE AFTRERR/ N, TR TSN 25 TR o
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WA BEI K CTF5) «om CGRFAY) Bog (TIRT) JRE, FILAEIE newsize 4. HAZAIX K
NG, DRI kB K SN T s AR I, MEERA T

3R newSize ZECK T E UMUK/, TIAE E ARG IR/ N,
lan, T4y 4 GB RSN 1 GB, 155\ : vmkfstools -X 5g <disk name>.dsk

ER 2N B ISR A TS e A, A RERE S DR oK B il e et 5
IR

# VMFS-2 E#IpE# T E VMFS-3
migratevirtualdisk BEI PRSI RE I SO M ESX Server 2 A8 U5 ESX #82.

-M —-migratevirtualdisk

P E R M RIS R

createrdm iy 22 F VMFS-3 % [ QI ERR AL (RDM) SCHF, IR BRI 12050, fEE s, (3
FILAG s Il VMES AU AE VS TR o IR S ST OB 5 FLHE IR ORI R/ MR

-r ——createrdm <device>
MIETE <devices ZHUN, FARMEAT

/vmfs/devices/disks/vml.<vml_ID>

HE A VMFES-3 XS P LHIE T RDM,

B2 B I3 EFES RDM FI7RGl

ARG, BIEE44 my_rdm.vmdk () RDM SCfF, 65 vml . <vml_TD> RSS2 250 ¢
vmkfstools -r /vmfs/devices/disks/vml.<vml_ID> my_rdm.vmdk

SERE F AT UL S, T DU UL B B my_rdm . vidic L SCA-:

scsif:0.present = TRUE
scsi0:0.fileName = /vmfs/volumes/myVMFS/my_rdm.vmdk

PIEYERARA R FRG

createrdmpassthru a2 ALK EIBRRSEIRI 2] VMFS 45 IS 12 R N LR U T R SR BE IS e
ESX SCSI 2 15t . YN E L 4L Iy SCSI a1, B4 SAN JEAARTE SIS TN, I
MR R A

-z ——createrdmpassthru <device>
FEHET T RIS, AT DAEE 2 G0 R MEAT HoAth VMES AR ISR U5 M T o
MHRIE <devices AN, FAAASAATT:

/vmfs/devices/disks/vml.<vml_ID>

3 RDM KB
queryrdm I A] F1 AR AL G 1 B M
-q ——queryrdm

TR A1 HY RDM (4208, bt 2 IH BRI AL I EL AR IR B, Uiz 1D
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BREREEILARR
JUT AR I AT 3R A5 SRR A LATTEARIO 15 L
-g —-geometry

AL W . Geometry information C/H/S, A c ARFMALENOE NS, HARERIOEE, 1T s &
X %G

R /¥ VMware Workstation SR SN ESX EAUN, W RESE BIRAAL) LTEARA LRI EE R IM A . 7
B LATEARAE Rt rT e R D b as P A el TR BV RORE ST UN B 1 TR

78 LUN B9 SCSI #i

L BRI R T OB A R s P TR BT 55 o PR35 Pl VAl vSphere Client #4447
-L —-lock [reserve|release|lunreset|targetreset|busreset]<device>

FILATIRS SCSILUN (fLfit BSX EALEL ) | MbRTed (A - HLAT LADSIR] LUN ) FIEEE FRE ( DASR G
MEFREERITA TR ) o

NG T -1 e8] AT SAN FRILA IR S5 AR AR PR . DA HFERTF S5 L ) -1 2631

216

FRAEG 2] VMware FRFAEAT, 75 M PRAZERRRE VMFES A& LUN fi L
FIDA s LR SR AE L T

B | reserve - WIRTREN LUN, BRHREN LUN 5, FUA IR 1ZLUN WIRSHAHeDie . Al
MR eEaR % LUN, S8R,

B _| release - RN THEE LUN fTIEE . HMIRSS 80 ik i)In)i% LUN,

B L lunreset - HFHHEN LUN, Ju&hikn LUN TG, JHE LUN FOO Ak Ss &0 o
HEAN B EAYH LUN B 5N, RS R LUN DR RS RS o

B _| targetreset - HEEENHiR, TECEIGMRSZ HARSHUMTT LUN _FIO&ATIE, I LUN HX
WA RS 757 H.

B | busreset - HIFLRER A A DEININ FbR. S ECRHEER 1l B2k U5 MIfT A LUN _EREATHLE
HABEH PO BT A IR SS #5 ) FH

TN <device> BT, HAAM T .

/vmfs/devices/disks/vml.<vml_ID>:P
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