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FCC Information

A

Note: This equipment has been tested and found to comply with the limitsfor a Class B
digital device, pursuant to Part 15 of the FCC Rules. Theselimits are designed to provide
reasonable protection against harmful interference in a residentia installation. This
equipment generates, uses and can radiate radio frequency energy, and if not installed
and used in accordance with the instruction manual, may cause interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

+ Reorient or relocate the receiving antenna;
+ Increase the separation between the equipment and receiver;

+ Connect the equipment into an outlet on acircuit different from that which the
receiver is connected;

¢ Consult the dealer or an experienced radio/tel evision technician for help.

Fe CE

© Copyright 2005 ALTUSEN® PAPE-0252-1AXG
All brand names and trademarks are the registered property of their respective owners.
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Package Contents

Standard Components

The standard 1P9001 package consists of :

*

1P9001 Card

USB Cable

Custom Made Feature Connector Cable
Power Cord

AC Adapter

Software CD

User Manual

*

Quick start guide

*
L e

Warranty registration card

Optional Components

The following components do not come with your 1P9001 card. Y ou must order these
components separately.

¢ internal modem daughterboard
¢ internal battery backup with battery clip

Note: The optional modem is NOT designed for Console Redirection. Whileitis
possible to do Console Redirection with it, the performanceis extremely slow
and debilitating to system operations.

Check to make sure that all of the components are present and in good order. If
anything is missing, or was damaged in shipping, contact your dealer.

Read this manual thoroughly and follow the installation and operation procedures
carefully to prevent any damage to the switch or to any other devices on the IP9001
installation.
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Conventions

This manual uses the following conventions:

Courier Indicatestext that you should key in.

[1 Indicates keys you should press. For example, [Enter] means
to pressthe Enter key. If keys need to be chorded, they
appear together in the same bracket with a plus sign between
them: [Ctrl+Alt].

1 Numbered lists represent procedures with sequential steps.
. Bullet lists provide information
> Indicates selecting an option on a menu. For example, Start >
Run means to open the Sart menu, and then select Run.
A Indicates critical information.
Getting Help

For additional help, advice, and information, ALTUSEN provides several support
options. If you need to contact ALTUSEN technical support with a problem, please
have the following information ready beforehand:

+ Product model number, serial number, and date of purchase.

+ Your computer configuration, including operating system, revision level,
expansion cards, and software.

+ Any error messages displayed at the time the error occurred.
+ The seguence of operations that led up to the error.
+ Any other information you feel may be of help.

vii |
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ALTUSEN Technical Support

North America Technical
Phone Support

Registered ALTUSEN product owners are entitled
to telephone technical support. Call the ALTUSEN
Technical Support Center: 949-453-8885.

International Technical
Phone Support

1. Contact your local dealer.
2. Call the ALTUSEN Technical Support Center:
(886-2) 8692-6959.

Email Support

Email your questions and concerns to:
support@altusen.com

Online Troubleshooting

The ALTUSEN support website:
http://www.altusen.com/support

provides online troubeshooting that describes the

most commonly encountered problems and offers

possible solutions to them.

Online Documentation

User Manuals are available electronically at the
ALTUSEN support website:
http://www.altusen.com/support

Software Updates

Download the latest drivers and firmware for your
product from the ALTUSEN support website:
http://www.altusen.com/support

Product Information

For information about all of ALTUSEN' s products and how they can help you
connect without limits, visit ALTUSEN on the web.

ALTUSEN Authorized Resellers

ALTUSEN provides the following waysto find an authorized reseller in your area:

¢ Inthe United States of America, cal: 866-ALTUSEN (258-8736)

+ |n Canada and South America, call: 949-453-8885

+ Inadl other locations, call: 886-2-8692-6789

+ Visit ALTUSEN on the web at http://www.altusen.com for alist of locations and

telephone numbers

-
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Features

Chapter 1.
Introduction

Feature

Description

Key Feature

100% out-of-band
100% operating system independent

Soft Processor

plugs into a mission critical server
half-sized PCI form factor plugs into any PCI slot

Remote Client

industry standard Internet browser (any JavaScript 1.2
capable)

manage the server from anywhere in the world

SSL v3 for secure connection

Processor System

32-Bit 266 MHz ~ 400 MIPS MMU

On Chip (SOC) + 16 K l-cache
¢ 16 K D-cache
Memory + 32 megabyte PC-133 MHz SDRAM standard (soldered on
PCB, you cannot upgrade or remove)
Flash + 16 bit, 16 megabyte flash ROM (soldered on PCB, you

cannot upgrade or remove)

Ethernet LAN

integrated SOC 10/100 MAC
external level one 10/100 BASE-TX Ethernet

On-Board Modem
+ DAA (Optional)

56K socket modem (not designed to support Console
Redirection)

12C Controller
Hardware Monitor
(OEM version
feature)

ambient temperature monitoring

PCI voltage monitoring

card internal voltage monitoring
battery voltage monitoring

RTC

external RTC for time stamp of events

Power Supply

switching logic between optional 6 V wall adapter, 5 V PCl,
3.3 V PCl, and optional on-board battery

Battery Backup
(Optional)

900 mAh LION battery provides 30 minutes of battery backup
in case of host system or optional wall adapter power failure

Form Factor

half-size standard PCI card

N

2005-06-09




Feature

Description

Environmental
Specifications

+ storage temperature: -20 degrees to 80 degrees C
+ relative humidity: 5 to 80 percent non-condensing @

40 degrees

+ operating temperature: 0 to 45 degrees C
+ vibration: 2.5G acceleration over 2000 Hz sine wave,

2oct/mian sine sweep
shock: 20G; 11 msec duration, half-sine shock sweep

Monitoring

+ IPMI 1.5 compliant (OEM version feature)
+ 12C sensors (OEM version feature)
+ SDR and Soft Processor (SP) file support for easy

customization (OEM version feature)
OEM specific

Communication + 10/100 megabit Ethernet LAN
+ 56K modem (optional); not designed to support console redirection
+ TCP/IP
+ DHCP enabled
¢+ SNMP
+ web based interface
USB Device ¢ USB 1.1 device controller
Controller for
Mouse/Keyboard
USB Device + USB 2.0 device controller
Controller for
CD-ROM
USB Device + USB 1.1 device controller

Controller for FDD

USB Hub

USB 2.0 hub

Serial Ports X 3

+ debug port
+ RS485
+ one external

Debug Support

Jtag ICE

Alert Notification

+ SNMP trap up to eight destinations
+ numeric and alphanumeric paging (when optional modem is

installed)
email notification

Console
Redirection

via 10/100 megabit Ethernet LAN

up to three multiple redirection sessions

up to 15 screens per second high speed redirection
hardware engine

no overhead on the host system, complete operating sytem
independence

redirect BIOS screens and setup screens

seamless text and graphics transition

>
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Feature Description
Security ¢ SSL (Secured Socket Layer) 3.0 (Pass-phrase encrypted
certificates are not supported)

+ DAA (Digestive Authentication Access)
¢+ MD-5

Virtual Boot + USB 2.0 CD-ROM
+ USB floppy
+ supports boot to image
+ allows remote operating system boot up and installation
Note: For information on how to create a bootable CD, visit
nero.com or roxio.com. You can do a search on how to create
a bootable CD using their products. You can also consult your
CD writer's documentation.

Host Side + Windows 2000/2003/XP and above

Operating System + RedHat 8.0 and above

Support

OEM available

Development Kit

Platform

Management

Configuration

Program (PMCP)
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Chapter 2.
Installation

Before you Begin

Avoid Electro-Static Discharge (ESD)

A

Electrostatic discharge (ESD) can damage the |P9001 card and other
system components. Keep your IP9001 card in its antistatic bag until it is
ready to be installed. Avoid contact with any component or connector on
any adapter card, printed circuit board, or memory module. Handle these
components by the mounting bracket.

Perform al unpacking and installation procedures on a ground connected
antistatic mat. Wear an antistatic wristband grounded at the same point as
the antistatic mat. Y ou can also use a sheet of conductive aluminum foil
grounded through a one megaohm resistor instead of the antistatic mat.
Similarly, astrip of conductive aluminum foil wrapped around the wrist
and grounded through a one megaohm resistor serves the same purpose as
awristband.
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Installation Overview

Installation of the IP9001 card takes the following steps:

Step Action

1 Unpack the IP9001 card (and check jumper settings)

Install the optional battery and battery clip

Install the optional modem daughterboard

Plug the IP9001 card into the host system and attach internal cables

Confirm the motherboard’s BIOS settings

Install the operating system and IP9001 card’s drivers

Install all IP9001 Windows Software Components

2
3
4
5 Connect external cables
6
7
8
9

Setup your client system’s Internet browser

10 Connect to the IP9001 from a client system

11 Load the IP9001 SDR and Soft Processor (SP) File for your
motherboard or server board model (OEM version feature)

The following sections describe how to perform these steps.
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1. Unpack the IP9001 card (and check jumper settings)

Card Layout Diagram

J2Battery  J3 Service
JP2 Serial Port Connector Connector_Connector
JP3 Service M\ I:' R
Pur Switch
1P6 Reset (&
ecce ecccccccce P01
P10 Optional Modem Connector JP10
P7 Chassis!
5 [ 4 dtag ICE
usB J5 IPMB Connect tor
has;
Motherboard
Resel Switch
%
Phone JP10 Optional Modem Connector JP10
o oy ecceccccoe
|:| -
7
Network
Jack

JP13 PCI Bus
SME Data Jpr
CR2032 3V (= o]
Goin Cell Battery P14 PCI Bus
SMB Clock Jor
Gawe) [o] P12 Dingosic &
P11 Flashwiite  ecovery Mode Jor
Enable/Disable Jpr

MAC Address

Each 1P9001 card has a unique MAC address. The MAC address is the only way to
distinguish one 1P9001 card from another when you run programs such as Remote
Recovery Application (RRA) and RacTrendsSeek Locator. For reference, you can
write your 1P9001 card’'s MAC address in the table below or in Appendix H, MAC
Address Map. Use thefirst line in the table as an example.

MAC Address Location Description

00-40-D9-02-9B-3C Server Room, Rack 3-4 RH 9.0, Mail Server
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Check the Jumpers

Check that the card’ s jumpers match the description in the following table:

Jumper Setting

JP4 Pins 1 and 2: Open

JP5 Pins 1 and 2: Open

JP6 Pins 1 and 2: Open

JP7 Pins 1 and 2: Open

JP8 Pins 1 and 2: Open

JP11 Pins 1 and 2: Shorted

JP12 Pins 1, 2, and 3: Open

JP13 If your host system’s motherboard supports 12C on the PCI slots,
Short pins 1 and 2. If not, see that pins 1 and 2 are Open.

JP14 If your host system’s motherboard supports 12C on the PCI slots,
Short pins 1 and 2. If not, see that pins 1 and 2 are Open.

JP4 and JP5 - Chassis/Motherboard Power Switch:

Verify that there is no jumper on JP4 and JP5. These two headers are to be used with
acable, not ajumper.

JP6 - IP9001 Reset Button:

Y ou can temporarily short this jumper to reset your IP9001 card. For normal
operations, verify that there is no jumper on JP6.

Pin Description
1 Ground
2 Reset #

s
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JP7 and JP8 - Chassis/Motherboard Reset Switch:

Verify that there is no jJumper on JP7 and JP8. These two headers are to be used with
acable, not ajumper.

JP11 - Flash Write Enable/Disable:

Y ou can write-protect your 1P9001 card’ s firmware so that it cannot be flashed. By
default, pins one and two are shorted so that you can flash the firmware.

Pin Description
1 VCC3
2 Write protect enable
3 Ground
Pin Description
1-2 Flash write enable
2-3 Flash write disable
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JP12 - Recovery Mode:

Thisjumper is primarily used to recover afailed flash attempt. By shorting pins two
and three, you can place your IP9001 card into Recovery Mode. See Appendix C,
Remote Recovery Application (RRA) for more information on how to recover your
IP9001 card. By default, pins one, two and three are open.

Pin Description
1 NA
2 Ground
3 GP 1/0 PA10

JP13 and JP14 - PCI Bus SMB Data and Clock Jumper:

These two headers allow your 1P9001 card to read |2C bus information. If your hosts
system’s motherboard has support for 12C on the PCI dlots, place ajumper on these
two headers. By default they are open.

Note: 1. Most PCI dots have a“floating” 12C bus. A floating 12C bus means that
thereisno physical connection between the two 12C pins on the PCI slot
and the motherboard’ s 12C bus. Shorting JP13 and JP14 would be useless
in this case.

2. JP13 and JP14 can be used in place of the IP9001 Feature Cable to gather
12C bus information from the motherboard.

3. Only the OEM version can utilize the hardware health monitoring
capabilities of the IP9001 card. The hardware health monitoring function
requires an OEM specific cable and Sensor Definition Kit (SDK/SDR) file,
and a Soft Processor (SP) file.

o |
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2. Install the Optional Battery and Battery Clip

The IP9001 on-board battery backup is an optional component. When the optional
battery isinstalled, your 1P9001 card can stay powered on for 30 minutes without any
external power from the host system or AC adapter.

BBU (Battery Backup Unit) Installation

Toinstall the Battery Backup Unit, refer to the diagram below and do the following:

1. Plug the battery cable into the Battery connector (J2).
2. Place the battery pack in between the three mounting holes.

3. Align and snap the plastic battery clip into the three mounting holes over the
battery pack.
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Charging the Battery Pack

Warning: Risk of explosion if battery type used isincorrect. ONLY use
battery part number BAT-LIION-3.6-01.

The optional battery pack is shipped uncharged. The IP9001 card automatically starts
to charge the battery after you install it. Y ou must charge the battery pack before it
can be used to provide backup power to the IP9001 card. The minimum time that the
battery must be charged is six hours. To order extra batteries, contact your dealer.

Part No. Description Weight

BAT-LIION-3.6-01 Battery, Li-lon, 3.6 V, 855/900 mAh on-board 339
battery pack with mounting brackets

If you keep astock of extralP9001 batteries, store them at room temperature.

Note: 1. Li-lon hasno memory effect. Lithium-ion cells offer extended cycle life
when cycled at low depth of discharge.

2. Therecoverable capacity of cells stored for over one year at room
temperature and fully charged is 94%. The retained capacity of these same
cellsis 87%. This means the self-discharge rate for afully charged cell is
approximately 150 mAh per year or 427 uAh per day. The sdlf-discharge
rate for cellsisnon-linear. A partially charged cell has a self-discharge rate
of about 80 uAh per day.

1>
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Changing the Battery Pack

The optional 1P9001 battery pack must be replaced every 400 cycles. Cells retain 80%
of their original capacity after 400 cycles. A cycleis defined asafull charge (4.2V)
followed by afull discharge (2.8V). Keep in mind that cycling or storing the cells at
elevated temperatures can reduce the cell capacity and cyclelife. Cells discharged and
stored at low temperatures can extend the shelf life of the batteries.

To replace the battery pack:

1. Bring down the operating system properly. Turn the computer power off. Remove
the computer cover. Remove the IP9001 card.

2. Disconnect the battery pack cable from jumper J2. Remove the plastic battery clip
and then replace the Battery Backup Unit.

3. Install anew battery pack and connect the new battery pack to jumper J2. Align
and snap the plastic battery clip into the three mounting holes over the battery
pack.

4. Reinstall the 1P9001 card in the host system.

Battery Disposal

Warning: Do not dispose of the IP9001 optiond battery pack by fire. Do not
mutilate the battery pack. Do not damageit in any way. Toxic chemicals can
be released if it is damaged. Do not short-circuit the battery pack.

The materia in the battery pack contains heavy metalsthat can contaminate the
environment. Many jurisdictions have laws that prohibit the disposal of some
rechargeable batteries in public landfills. These batteries must be sent to a specific
location for proper disposal.

Y ou must comply with all applicable battery disposal and hazardous material
handling laws and regulations in the country or other jurisdiction where you are using
an optional battery pack on the IP9001 card.

I
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3. Install the Optional Modem Daughterboard

The 1P9001 modem daughterboard is an optional component. Locate JP10 on the
IP9001 card. It has a series of pinholesthat allow you to insert the modem
daughterboard. Match the modem daughterboard and the pin holes so that the pins
align properly. Insert the modem daughterboard by sliding it straight down into the
I1P9001 card. See Appendix F: Modem Daughterboard for more information.

Note: 1. Theoptiona modem isNOT designed for Console Redirection. Although you
can il perform Console Redirection, it is debilitating and extremely dow.

4. Plug the IP9001 Card into the Host System and

Attach Internal Cables

Plug the IP9001 into any available PCI slot on the host system and attach the internal
cables as described in the following sections.

J3 - Service Connector

Thisjumper is used exclusively to service the IP9001 card. J3 is not described in this
document.

J4 - JTAG ICE Connector

The JTAG (Joint Test Action Group ICE (In-Circuit Emulator) header is used to
debug and service the IP9001 card. J4 is not described in this document.

1« [
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J5 - IPMB (Intelligent Platform Management Bus)

If your motherboard has an IPMB connector, you can connect a cable from J5 on the
IP9001 card to the IPMB connector on your motherboard. The pin description is
shown in the table below:

Pin Description
1 Positive Signal
2 Ground
3 Negative Signal

IPMB (Intelligent Platform Management Bus)

The IPMI specification was developed by Intel, Dell, Hewlett-Packard, and NEC to
provide a standard interface to be used for monitoring server items such as
temperature, voltage, fans, power supplies, and chassis. IPMI is comprised of three
specifications Intelligent Platform Management Interface (IPMI), Intelligent Platform
Management Bus (IPMB) and Intelligent Chassis Management Bus (ICMB). The
IPMI specification defines the interface between management software and chassis
management hardware. The IPMB specification defines the interna Intelligent
Platform Management Bus. The ICMB specification defines an external bus for
connecting additional IPMI enabled systems.

The electrical interconnect for system management is based on the inter-1C (12C) bus.
Thisbusisatwo wire serial interface (clock, data) driven by open-collector drivers.
Devices arbitrate for the bus based on a collision detection mechanism. The 12C data
and 12C clock signals are referred to as an IPMB.

The IPMB connector can be used to read IPMI information from the motherboard' s
System Management Controller. The format and definition of the IPMI information
must be based on the IPMI v1.5 Specification.

The IPMI specification was architected around the server motherboard environment.
In atypical motherboard, the Management Controller connects to avariety of dumb
sensors located on the motherboard and within the chassis. The command set contains
commands tailored to this environment and are intended to handle sensors, data
repositories, event logs and watchdog timers.

I >
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J9 - IP9001 Feature Connector

This feature connector is primarily used for operating the host system’s motherboard
power and reset switch. It can aso be used to gather 12C bus information from the
motherboard.. The pin description is shown in the table below:

Pin Description Pin Description
1 Not Connected 11 Reset_Host #
2 12C Clock 12 Ground
3 Not Connected 13 Ground

4 Not Connected 14 Not Connected
5 Power_Off # 15 Not Connected
6 12C Data 16 Ground
7 Not Connected 17 Not Connected
8 Not Connected 18 Not Connected
9 Not Connected 19 Not Connected

10 Not Connected 20 Ground

Note: 1. JP13 and JP14 can be used in place of the IP9001 Feature Cable to gather
12C bus information from the motherboard.

2. JP4 and JP5 can be used in place of the IP9001 Feature Cable to power on,
power off, and power cycle the motherboard.

3. JP7 and JP8 can be used in place of the IP9001 Feature Cable to reset the
motherboard.

4. Only the OEM version can utilize the hardware health monitoring
capabilities of 1P9001 card. The hardware health monitoring function
requires an OEM specific cable and Sensor Definition Kit (SDK/SDR) file,
and Soft Processor (SP) file.

5. IPMI support isan OEM version feature.

6. This cable must be custom made for your specific configuration.

g
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JP2 - Serial Port Connector

Y ou can connect an externa 9 pin serial port connector to this header. This header is
primarily used to text redirect over the serial port.

JP3 - Service Connector

This jumper is used exclusively for servicing the IP9001 card. JP3 is not described in
this document.

JP4 and JP5 - Chassis/Motherboard Power Switch

JP4 and JP5 can be used in place of the IPO001 Feature Cable to power on, power off,
and power cycle the motherboard.

Connect atwo pin cable from the motherboard’ s Power (Soft On/Off) header to JP4
on your 1P9001 card. Connect the chassis power switch to JP5 on your 1P9001 card.

JP6 - IP9001 Reset Button

Y ou can short this jumper to reset your IP9001 card.

Pin Description
1 Ground
2 Reset #

JP7 and JP8 - Chassis/Motherboard Reset Switch

JP7 and JP8 can be used in place of the IP9001 Feature Cable to reset the
motherboard.

Connect atwo pin cable from the motherboard’ s reset header to JP7 on your 1P9001
card. Connect the chassis reset switch to JP8 on your 1P9001 card.

Note: JP7 and JP8 can be used instead of the IP9001 Feature Cable to reset the
motherboard.

N, :
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5. Connect External Cables

1. Connect the USB cable from the back of the IP9001 card to the motherboard’ s
USB port.

2. Connect your VGA monitor to your 1P9001 card.
3. Connect the RI5 LAN cable from your local network to your 1P9001 card.

4. Connect your phone cord from the back of the IP9001 card to the telephone wall
outlet. (Only if the optional modem daughterboard isinstalled.)

5. Connect your AC adapter.

6. Confirm the Motherboard’s BIOS Settings

1. Power on the motherboard and enter the BIOS.

2. Usethefollowing table to confirm that your motherboard’ s BIOS settings are
correct.

BIOS Section Setting

Boot Options> Removable Devices Virtual Floppy or USB Boot Device

Boot Options> ATAPI CDROM Virtual CDROM or USB Boot Device

Advanced> PCIPnP> Enable
Configuration> Legacy USB Support

3. Savethe BIOS settings and restart the compuiter.

Note: 1. Make sure that your motherboard BIOS supports Legacy USB devices,
USB Boot or Boot to USB.

2. On some motherboards and server boards, depressthe <CTRL>, <ALT>,
and <ESC> keys simultaneously to enter the BIOS. On others use the <F2>
keys. See your server’s documentation for more information on entering
the BIOS setup.

g
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7. Install the Operating System and IP9001 Drivers

1. Install the operating system (if applicable) on the host system.

2. (Windows 2000/2003/XP only) When prompted for the Virtual Floppy drivers,
install the IP9001 card’ s Virtual Floppy drivers located in the INF folder on the
IP9001 CD.

3. (Windows 2000/2003/X P only) When prompted for the virtual CD-ROM drivers,
install the Windows default CD-ROM drivers.

Note: Do not use virtfl.inf when prompted to install the virtua CD-ROM
drivers. The Virtual CD-ROM device does not reguire any specia drivers.
Y ou can select the default option Microsoft Windows provides.

Installing Virtual Floppy Drivers on Microsoft® Windows

Microsoft® Windows 2000/2003/X P operating systems need an .INF file to handle
Virtual Floppy device provided by the IP9001 card.

Note: The.INF installation procedure only needs to be done once on the host
system. Once the Virtual Floppy is properly loaded, you can perform floppy
redirection without going through any extra steps.
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Thefirst time you run windows after installing the card, the Found New Hardware
Wizard comes up:

Found New Hardware Wizard

1. Select Install from a specific location, then click Next.

Welcome to the Found New
Hardware Wizard

This wizard helps you install software for

WIRTUAL FLOPPY

(<) 1f your hardware came with an i ion CD
<GE2 or floppy disk, insert it now.

“w'hat do you want the wizard ta do”?

 Irstall the software automatically [Recommended]

& {install from a list or specilic Iocabion |8dvanced]

Click Mext to continue.

< Back I MHext > I Cancel

2. Select thevirtfl.inf file, located in the INF directory on the IP9001 CD. If
prompted with the Windows Logo dialog box, click Continue Anyway.

Note: Do NOT usethe default file that the Microsoft® Windows operating system

Hardware Installation

1 ! The zoftware vou are installing for this hardware:
Wirual Floppy

has not passed #indows Loga testing to werify its compatibility with
thig wversion of “Windows. |Tellme why thiz ksting iz mportant]

Continuing your installation of this software may impair
or destabilize the comect operation of your spstem
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the vendor for that has
passed Windows Logo testing.

LContirue Sruay | i
43

presents when it is searching for the Virtual Floppy driver. Ensure that the
Microsoft® Windows operating system is asking for the the virtud floppy driver on
the IP9001 CD before dlowing the ingtallation of the .INF file to continue.

2o |
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Asthe Hardware Update Wizard |oads the virtual floppy driver from the IP9001
CD, the installation progress status is displayed.

Hardware Updabe Wiz ard

Flease wait while the wizard installs the software. ..

E Wi luzl Floppy

i

LSBSTOR.5Y5
To Cxhiw B D O Stz pshem T2 cn e

L LEV T LT LT LT LIV I tTT Ll

< B | r%. | Canze!

3. Oncethefileisloaded, click Finish to complete the ingtallation. (Windows may
require areboot of the host system after the installation of the virtud floppy driver.)

4. Check in the Device Manager to be sure the driver was properly installed.

5, Device Manager

Fie Adion  Uiew Help
[+ 4 mFe @ al=na |

Ep- =]
o Computer
g Disk.chives
@ Disiay adanters
- DWDICD-ROM drives
12 Floppy disk contrellers
- Py dish drives
A Human Inksrface Devices
i IDE ATAATAP! cortrcllers
S Karboards
<77 Mice and cther poirking devices
- menrors
I Netuork adapters
o7 Ports {COM B LFT}
W Procsssors
. Sound, video &nd game controlirs
-1 System ceuies
=1 €5 Liniversal Serid Bus controlers

i Generic U
e Irkelip) BZBU1ATBAN IS Lniversal Host Controler - 2442
L& USE Compasita Cevice |

N
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8. Install the Windows Software Components

The Windows Software Components comprise a collection of host-side and remote
access programs. Their functions are briefly explained in the following table:

Program Description

ConfigApp Allows you to configure the IP9001 card either from the host
system or from a client system.

WinCuri A command prompt-based program to configure the IP9001
card. It allows you all the functionality of both the Internet
browser-based Remote Access Companion for the IP9001,
and the ConfigApp program.

HostHeartbeat HostHeartbeat is installed as a service in Windows. It tells
whether or not the operating system on the host system is
functioning. It can also detect whether the operating system
was shutdown normally or not.

Floppy Image Used to create bootable floppy image files that you can use

Creator to boot the IP9001 card from.

Remote Recovery
Application (RRA)

A recovery tool that can be executed from a remote client
system located on the same network as the IP9001 card.
You can use it to recover a failed flash attempt.

Note: 1. You must physically set the IP9001 card you want
to recover into Recovery Mode by shorting pins 2
and 3 of jumper JP12.

2. The IP9001 card must be write enabled before you
can flash an image to it. Shorting pins 1 and 2 on
jumper JP11 write enables the card.

3. Since the firmware upgrade process is a critical
operation, make sure that the chances of a power or
connectivity loss are minimal when performing this
operation.

RacTrendsSeek
Locator
(RM Seek)

In order to completely configure your IP9001 card, you must
access it from another system on the same network by
means of its IP address. If you have installed the IP9001 on
a network that uses DHCP, you can search the network for
the IP9001 card. To locate and find out its IP address, you
can use RacTrendsSeek Locator.

2> [
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To install the Windows Software Components, do the following:

1. Insert the IP9001 CD into the host system (the one with the IP9001 card); and
navigate to the CDROM\ServerAgents\Win32 folder; and double click Setup.exe.
The Installshield Wizard comes up.

2. When the confirmation window comes up, click Next, to move on:

i"; IP9001 Windows Software Components - InstallShield EI

Welcome to the InstallShield Wizard for
1Po001 Windows Software Components

The Instalshield{R) Wizard wil install IPA001 Windows
Saftwars Campanents on your computsr, T continus, cick
Text,

WARNING: This program is protected by copyright law and
international treaties.

< Back Cancel

3. If the Customer Information dialog box comes up, enter your name and the name
of your organization in the appropriate fields.

4. When the Setup Type window opens, select Complete, then click Next:

il IP9001 Windows Software Components - InstallShield x|

Choose the setup typs that best suits your nesds.

Please select 3 sebup kype,

all program Features will be installed, (Requires the most disk
space.)

" Custom

Choose which program features you want installed and where they
will be installed. Recommended For advanced users,

Install5hield

< Back I et = I Cancel

I
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5. When the Install Program window opens, click I nstall:

{2 IP9001 Windows Software Components - InstallShield x|

Ready to Install the Program ‘

The wizard is ready to begin installation. <
& wizard is ready to begin instalstion

Click Install ko begin the installation.

IF you want to review or change any of your installation settings, click Back, Click Cancelta
exit the wizard.

Install5hield

< Back. I Tristall =I Cancel

6. When theinstallation is complete, click Finish to complete the procedure:

{2 IP9001 Windows Software Components - InstallShield x|

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed 1P9001
windows Software Companents. Click Finish ko exit the wizard,

< Back. I O Finish I Canicel

7. Repeat steps 1 - 6 for any local network computers you wish to use to access the
host system.

-+ I
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9. Setup Your Client Internet Browser

Before you can redirect the host system’ s console or view the Crash screen, you must
first set up your Internet browser on the client system. To do so, follow the steps,
below:

1. Openyour Internet Explorer browser. From the menu, select Tools, then select
Internet Options:

PCIPCard-IP9001 Web Interface - Microsoft Internet Exj

File  Edit Wiews Favorites | Tools Help
GBack = B xj IE Mail and Mews

Synchronize. ..
Address [£] htep:/j10.0.1.172/h  Windows Update

Show Related Links

Manage Configure Yie

2. When the Intenet Options window opens, click Settings:

Internet Options E 21

Geners! | Secuity | Privacy | Content | Connestions | Programs | Advanssd |

[ Home pag
‘You can change which page to use for your home page.

Address jabout: blank

Use Curent | UseDefault | UseBlank. |

= Temporary Intamet fil

~y Pages you view on the Intemet are stored in a special folder
V' for quick viewing later

Delete Cookies... | Delete Files Settings. ,\!
x

[~ Histar
The History folder containg links to pages pou've visited, for
quick access ho recently viewed pages,

Days to keep pages inkistoy: |20 =] Clear History

Colors.. | Fonts. | tangusges.. | accessiviiy.. |

=
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3. Inthe Settings window, select Every visit to the page or Automatically; then click
OK to apply the change and to go back to the Internet Options dialog box:

General | Security | Privacy | Cantent | Connections | Programe | Advanced |
-

et

Current location:

Check for newer versions of stored pages:
= Every visit to the page

" Ewery time you hrt Internet Explorer
© Automatically

" Never

Temporary Intermet fles Folder

C\Documents and Settings|RIF|Local
Settings|Temporary Internet Filesy

Amount of disk space ta use:

Move Folder. |

511 = MB

viewFiles... | view objects... |

=z

2=l

ok | cancel |

|

Note: Other settings can cause old datato be displayed when performing
operations on the IP9001.

4. To setup Internet Explorer to allow downloading and running of signed ActivexX
controls, in the Internet Options dialog box, select the Security tab; then click

Custom Levd:

Internet Options E

General  Securty | Privacy | Cantent| Connections | Pragiams | Advanced |

Select aWeh content zone o specify its security settings.

x|

® 9 0 @9

Inteinet

.‘ This zone contains all ‘Web sites that
5 are on pour organization's intranet,

Secully lvel forthiszons ——————————————————————|

[EFEETEE Twstedsites  Resticted
sites

Sites,

Local intranet

Custom
Custom settings.
- To change the settings. click Custom Level.
- To use the recommended settings, click Default Level,

Custom Level ’L Default Level |

Apply.

o ]

Cancel |

Note: The default security setting for Microsoft Windows 2003 serversis High.
This disables many components necessary for the IP9001 GUI. Therefore,
you should set the security settings for a remote client running Windows
2003 server to Medium, or Low.

2o |
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5. Inthe Security Settings dialog box, in the Download signed ActiveX controls
section select Enable:

jinternet 21l
Security Settings E 2l et
Settings:
(9] Activex controls and plug-ins =] —
[¥] Dewnload signed Actives contrals
QO Disable
@
O Prompt
] Downlaad unsianed Activet: contrals
@ Disable _I
O Ensble
O Prompt
W] ritislize: and script ActiveX controls not marked as safe

@ Disable
QO Enablz

a1 el el Al i

O Prompt
R e ack oy =
T | >
Reset custom ing:
=N

L DL A

6. Scroll down to the Run ActiveX controls and plug-ins section. Select Enable; then
click OK:
T

Settings:

@® Disable Al —
Q Enablz

Q Prompt
[§] Run Activex controls and plug-ins

©Q Adrinistrator approved
Disable

Q

@

Q Prompt _I
[§] seript ActiveX contrals marked safe For scripting

Q) Disable
@ Enablz

[#3 Downloads
[ =
»
Reset custom setting:
’;esetm Medium-lov = Reset

T | |

N -
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7. When the Warning! dialog box comes up, click Y esto accept the changes and go
back to the Internet Options dialog.

8. Click Apply, then click OK to complete the changes:

20

Geners! | Secuity | Fiivacy | Gontert | Connections | Programs | Advanced |

Home page
% You can change which page fa use for your home page.
Addiess: | aboutiblank

UseCunent | UseDefaut | [ UseBlenk_|

i~ Temporary Intemet fe
< Pages you view on the Intemet are stored in a special folder
{ for quick viewing later

Delete Cookies.. Delete Files... Settings...

1~ Histar

The History folder contains links to pages yauve visited. for
quick aceess (o recently viewed pages

Days to keep pages in history: 20 = Clear History

Coos.. | Fonts. | Languages.. | Accessiiiy.. |

ok | cencel | apay ,\J
b

Note: 1. You must restart Internet Explorer before the changes take effect.

2. Remote Console cannot run with any other security settingsin Internet
Explorer.

2c [
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10. Connecting From a Client System

In order to connect to the IP9001 card, you must access the IP9001 from another
system on the same network (referred to in this manual as the client system). To do
this, you must know the IP9001 card’s IP address. If you have installed the card on a
network that uses DHCP, you can search the network for the IP9001 card. To locate
and find out its I P address, you must run RacTrendsSeek Locator.

Note: 1. To get or set the IP address on the IP9001 card in a Windows
2003/2000/X P environment, you can also run the ConfigApp program on
the host system. See Appendix B, ConfigApp for more information on how
to use this program.

2. Make surethat you have already installed the IP9001 Windows Software
Components on the system that you want to use to locate the IP9001 card.

To connect to the IP9001 from aremote client system, do the following:

1. Runthe RacTrendsSeek Locator program entry on your remote client system:

Command Prom

m

@ Mozilla Firefox @
I 1P9001 Miscellaneous Tooks
|

‘ 1P9001 Remote Agents [ Y configapp
4] Faint

»
»
3
»

IP2001 Server Agents 3 EI RacTrendsLocatar

@
@ 4 Recovery Application
aQ

3
Log Off @ Shut Down

&ll Programs

| ) start |

I -
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2. When the opening screen comes up, click Next:

IP30015 ek searches for all IPA00T Cards within the P Address rangels)

specified by the user, It staps alive in the system on trap User can schedule
1P30015eek to discover Cards

Click on Nes to proceed

< Back | Tewt > | Cancel

3. When the Add IP Address Range dialog box comes up, key in a name for your

network in the Network Name field, and the range of | P addresses that the card's
IP address will fall under, then click Add:

[%|add IP Address Range

Name [Statip [ ErdiP [

Network Hame:  |RJF111
Add >
Stait IF Address: | 192 . 168 . 0 1

<< Remove
End IP Address: 192 . 168 0 . 100 —I

Type the network name, Start P addiess, End IP Address
and press Add buiton.

Ta remave any enty from list b, first highlight by selecting
it then press remove.

Nole: ou need to check the IP Address range(s] which you
want to be scanned in both cases., whether you are using
scheduled discavery or nat

Click on Mest button to procesd

<Back [ Hews> | Concel

3o [
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4. Inthedialog that comes up, the name and | P range of the IP9001 card appearsin
thelist at the right. Place a check in the box next to the range of |P addresses, then

click Next:

[%]add IP Address Range

Netwark Name: ,—
Add >3
Start IP Address;
<< Remove
End P Address:

Tupe the network name, Star IP addiess, End IP Address
and press Add bultan

To remowe any entry from list bow, fist highlioht by selecting
it then press remove.

Note: You need to check the IP Address range(s] which you
want to be scanned in both cases, whether you are using
scheduled discovery or not

x|

Name:

[ StattIP

[EndIFP [

=G

Click on Mext buttan to procesd

192.168.01 192.168.0.100

< Back I Mext > I

Cancel

5. The Sdlected IP Range dialog comes up with the name and | P range of the |P9001
card displayed. Click Next to continue:

[%|Selected 1P Range

~Selected IP Rang

Mame [ Start 1P [EndIP

RJFI11 192168.0.1 192168.0100

The above |P &ddress Range(s) will be scanned for IPA001 Cards.
Click on Next buttan to start the discoven process.

< Back

[Thes |

Cancel

Y ::
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6. If thelPrangeis correct, RacTrendsSeek Locator will locate the IP9001 card, and
list it with all the IP9001 cardsit has discovered:

[¥ |Discovery progress x|
Discovery s finished
=1 &4 Discovered IP300T

=88 RIF111(1821680.1 - 192.1620.100)
{3, 1921680 10 (IPDDA0DI0I7OFE )

Stop Diseavey,

<Bock [TFwR | Cocel

Note: If more than one IP9001 card is found, you can distinguish them by the
IP9001 card’ s name. The IP9001 card’ s name consists of the characters P

followed by the MAC address of the card’sNIC.

7. Inthisexample, the IPO001 card’s IP addressis 192.168.0.10. Double click the IP
address to start managing the IP9001 card and write down its IP address. After
RacTrendsSeek Locator discoversall the IP9001 cards, Click Finish.

= [
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8. Thelogin screen comes up:

|
@ This secure Web Site [at 192 1680.10) r equires you talag on

Pleaze Wwpe the User Mame and Password that you use for Godhead.

User Mame Il LI

Pazzword I

I Save this password in your password list

u].8 I Cancel

The default User Name isroot; the default password is superuser (bothin lower case).

Note: When you log in using this user name and password, you have full
administrative privelegess. For security purposes, we strongly advise you
to change the root password. See Administrator Setup under the IP9001
Configurations section of this chapter.
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11. Load the SDR and Soft Processor (SP) File

Thisis an optional procedure and requires a custom file specific to your motherboard.
To load the SDR and Soft Processor (SP) file, do the following:

1. Select Configure from the menu bar at the top of the IP9001 GUI, then select
PMCP Health Configuration from the menu:

Manage Configure View

Users

4 MNetwork

Firewall

Alert Notification

Date & Time

Serial Port

551 Certificate

PMCP Health Configuration

IPMI Configuration k

Server OS Monitoring & Recovery

It (e) 2004
® PPP Configuration

2. TheHost Health Monitoring Files dialog box opens. Click Browse:

Server Health Configuration ﬂ

UPLOAD PLATFORM MANAGEMENT CONFIGURATION PROGRAM FILES

To upload new Platform Management Configuration Program (PMCP) files, begin by
selecting a Sensor Data Record (SDR) file to upload.

Select file to upload: | E!ruwsa4

Upload |
To delete the existing PMCP files, click the remove button below.

Rermove |
Cancel |

o« I
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3. Starting from the |P9001 CD, browse to the folder that contains your SDR file.

Note: You can create your own SDR and Soft Processor (SP) Files using the
Platform Management Configuration Program (PMCP).

4. Select the SDR file (it will end in -sdr.bin), then click Open:
5. Inthedialog box that comes up, click Upload:

6. Thenext dialog box confirmsthat the the SDR file was successfully uploaded, and
prompts you to upload a Soft Processor Instruction Set file. Click Browseto continue.

7. Inthediaog that comes up, select the SPfile (it will end in -sp.bin), then click
Open:

8. Inthediaog box that comes up, click Upload:

9. Thenext dialog box confirmsthat the the SP file was successfully uploaded, and Host
Hedlth monitoring is active:

Click Closeto end the installation procedure.
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Notes:
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Chapter 3.
Locating the IP9001 Card

Overview

IP9001 cards can be accessed from anywhere on your Intranet via an Internet
browser, allowing you to maintain your critical servers from aphysically remote
location. This chapter explains how to locate the IP9001 card on your local network.

Locating the IP9001 Card

In order to connect to the IP9001 card, you must access it from another system
(referred to as the client system) on the same network. To do this, you must know the
IP9001 card’s I P address. If you have installed the IP9001 on a network that uses
DHCP, you can ascertain its | P address with the RacTrendsSeek Locator program.

Note: 1. InaWindows 2000/XP environment, you can also get or set the IP9001's P
address by running the ConfigApp program on the host system. See Appendix
B, ConfigApp, for more information on how to use the program.

2. Make surethat you have already installed the IP9001 Windows Software
Components on the system that you want to use to locate the |P9001 card.

To connect to the IP9001 from aremote client system, do the following:

1. Runthe RacTrendsSeek Locator program:

Conmand Prom
@ Mhozlla Firefox
‘y Paint

B Progams

2838

7] 193001 Mislnecus Tooks

| start | |

I, 7
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2. When the opening screen comes up, click Next:

P3O0 Seek searches for all IPI001 Cards within the IP Addiess rangefs)
specified by the user. It stays alive in the system icon tray User can scheduls
IPS00 Seek to discover Cards

Click on Net to proceed,

<Back

Cancel

3. When the Add IP Address Range dialog box comes up, key in aunique name for
your network in the Network Name field, then key in the range of |P addresses that

the card's | P address will fall under, in the Sart |P Address and End | P address
fields, then click Add:

[%]add IP Address Range

Mame [ StattIP [EndIFP [

Netwark Nare:  [FIFTTT
Add 3>
StartIP Address: | 192 188 0 1 —I

<< Remove
Erd|P Address: | 132 - 168 . 0 . 100

Tupe the network name, Star IP addiess, End IP Address
and press Add bultan

To remowe any entry from list bow, fist highlioht by selecting
it then press remove.

Note: You need to check the IP Address range(s] which you
want to be scanned in both cases, whether you are using
scheduled discovery or not

Click on Mext buttan to procesd

< Back I Dext> I Cancel

Note: If you only wish to scan for one card with a specific address, the Start and
End addresses should be the same.

s [
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4. Inthedialog that comes up, the name and | P range of the IP9001 card appearsin
thelist at the right. Place a check in the box next to the range of |P addresses, then

click Next:

[%]add 1P Address Range

Metwark, Name:
Add »>
Start P Address: -
<< Remove
End IP Address:

Type the network name. Statt IP address, End IP Addiess
and press Add button

Ta emave any entry ham list bos, frst highlicht by selecting
it then press remave.

Note: YYou need to check the |P Address rangefs) which you
wark o be scanned in both cases, whether you are using
scheduled discovery or not.

x|

Name: [

Start IP [EndIP [

M RIFI11

Click an Net butten to procesd

18216801 1521680100

<Bsck [ mets |

Cancel

5. The Sdlected IP Range dialog comes up with the name and | P range of the |P9001
card displayed. Click Next to continue:

[¥|Selected IP Range

—Selected IP Rang

Name [ Start 1P [EndIF

RJF111 18216801 1321680100

The above [P Address Riangss] wil be seanned for IP3001 Cards.
Click on Mext button to start the dissovery procsss

< Back

I Next > I

Canicel
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6. If thelPrangeis correct, RacTrendsSeek Locator will locate the IP9001 card, and
list it with all the IP9001 cardsiit has discovered:

[¥ |Discovery progress x|

Discovery is finished

2

[ &4 Discovered IP300

=] % RJFITT(192 16601 - 192 1680.100)
33 1921680.10 {IPO040DS3FOFE)

Stop Discavay,

Cance]

< Back

Note: If more than one IP9001 card is found, you can distinguish them by the
IP9001 card’s name. The card’s name consists of the characters IP
followed by the MAC address of the card’s NIC.

7. Inthisexample, the IP9001 card’s IP addressis 192.168.0.10. Double click the IP
address to start managing the IP9001 card and write down its IP address. After
RacTrendsSeek Locator discoversall the IP9001 cards, Click Finish.

Usage

Once the program has been installed and setup, you can accessit any time by double

clicking itsicon on the task bar: /

& )~ | 9:31PM
L]

The screen that was active when the program was last viewed will appear.

o I
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Chapter 4.
Browser Operation

Overview

The IP9001’ s user-friendly Graphics User Interface (GUI) is accessed with a standard
Internet browser. Specify the IP9001’s I P address in your browser’s Locator bar, and
you can be up and running in amatter of minutes. This chapter describes the browser
screen layout, and explains how to use each of the IP9001’ s features and functions.

Note: 1. If you don't know the IP9001’s | P address, get it from your administrator.

2. Some elements of the GUI may have changed since this manual was
written. If the GUI on your monitor does not match the onesin this
document, go to our website to download the most current version.

Logging In

Before you are granted access to the |P9001 web page, alogin page comes up asking
you to provide a User Name and Password:

- IEZZC T

| 1 . Enter username and password for "Coshead” at hitp:/f 10.0,1.172
Liser Mare:

Passwrd:
|

[ Use Password Manager to remeriber this password,

0K I Cancel

Provide avalid Username and Password, then Click OK to continue.

Note: 1. If you are the administrator logging in for first time, use the default User
Name: root; and the default Password: superuser. Use lower case for both.

2. Thislogin gives you full administrative powers. For security purposes, we
strongly recommend you change the root password to something unique.

I
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After you have successfully logged in, the IP9001 Main Screen appears:

Manage Configure View

Session Information:

You are currently logged in as : root
% Ipgo01 I P Current permission level : Administrator
P C Card

o., Ltd

WELCOME TO PCIPCard - IPS001:

The IP9001 pclPcard represents a major improvement over traditional remote access controllers. It's advanced design
allows device redirection (for the CDROM and Floppy drive) in addition to the usual screen and keyboard redirection
provided by erdinary remote access controllers.

Built: for reliability, the IP9001 provides steady dependable access to your computer installations. Administrators can
easily and conveniently maintain their servers at any time, from anywhere, no matter how remote the location.

¢ TheMenu Bar at the top of the screen consists of three items:Manage, Configure,
and View. Clicking a menu item causes adrop down list of submenu choices. The
meanings and use of these coices are explained in the chapters that follow.

+ Below the menu bar, are four Quick Launch icons. Theseicons are a short cut
method to access their equiva ent functions found in the menu bar submenus.

¢ The Session Information entry at the right of the screen shows the User Name and
permission level of the currently logged in user.

- I
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Overview

Chapter 5.
The Manage Menu

When you click Manage on the menu bar, its submenu drops down:

Manﬁq}e Configure Yiew

Remote Consaole

Remote Power Control
Upgrade Firmware
Reset Card

]

A brief description of the itemsis given in the table below:

Item

Description

Remote Console

Starts a remote console session with the host system.

Remote Power Control Powers On, Powers Off, Power Cycles or Resets the
host system.

Upgrade Firmware Upgrades the IP9001’s firmware.

Reset Card Resets the IP9001 card.

Each entry is explained in detail in the sections that follow
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Remote Console

The Remote Console submenu offers three choices for remote console display as
shown in the figure and table below:

|Manage Configure Yiew

Remote Console % ¥l High color quality (16-bit) for fast/LAN connection
Remote Power Contral Fast Metworlk/LAN connection

Upgrade Firmware Slow Network/WAN/DSL connection
Reset Card r r

Iltem Description

High Color Quality (16-bit) | Allows the IP9001 to send 16 bits per pixel color.
for fast/LAN Connection Recommended for faster connection speeds or over a
LAN connection.

Fast Network/LAN Allows the IP9001 to send 8 bits per pixel color.
connection Recommended for lower connection speeds or over a
WAN connection.

(Low Color Quality)
When using this connection, you can opt not to use
software compression. Compression can increase the
frame rates. It is best used for slower connections.

Slow Network/WAN/DSL Allows the IP9001 to send 8 bits per pixel color.
Connection Recommended for lower connection speeds or over a
WAN connection.

(Low Color Quality)
When using this connection, you can also use software
compression. Compression can increase the frame rates.
It is best used for slower connections, such as DSL.

Note: The Low Color Quality (8-bit) for slow/WAN/DSL Connection modeis
recommended for low speed connections such as those over aWide Area
Network or home DSL. If you are connecting over aLAN at high speeds you
can use High Color Quality (16-bit) for fast/L AN Connection mode. In order
to change modes you must stop redirection, close the browser, and reconnect
in the appropriate mode.

« I
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Console Redirection

The most powerful feature of the IPO001 is the ability to redirect the host system’s
console - giving you the ability to manage your host system asif you were actually
right in front of it.

Internet Explorer Setup

Before you can perform redirection, you must first set up Internet Explorer. Thisis
the same procedure that was described in Chapter 2, pages 25 to 28. If you haven’t
aready set | E up according to the steps described, refer back to that section to set up
your browser now.

Note: The Remote Console program cannot run, and console redirection cannot take
place, unless Internet Exploreis set up according to the steps indicated.

Starting Redirection

To begin Console Redirection, do the following:

1. From the Manage menu, select Remote Console, then the quality mode you wish
to use:

|Manage Configure ¥Yiew

Remote Console "I High colar quality {16-bit) for fast/LAN connection
Remote Powsr Control Fast Netwaork/LAMN connection %

Uperrat = (i i Slow Metwark/WaAN/DSL connection
Reset Card Uzer g
SIS oAy flanagement Contral

The Loading Remote Console screen appears:

2} Remote Console Redirection - Micr ] 4|

Loading Remote Console..... Please Wait

I
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2. When the authentication dialog box comes up, key in your Username and
Password; select a data transmission speed; then click L ogin:

Authentication x|

Uszername: I

Pasgword: I

Bardwidth: |1 Mbps =l

Login I Cancel |

The Console Redirection screen opens:

Now that you have redirected the host system’s console, you have the ability to
manage the host system from your console just asif you were physically at it.

3. Drop down the Keyboard menu, and click the Alt+Ctrl+Dd entry to begin.

The next sections explain how to use the console redirection screen.

+-
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The Console Redirection Screen

Severa drop down menus to manage the host system are arranged across the screen.
The next sections describe the functions of each of the menu items.

The Console Redirection menu:

Ml Console Redirection Window - 10.0.1.172

Console Redibeckion  Keyboard  View Macros  Help

Start Console Redirection
Stop Console Redirection
Restark

Full Screen
Sync Cursor

COROM Redirection
Floppy Redirection

Item Function

Start Console Redirection | Begins console redirection

Stop Console Redirection | Ends console redirection

Restart When console redirection is active, it stops redirection,
then restarts it.

Full Screen Toggles viewing console redirection in Full Screen
mode On or Off.

Note: Set the client system screen resolution to 1024 x
768 in order to view the host system in true full screen

mode.
Sync Cursor Syncs or unsyncs the host and client mouse pointers.
CDROM Redirection Toggles the redirection of the CDROM drive On or Off.
Floppy Redirection Toggles the redirection of the floppy drive On or Off.

Note: This feature is not available on all versions of the
IP9001.

Note: These functions can also be performed with hotkey combinations. See p. 71
for details.

N, <
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The Keyboard Menu:

Under console redirection some keystrokes cannot be captured and sent to the host
system - the items on this menu provide the keystroke functionality to the host system.

N Console Redirection Window - 10.0.1.172
Conscole Redirection | Keyboard Wisw Macros  Help

Hold Right Ctrl Key
Hold Right alt Key
Hold Left Tkl Key

Hold Left alk Key

nd Haold Cowin
Right Windows Key 3 Fress and Release
Alk+CerH+-Del

futo Key-Break Mode
Encryption

Item

Function

Hold Right Ctrl Key

Acts as the Right Ctrl key*

Hold Right Alt Key

Acts as the Right Alt key*

Hold Left Ctrl Key

Acts as the Left Ctrl key*

Hold Left Alt Key

Acts as the Left Alt key*

Left Windows Key

Acts as the Left Windows key

Right Windows Key

Acts as the Right Windows key

Alt+Ctrl+Del

Acts as the Ctrl-Alt-Del combination*

Auto Key-Break Mode

This menu item must be enabled when USB keyboard
emulation is used. The IP9001 does not use USB
keyboard emulation. Instead, the IP9001 uses legacy
PS/2 emulation. This feature is used to avoid repeated
keystrokes over slow connections.

Encryption

Click this item to enable/disable encryption of the
keyboard data being transferred from the remote client.

* Thisfunction can aso be performed with a hotkey combinations. See p. 71 for

details.

+« I
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The View Menu:

This View menu contains one item: Toolbar. Clicking Toolbar brings up the Console
Redirection toobar. The Console Redirection toolbar is discussed in detail on p. 50.

B Console Redirection Window - 10.0.1.172
Console Redirection  Keyboard | Wiew Macros  Help
Toolbar

The Macros Menu:

Il Console Redirection Window - 10.0.1.172
Console Redirection  kevboard  View | Macros Help
Record Mew Macra,. ..

Record New Macro allows you to record a set of keystrokes. A good example of how
this would be useful iswhen the 1P9001 is used in conjunction with aKVM switch.
Normally, you must use a key sequence to switch systems. With a pre-recorded macro
created for that purpose, you could switch systems by runnning the macro instead of
having to input the sequence manually.

The Help Menu:

This menu contains the About RConsoleOCX Control item. Click it to view the
RConsoleOCX Control version number and copyright information.

I
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The Console Redirection Toolbar

Clicking Toolbar on the View menu brings up the Console Redirection toolbar:

tion Toolbar |

IR -

The toolbar alows you to perform console redirection functions more conveniently
when you arein full screen mode and the menus are not visible. It is especially useful
if you are not familiar with the hotkey combinations.

Clicking the arrow at the right of the toolbar displays Console Redirection Status

information:

Redirection Toolbar

WE == A =>

Compression: OFFf

Resolution: Low  Frame Rate: 0 Active Chents: 1

/

The meanings of the fields are given in the table below:

Field

Function

Compression

Indicates whether or not you are using compression.

Resolution

Indicates the resolution quality.

Frame Rate

Indicates the current fram rate.

Active Clients

Shows how many users are currently logged into the IP9001.

so |
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Toolbar Icons

The function that each of the toolbar icons performsis described in the table bel ow:

Icon

Description

-

Toggles Console Redirection On and Off.

Toggles mouse synchronization On and Off.

= i

Toggles full screen mode On and Off.

Note: Set your client’s resolution to 1024 x 768 to see the host system
in true full screen mode.

Cirl

Toggles the Ctrl key On and Off. The icon on the left of the CAD
button represents the Left Ctrl key; the icon on the right of the CAD
button represents the Right Ctrl key.

Toggles the Alt key On and Off. The icon on the left of the CAD button
represents the Left Alt key; the icon on the right of the CAD button
represents the Right Alt key.

= |

n
-

Performs a Ctrl+Alt+Del (CAD) operation.

CN

Toggles CDROM device redirection On and Off.

M

Toggles floppy device redirection On and Off

Note: Floppy device redirection is not available on all versions of the
IP9001 card.

3

% ik

Toggles the Power Control dialog box On and Off. Remote power
control is discussed in detail on p. 63.
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CD Drive Redirection

Starting CD drive redirection:

To perform CD drive redirection, do the following:

1. Useoneof thefollowing three methods to invoke the redirection:
* Click the CD Drive Redirection icon on the Redirection Toolbar (see p. 51)
* Select CDROM Redirection on the Console Redirection menu (see p. 47)
+ Usethe Alt+E hotkey combination (see p. 71)

Note: You must belogged in as an administrator on the windows client to
perform CD-ROM drive redirection.

2. Inthedialog box that comes up, select whether you want to redirect the CD-ROM
drive or aCD imagefile, then click OK.

Select COROM Device

Select Devic

) Redirect IMAGE from Card's Fak Area
= Redirect COROM Drive
" Redirect CDOROM Image

I Browze, |
Ok I Cancel |

3. Inthedialog box that comes up, select the CDROM drive you want to redirect,
then click OK. CDROM drive redirection begins immediately.

CD-ROM Redirection x|

Select Drive:

CD-ROM Drive [D:
CD-ROM Drive [F:]

oK I Cancel |

=2 [
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Stopping CD drive redirection:

To stop CD drive redirection, use one of the following three methods:

* Click the CD Drive Redirection icon on the Redirection Toolbar (see p. 51)
* Select CDROM Redirection on the Console Redirection menu (see p. 47)

+ Usethe Alt+E hotkey combination (see p. 71)

A dialog box comes up to inform you of the progress:

Console Redirection

Stopping COROM Fedirection Pleaze wait...

When the dialog box closes, redirection has ended.

K
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Floppy Drive Redirection

Starting floppy drive redirection:

To perform floppy drive redirection, do the following:

1. Useoneof thefollowing three methods to invoke the redirection:
* Click the Floppy Drive Redirection icon on the Redirection Toolbar (see p. 51)
* Select Floppy Redirection on the Console Redirection menu (see p. 47)
+ Usethe Alt+P hotkey combination (seep. 71)

Note: You must belogged in as an administrator on the windows client to
perform floppy drive redirection.

2. Inthedialog box that comes up, select whether you want to redirect the floppy
drive or afloppy imagefile, then click OK.

Select Floppy Device 1'

Select Devic
! Redirect IMAGE from Cardis Rt Area
{* Redirect Floppy Drive

= Redirect Floppy Image

I Erovize,. |
QK I Cancel |

3. Inthedialog box that comes up, select the floppy drive you want to redirect, then
click OK. Floppy drive redirection beginsimmediately.

Floppy Redirection ﬂ

Select Drive:

QK. I Cancel I

o« I
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Stopping floppy drive redirection:

To stop floppy drive redirection, use one of the following three methods:

* Click theFloppy Drive Redirection icon on the Redirection Toolbar (see p. 51)
* Select Floppy Redirection on the Console Redirection menu (see p. 47)

+ Usethe Alt+P hotkey combination (seep. 71)

A dialog box comes up to inform you of the progress:

Console Redirection

When the dialog box closes, redirection has ended.

I =
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Floppy Image Creation

Using afloppy image file during device redirection is faster and more efficient than
redirecting from an actua floppy disk. It is also more convenient to have a series of
floppy images stored on a CD or on alocal or networked hard disk drive than to keep

and maintain actua floppy disks.

To create afloppy image file, do the following:

1. Install the IP9001 utility programs (located on the Software CD that came with

your 1P9001 package) on your system.

2. Run the Floppy Image Creator program:

Command Prom
ﬂ RacTrendsLoca

[ TPonnt Miscellsnens

@ IP2001 Server Agents

il
@

All Programs

[) 1PI00L Remote Agents

ﬂ Floppy Image Creator

Log Off @ Shut Down

|/ start ) PCIPCard-1Pa001 Web L., |

3. Inthedialog box that comes up, select Create an Image file from a Floppy Media,

then click Next.

&Floppy Image Creator - |EI|1|
Select the following
% Create almage fils from a Floppy Media
¢~ Transfer the Image from a file to a Floppy Media
Cancel |

sc [
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4. Inthedialog box that comes up:
a. Select the floppy drive that you want to create the floppy image from
b. Select alocation where you want the image to be stored and giveit afile name

c. Put the floppy with the data you want to copy to theimagefile in the floppy
drive

d. Click Start

Create Image file from Floppy Media - |EI|£|

Chooze the Floppy Drive
IA: - l

Select an Image File

Ioc:uments and SettingstFJFiky DocumentstServer] Image] da Browse |

Back | E it |

A progress dialog box comes up to indicate the status of the procedure:

Image file creation o ] 34

Creating Image file from Floppy Media. Flease wait.... 25 %

I

Cancel
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5. Oncetheimagefileis successfully created a confirmation dialog box comes up.
Click OK to moveon.

=10l ]

Create floppy ir x|

Successfully completed

Creating Image file from 100 %

I

Cancel |

6. When the Create Image file from a Floppy Media dialog box comes back up, click
Exit to close the program.

Create Image file from Floppy Media - | EI|1|

Chooze the Floppy Drive
IA: - I

Select an Image File

Iocuments and SettingssF Fubly DocumentshS erverl Imagel da Browse |

Back | Exit |

This completes the floppy image file creation procedure. Y ou can now use thisimage
file during device redirection.

s: [
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Transfer A Floppy Image To Floppy Disk

To transfer afloppy image to floppy disk, do the following:

1. Runthe Floppy Image Creator program:

Cammand Pram f@ 1Ponnt Miscellanens
' |7 IP3001 Remate Agents

ﬂ RacTrendsloca
| IT) 1P9001 Server Agents 3

all Programs @

Log Off E)] Shut Down

|/ start &) PCPCard-IP9001 Web 1., |

2. Inthedialog box that comes up, select Transfer the Image fromafile to a Floppy
Media, then click Next.

&Floppy Image Creator - |EI|1|

Select the fallowing

¢ Create a Image fils from a Floppy Media

% Transfer the Image from a file to a Floppy Media

Cancel
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3. Inthedialog box that comes up, click Browse.

Load Image file to Floppy Media - | EI|1|

Chooze the Floppy Drive
IA: - I

Select an Image File

I Browse |

Back | Exit |

4. Navigate to the image file you want to transfer to the floppy disk, then click Open.

Look in: ID My Documents j - Ei( -

)My eBooks

ﬁMy IMusic

:',My Pictures
*1Image. dat

File name: IS erverlimage. dat Open I
Files of type: I ;I Cancel | I

v

o |

2005-06-09




5. Inthedialog box that appears, click Start.

Load Image file to Floppy Media o ] oA

Choosze the Floppy Drive
I.f-‘«: vl

Select an Image File

IC:\D ocumentz and Settingz'aifl 1y DocumentshServerlima Browse I

Start |
Back | Exit |

A progress dialog box comes up to indicate the status of the procedure:

Loading Image file to Floppy Media. Please wait. .. 2HE

I

Cancel |

6. Oncetheimagefileis successfully created a dialog box comes up to indicate so.
Click OK to move on.

Lood ey mage

Successfully completed

Y

2005-06-09




7. When the Load Image file to a Floppy Media dialog box comes back up, click
Exit to close the program.

Load Image file to Floppy Media - |EI|1|

Chooze the Floppy Drive
IA: vI

Select an Image File

IC:\Documents and Settingzhifl 15y DocumentshServerl lma Browsze I

Stark |
Back | Exit |

This completes the floppy image file transfer to floppy media procedure.

Stopping Console Redirection

To stop console redirection, use one of the following three methods:

+ Click the Stop Redirection icon on the Redirection Toolbar (see p. 51)
+ Select Stop Console Redirection on the Console Redirection menu (see p. 47)

¢ Usethe Alt+T hotkey combination (see p. 71)

A dialog box comes up to inform you of the progress:

Console Redirection

Stopping Redirection Pleaze YWait.......

When the dialog box closes, redirection has ended.

«2 [
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Remote Power Control

The second item on the Manage menu is Remote Power Control:

|Manage Configure ¥Yiew

Remote Console 4

Remote Power Control
Upgrade Firmware
Reset Card

The Power Control dialog box alows you to remotely reset, power off, power on, and
power cycle the host system:

/3 = Power Control :: -- Web Page Dialog =l

The buttons on this panel provide hardware power contraol of the server.
To make remote power control functional, you must either connect the
appropriate power control cable provided with the product to the server
or configure the card to use the server's BMC (Baseboard Management
Contraller). For BMC based power control, card must be connected to the
server's I2C bus (IPMB),

fel @ @O 9

Reset Fower Off Fower On  Power Cycle

Current Systern State: On

Simply click the icon to perform the corresponding action on the remote system. The
entry below theicons indicates the remote system’s current power status (Off or On).
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Upgrade Firmware

The Upgrade Firmware utility provides an easy, convenient method to upgrade the
IP900L’ s firmware:

Manage Configure Wiew

Rernote Console
Remote Power Control
Upagrade Firmware
Reset Card

To begin, click the Upgrade Firmware entry on the Manage menu to bring up the
opening dialog box:

/3 Upgrade Firmware — Web Page Dialog = x|

STEP 1 of 4: ENTER UPGRADE MODE

In order to upgrade Firmware, the card has to be putin a special mode called Upgrade mode. Onee
the card enters upgrade mads, it will return to narmal mode only after a resst is issusd. Click an
‘Enter Lpgrade Mode' to enter Lpgrade mode.

YOU CAN CANCEL UPGRADE AT THIS STAGE BY CLICKING ON 'CANCEL'. THE CARD WILL NOT
BE RESET IF YOU CANCEL NOW.

Enter Upgrade Made Cancel

Note: 1. Upgrading the firmwareisacritical procedure. Make sure that the chances
of apower or connectivity loss are minimal when performing this operation.

2. If you click Cancel at thistime to abort the upgrade process, the IP9001
card resets itself.

3. If you cancel after you have entered Upgrade Mode, the P9001 card must
be reset by closing the Internet browser and then logging back onto the
IP9001 in a new browser session.

o« I
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To update the IP9001’ s firmware, do the following:

1. Click Enter Firmeare Upgrade Mode. The following dialog box appears:

4} Upgrade Firmware -- Web Page Dialog x|

STEP 1 of 4: ENTER UPGRADE MODE

In order to upgrade Firmwars, the card has to be put in a specisl mode called Upgrade mode. Once
the card enters upgrads mode, it will return to normal mode only after a reset is issued. Click on
‘Enter Upgrade Mode' to enter Upgrade made

¥0OU CAN CANCEL UPGRADE AT THIS STAGE BY CLICKING ON 'CANCEL'. THE CARD WILL NOT
BE RESET IF YOU CANCEL NOW.

Enter Upgrade Mode Carnce|

Preparing to upgrads firmuare. Plaase wait...

When the IP9001 isin Upgrade Mode and you want to abort the procedure,
you must use the Cancel button to close the upgrade diadlog boxes. DO NOT
usethe Title Bar's X button to close the dialog boxes.

2. Inthedialog box tha comes up, click Browse to navigate to where the firmware
upgradefile (*.IMA) resides:

STEP 2 of 4: UPLOAD FIRMWARE IMAGE

The card is naw in Upgrade mode, Please specify the filename of the Firmware Image that you want
to upgrade to. Glicking on the 'Brawse' button will allow you to select the firmware image file. Once
you do that, click on the ‘Upload’ button to upload the imags file to the card.

IF YOU CANCEL THE UPGRADE PROCESS AT THIS STAGE BY CLICKING ON THE "CANCEL"
BUTTON, OR, BY CLOSING THE WINDOW, THE CARD WILL BE RESET TO GO BACK TO NORMAL
OPERATING MODE. YOU WILL HAYE TO OPEN A NEW BROWSER SESSION TO RECONNECT TO
THE CARD, ONCE IT HAS BEEN RESET.

Select file to upload:

I Browse

Upload Cancel

I >
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3. Sdlect theimagefile (it has an ima extension), then click Open.

Lock i [ 15 temp =l

.15,
CHEKAdMINToolE
CHEKClientE_1_D_080.8xe
CMEKlogServerE_1_0_060.exe
Powerlan. jar

Filess of type: [ Files 2]

File name: [atentw-1.15.2:12292004.ma = Open |
=l Cancel

4. Inthediaog box that comes up, click Upload.

STEP 2 of 4: UPLOAD FIRMWARE IMAGE

The card is now in Upgrade mode. Please specify the filename of the Firmware Image that you want
t0 upgrade ta. Clicking on the ‘Browse' button will allow you to select the firmware image file. Gnce
you do that, click an the 'Upload' button ta upload the image file to the card.

IF YOU CANCEL THE UPGRADE PROCESS AT THIS STAGE BY CLICKING ON THE 'CANCEL"
BUTTON, OR, BY CLOSING THE WINDOW, THE CARD WILL BE RESET TO GO BACK TD NORMAL

OPERATING MODE. YOU WILL HAYE TO OPEN A NEW BROWSER SESSION TO RECONNECT TO
THE CARD, ONCE IT HAS BEEN RESET.

Select file to upload:

[Esitemnphaten-fu-1,15.2-12292004.ima

Upload Canczl

2

- |
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5. The upgrade utility starts the upload of the new firmware file and checksit for
integrity. After it verifiesthe imagefile, it displays the following message:

Microsoft Internet Explorer x|

1 The Image verifies OK. Modules that need ko be upgraded have been automatically selected. You may override these settings if needed.
LY

Click OK to moveon.

6. A dialog box comparing the old and new versions appears:

x

Module Name 0ld ¥ersion New ¥ersion | Selection
Redirection Flugin - High Res 1

Redirection Plugin - Low Ras 1.0 1.0 O

Floppy Firmware 1.3 1.3 Im
Applications 115 1.15 O

wieb Pages 115 1.15 Im

Core 05 115 1.15 r

pdk 11 1.1 ] -

4] i LI_I

I™ complsts Flash

W Preserve Configuration

Mext Cancel

* To upgrade some components but not others, check the component you want
to upgrade in the Selection column.

+ To upgrade all the components, check Complete Flash.

+ To upgrade, but retain a copy of your origina configuration, check Preserve
Configuration.

When your selections have been made, click Next to move on.

Note: If you choose to cancel the upgrade, the IP9001 card must be reset by
closing the Internet browser and then logging back onto the IP9001 in a
new browser session.

Y
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7. A confirmation dialog box comes up. Click OK to start the actua upgrade.

Microsoft Internet Explorer x|

P | Cclicking on the OK Button, will start the actual upgrade operation, where, the storage is written with the new firmware image. It is essential that the
-!(/ upgrade operation is ot interrupted once it starts, Proceed?

8. A screen showing the upgrade progress comes up. After the procedure has
successfully completed the following screen appears:

/3 upgrade Firmware -- Web Page Dialog x|

FIRMWARE UPGRADE 1S COMPLETE

Firmware Upgrade has been completed, The card has been reset, You will not be able to access the
card with this browsar session. Please close and reconnect to the card using a new browser session.

Y ou must now close your browser and log back onto the IP9001 in a new browser
session.
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Reset the IP9001

The function of this menu item isto reset the |P9001.;

Manage Configure ¥Yiew

Rernote Console
Remote Power Control
Upgrade Firmmware
Reset Card

S e

1. When you click Resert Card on the Manage menu, a confirmation dialog box
comes up. Click OK to reset the card:

Microsoft Internet Explorer x|

\?/ Are you sure you want ko reset the card?

Ok I Cancel |
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2. When the reset procedure is complete, the following dialog box appears.:

DEVICE RESET - COMPLETE

The device has been reset, You cannot perform any operation on this device using this browser sessien,
Flease open a new browser session to connect to the device when it is up again
The device takes approximately 20 secands after  reset ta become fully operational ance again.

Close your browser and relog into the IP9001 in a new browser session.
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Remote Console Hotkey Combinations

The following table lists hotkey combinations that perform many of the remote
console functions directly from the keyboard.

Hotkey Function
ALT + S Start Console Redirection
ALT+T Stop Console Redirection

ALT +R Restart Console Redirection
ALT + F Toggle Full Screen Mode

ALT + M Synchronize Mouse

ALT + A Hold/Release Right Alt Key
ALT +B Hold/Release Left Alt Key

ALT +L Hold/Release Right Ctrl Key
ALT + N Hold/Release left Ctrl Key

ALT +D Generate Ctrl + Alt + Del

ALT + E Start COROM Drive Redirection
ALT + P Start Floppy Drive Redirection
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Notes:
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Overview

Chapter 6.
The Configure Menu

When you click Configure on the menu bar, its submenu drops down:

Manage | Configure View

Users

Network
Firewall

Alert Motification
Date & Time

Serial Port
S5L Certificate
PMCP Health Configuration

IPMI Configuration

Server OS Monitoring & Recovery

‘.d PPP Canfiguration
= AR T

Item Function
Users Administer users that can access the IP9001 and host system.
Network Configure the IP9001's network parameters.
Firewall Control which IP addresses can access the IP9001.

Alert Notification

Configure how alerts are sent.

Date & Time

Configure the IP9001's date and time settings.

Serial Port

Configure the IP9001's Serial Over LAN access.

SSL Certificate

Upload a Digital Certificate and Private Key to the IP9001 card.
Note: Pass-phrase encrypted certificates are not supported.

PMCP File Upload

Upload a platform management file for your
motherboard/server board.

IPMI Configuration

Configure the IP9001 card to read data from an onboard
baseboard management controller (BMC) on the
motherboard/server board.

Server OS Monitoring
& Recovery

Configure operating system monitoring and recovery
methods.

PPP Configuration

Set the PPP addresses for the Server and Client when
using a modem.

I,
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Users

Clicking Users on the Configure menu brings up the User setup dialog box:

/3 : Setup Users, Administrators :: -- Web Page Dialo: x|
User Name Description

|

Add

Remove FProperties Close

The dialog box screeen elements are described in the table below.

Element Function

Username User’s log in name.
Note: The default administrator’s Username is root; the default
administrator’s password is superuser. For security purposes,
we strongly recommend that you change the default password
to something unique.

Description Descriptive information about the user.

Add Click to add a new user account.

Remove Click to delete the user account currently selected in the
Username list.

Properties Click to View/Edit the user account currently selected in the
Username list.

Close Click to exit the User Administation dialog box.

-« I
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Adding Users

To add a user account, do the following:

1. Inthe User dialog box, click Add. The Add a New User dialog box appears:

23 : Add new user :: — Web Page Dialog x|
ADD A NEW USER
— —
Description: [ |
— —

S|

Permissions: " pead only { Read write  administratar
Allowed Interfaces:

7 web Access

F sSHMP

¥ Remote APT Interface

¥ =5H (Secured Shell Interface)

I Console Redirection

Ok Cancel

2. Key the appropriate information into the Username, Description, Password and
Confirm Password fields. Please note the following:

* User names are case sensitive. They can consist of any combination of
alphanumeric characters but they must start with an alphabetic character, and
must be between 4 and 12 characters long.

¢ Entering aremark in the Description field is optional.

+ Passwords are case sensitive. They must be between 8 and 16 characters long.
For security purposes, we recommend using a combination of alphabetic and
numeric characters.

+ Confirm the password by entering it again in the Confirm Password field.

3. Assign the user’ s permissions and allowed interfaces:

+ Only userswith Administrator permissions are allowed to add, edit, and
remove users. Non-administrator users can only change their own password.

+ Userswith Administrator permissions are automatically granted accessto all
interfaces.

I, >
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Removing Users

To delete a user account, do the following:

1. Select the account to be removed from the User Name list.

= Setup Users,/Administrators = -- Web Page Dialog

User Name | Description

lgrcnot privileged
£ =

4

Add | Remowve Properties Close

2. Click Remove.

3. Inthe confirmation dialog box that comes up, click OK to confirm the deletion, or
click Cancel to abort the procedure.

xI
User Name | Description
Eroot privileged
Microsoft Internet Explorer x|
\?/ Are you sure you wish to delete this user?
QK I Cancel |
4| 121
Add | Rernove | Froperties | Close |

- [
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Viewing and Editing Users

To view and/or edit auser account, do the following:

1. Select the account from the User Name list.

#Z} = Setup Users/Administrators = -- Web Page Dialo: x|
User Name | Description
lgroot privileged

£ = T —

4 121

Add | Remove FProperties Close

2. Click Properties.

The Modify User dialog box comes up. Thisdialog box is similar to the Add a
New User dialog box on p. 75. Refer back to the field descriptions given there, if
necessary.

3. After you have made your changes, click OK to complete the procedure, or click
Cancd to abort the procedure without saving your changes.

I,
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Network

Clicking Network on the Configure menu brings up the Network Configuration dialog
box:

72} :: Network Configuration : -- Web Page Dialos x|

You can let the device configure its IP settings automatically, if your network
supports this capability, If your network does not support this, please set the
parameters manually.

MAC Address : |00:40:09:03: 71145
i Obtain IP address autornatically

i Use the following IP address settings

IP address: |Jio.0.1.210

Subnet mask: [255.255.255.0

Gateway! |io.0.1.28

Apply | Close |

¢ ThelP9001's MAC address displaysin the MAC Address field.

+ If youwant the IP9001 to get its | P address dynamically (from a DHCP server),
select Obtain IP address automatically.

+ If youwant to assign a static | P address to the 1P9001, select Use the following IP
address settings, then fill in the | P address, Subnet mask, and Gateway fields with
entries that are appropriate for your network.

When you have finished making your entries, click Apply to save your changes. To
abort the procedure without saving your changes, click Close.

Note: If you change the information in the Network Configuration dialog box, you
are prompted to close your browser and reconnect to the IP9001 at its new |P
address.

- [

‘ 2005-06-09 ‘




Firewall

Clicking Firewall on the Configure menu brings up the Firewall Settings dialog box:

ZR Firewall Settings -- Web Page Dialog x|

Elocked Sites | Trusted Sites |

Proto | IP Address | Subnet Mask | Port Range | StartIP:

Subnet Mask:

I—
Protocol: |- 'I
Start Port:

End Port:

Madify:

Add Delete Clase

This dialog box allows you to configure the IP9001’ s access parameters, by entering
IP addresses and ports to block or allow.

+ Click the Blocked Stestab to enter arange of addresses that you want to block.

¢ Click the Trusted Sitestab to enter arange of addresses that you want to always
allow.

I, o
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After you click Add for either the Blocked or Trusted site, the Add a Rule dialog box

comes up:

4} : Add Blocked Sites :: - Web Page D zll

ADD A RULE FOR BLOCKED SITE LIST

Starting IP ——
Address:
Subnet Mask:
Protocol: TCRP VI
Al Ports * Parts Range
Starting port:
Ending Port:
OK | Cancel |

Note: Thedialog box shown isfor Blocked sites. The dialog box for Trusted sites
has the same fields, so the descriptions that follow also apply to the dialog for

Trusted sites.

Field

Function

Start IP Address

This field allows you to enter the start IP address of the subnet
you want to block or always allow.

Subnet Mask

This field allows you to enter the specific subnet of the IP
address range that you want to filter.

Protocol This drop down list lets you select a protocol (UDP or TCP)
that the IP9001 will either accept or ignore.

All Ports If this is enabled, the IP9001 will accept or ignore data on all
ports (1 through 65535).

Port Range If this is enabled, you can select a specific range of ports that

you want the IP9001 to accept of ignore.

Starting Port

This field allows you to enter the the first port of the range that
you want the IP9001 to accept or ignore.

Ending Port This field allows you to enter the last port of the range that you
want the IP9001 to accept or ignore.

[OK] Click OK when you are satisfied with the information you
entered.

[Cancel] Click Cancel to discard your changes and exit.

so [
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Alert Notification

Clicking Alert Notification on the Configure menu brings up the Alert Notification
dialog box:

Alert Configuration ﬂ
Alert Destinations Email Server | PPP Server ‘
Alert Destinations:
# | Alert Level Type Address

Disable All SNMP over LAN _10.0.0.0 F

2. Disable Al SNMP over LAM |0.0.0.0

3. Disable All SNMP over LAN |0.0.0.0

4. Disable All SNMP owver LAN |0.0.0.0

5. Disable All SNMP over LAN |0.0.0.0

6. Disable All SNMP over LAN |0.0.0.0

7. Disable All SNMP over LAN |D.0.0.0

8. Disable All SNMP over LAN |D.0.0.0

9. Disable Al SNMP over LAN |0.0.0.0 -_I

1A Fieabia an CAMAR e 1 AR nAA

| I o
Modify | Test Close

This dialog box lets you configure where and how various alerts from the IP9001 are
sent.

N
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Date & Time

Clicking Date & Time on the Configure menu brings up the Date & Time dialog box:

Date and Time ﬂ

Date & Time | NTP Settings |

I April j 2005 il Current Time:

IFri Apr 29 2005 17:23:10 GMT+0800 (CST)

April, 2005

1 2 Set Time:
3 4 5 6 7 8 9 [z 7 s
10011 12 13 14 15 16
17 18 19 20 21 22 23

24 25 26 27 zaman

Synchronize with local

Apply ‘ Cancel |

Use this dialog box to set the IP9001’ s date and time. Y ou can set the time manually,
synchronize it with your local machine; or have it synchronized with an NTP
(Network Time Protocol) server.

=2 [
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Serial Port

Clicking Serial Port on the Configure menu brings up the Serial Port dialog box:

Serial Port Configuration ﬂ

This panel can be used for configuring the card's Serial Port. This Serial Port is
used for Serial over LAN Redirection.

Baud Rate: Im
Data Bits: [e =1
Parity: Im
Stop Bits: [T =

Flow Control None =l

|~7 Enable New Line

Apply Close

Use this dialog box to set the serial port parameters: baud rate, data bits, parity, stop
bits, and flow control.
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SSL Certificate

Clicking SSL Certificate on the Configure menu brings up the SSL Certificate dialog
box:

SSL Certificate x|

UPLOAD SSL CERTIFICATE

In order to establish secure https connections to the card, you have to upload a SSL
Certificate and a private key into the card. These two together, help ensure that you are
connecting to the correct server using an https connection. Use this panel to upload the
digital certificate and private key provided to you by a Certifying Authority.

Important: Please ensure that the uploaded SSL Certificate and Private key match. In
case of a mismatch, Secured access may not work properly.
The new certificate will not come into effect till you reset this device.

SSL Certificate Default Certificate
Last certificate uploaded on Not Available
SSL Private Key Default private key
Last private key uploaded on Not Available

STEP 1 of 2: SSL CERTIFICATE UPLOAD
Select S5L certificate to be uploaded I Browse...
Upload

Cancel

Usethis dialog box to upload an SSL Certificate and SSL Private Key for verification
when users access the |P9001 with their browsers.

Click the Browse button to navigate to where your Certificate and Private Key files
arelocated - both files have a PEM file extension.

Note: The IP9001 does not support pass-phrase encrypted certificates.

After both files are uploaded a dialog comes up reminding you that the IP9001 needs
to bereset for the new certificates to take effect. Click OK to reset the card.

Now, users can securely access the |P9001 with aformat similar to the following:

https://[the IP9001’s IP address]

o«
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PMCP File Upload

Clicking PMCP Health Configuration on the Configure menu brings up the The Host
Health Monitoring Files dialog box.

Server Health Configuration ﬂ

UPLOAD PLATFORM MANAGEMENT CONFIGURATION PROGRAM FILES

To upload new Platform Management Configuration Program (PMCP) files, begin by
selecting a Sensor Data Record (SDR) file to upload.

Select file to upload: | Browse*
Upload |

To delete the existing PMCP files, click the remove button below.

Remove |
Cancel |

Thisisthe same dialog box, and involves the same procedures discussed in Chapter 2,
p. 34, under Load the SDR and Soft Processor (SP) File.

Follow the steps on those pages to complete this procedure.
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IPMI Configuration

Clicking IPMI Configuration on the Configure menu brings up the IPMI
Configuration dialog box:

IPMI Configuration x|

Use this panel to configure access to the server's Baseboard Management
Controller (BMC).

I_ Use server's onboard BMC to access health infermation

BMC I2C Address (HEX) IUNQU

Apply Close |

To read data from an onboard baseboard management controller (BMC) on the
motherboard/server board, put a check in the the checkbox, then click Apply.

-« I
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Server OS Monitoring and Recovery

Clicking Server OS Monitoring and Recovery on the Configure menu brings up the
Server OS Monitoring and Recovery dialog box:

Server Heartbeat and ASR Configuration ﬂ

Use this panel to configure the interval for Heartbeat failure detection.
You can also configure the Auto recovery action to be taken in case of
05 Heartbeat failure.

Server Heartbeat Interval : |240 seconds

|"_ Enable Auto Server Recovery (ASR)

ASR Delay : |240 seconds
t“ Power Cycle the server

o8 Reset the server

Apply | Refresh | Close

This dialog box allows you to configure operating system monitoring and recovery
methods.

I 7
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PPP Configuration

Clicking PPP Configuration on the Configure menu brings up the PPP Configuration
dialog box:

PPP Configuration x|

These parameters are used for the PPP connection when
using the modem.

Server IP address is the IP that card will use for its end of
the connection, while the client IP address will be assigned to
the modem connection on the client you are dialing in from.

PPF Server IF address: IlD.D.D.l?Q
PPP Client IP address: |l.D.IZI.EI.l.8EI
Apply | Close

This dialog box allows you to set the PPP addresses for the Server and Client when
using a modem.

s [
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Overview

Chapter 7.
The View Menu

When you click View on the menu bar, its submenu drops down:

Manage Configure  View

Card Fealth
Event Log

erver Health

eneral Information
Last Saved Crash Screen

® IP9001

A brief description of the itemsis given in the table below: Each itemisexplained in
detail in the sections that follow.

Item Function
Card Health Shows health information for the IP9001.
Event Log Allows you to view and clear the event logs.

Server Health

Shows the host system’s health information based on the
sensor readings and platform management configuration
information.

General Information

Shows general information about the IP9001.

Last Saved Crash
Screen

Shows the last text screen on the host system before it
locked up.
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Card Health

Clicking Card Health on the View menu brings up a screen that shows the IP9001's

health information:

Card Health el

Sensors Reading

& PCI 5V 5.008 V

«” Adapter 5V 4969 v

& PCI 3.3V 3.294V

& Adapter 3.3V 3.294V

& Adapter CPU W 1773V

Kwall Adapter 0.000 V

«? Adapter 2.6V 2492 V |

|

Close

Event Log

Clicking Event Log on the View menu brings up a screen that allows you to view and

clear the event logs:

Event Log

Sensor Events | Other Events |

Severity | pate [ Time Message =
 warning  |oajo1s1937 11:27:28 PCL +12 Volts Assertion: Lower Non-Critical |
- going low
@ critica 04/01/1937 11:27-25 PCL +12 Volts Assertion: Lower Critical -
going low
@ critica 04/01/1937 11:27-98 PCI +12 Volts Assertion: Lower
Non-recoverable - going low
 warning  |0aj01/1937 11:27:28 PCL +5 Volts Assertion: Lower Non-Critical - |

going low

v critical 04/01/1937 11:27:28 g;t‘su:rnlts Assertion: Lower Critical - .

@ critical 04/01/1937 i27228] et ol on A Con B
Non-recoverable - going low
0 e |peEases 11:27:28 PCL +3 Volts Assertion: Lower Non-Critical - |
going low
@ critical AR 11:27-2g PCL +3 Volts Assertion: Lower Critical -
going low
@ critical 04/01/1937 Ancppae) |2 R U (et Uy
Non-recoverable - going low
0 warning 04/01/1937 angerpp) |[SUE SETEET 20 Uil fe=mikg T .../l
Il I |
Refresh | Clear Al Close

oo |
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Server Health

Clicking Server Health on the View menu brings up a screen that shows the host

system’s health information based on the sensor readings and platform management

configuration information:

Host Health

1 Its : 18 Its Its 2
3.328 Volts 2,592 vaolts 2.992 Volts 3,200 Yalts 3.392 Volts 3600 Volts 4 Volts
5.856 Volts 3,392 Volts 4 Volts 4,576 Yolts 5.376 Volts 5,984 Volts 6,592 Volts

12,608 Valts 10,368 Valts 10,944 valts 11,584 Valts 12,480 Volts 12,992 Valts 13,568 Valts

Al I

clase |

B3
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General Information

Clicking General Information on the View menu brings up a screen that provides
information about the IP9001:

General Information

Versions | Features

Detailed Versions |

Parameter

Firmware Yersion
Firmware Build Date
Build Time

Firmware Description

Close

Floppy Firmware Version 1.3

Mar 25 2005
17:16:35
WARNING : UNOFFICIAL BUILD!!

The General Information screen has three tabs: Versions; Features; and Detailed

Versions.

Versions

When the Generd Information screen comes up, the Versons screenisthe onethat is
displayed. The meanings of the parameters and their values are explained in the table below:

Parameter

Value

Firmware Version

Shows the IP9001’s firmware version nhumber.

Firmware Build Date

Shows the IP9001’s firmware build date in MONTH
DAY YEAR format.

Firmware Build Time

Shows the IP9001's firmware build time in
HOUR:MIN:SEC format.

Firmware Description

Shows a short description of the firmware.

Floppy Firmware Version

Shows the floppy emulation firmware version.

o- [
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Features

The Features screen shows the available featuers provided by the IP9001:

General Information

Versions Features

Detailed Versions |

Parameter

P}
Virtual COROM

Close

Virtual Keyboard/Mouse
KWM over IP Support

Value
Enabled
Enabled
USE based
Enabled

The meanings of the parameters and their values are explained in the table below:

Parameter

Value

Virtual Floppy

Shows whether or not floppy redirection is available.

Virtual CDROM

Shows whether or not CDROM redirection is available.

Virtual Keyboard/Mouse

Shows the type of emulaton being used for the
keyboard and mouse.

KVM over IP Support

Shows whether or not KVM over IP is available.
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Detailed Versions

The Detailed Versions screen shows the version numbers of the individual
components that make up the IP9001’ s firmware:

General Information

Versions | Features Detailed Versions |
I Parameter | Value
Redirection Plugin - High Res 1.0
Redirection Plugin - Low Res 1.0
Floppy Firmware 1.3
Configuration 1.15
Applications 1.15
Web Pages 1.15
Core OS5 1.15
Customization Section 1.2
Bootloader 14

Close

The firmware components are listed in the Parameter column; the firmware version
of each component islisted besideit in the Value column.

o« I
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Last Saved Crash Screen

The Last Saved Crash Screen on the View menu allows you to see the last text-based
screen on the host system prior to itslocking up or freezing during a blue screen. This
isuseful because it alows you to troubleshoot the host system.

Clicking thisitem brings up alogin screen. Provide your Username and Password,
then click L ogin to see the Crash Screen.

Note: 1. You must have the Java Runtime Environment (JRE) installed to view the
Crash Screen. If itisn’t aready installed on your sysem, it is available for
free download from Sun’s Java site: http://java.sun.com

2. The maximum size of the Crash Screen image is 50 Kb. Therefore, only
one Crash Screen image can be saved, and only text-based crashes can be
saved. The output from a crash on a graphics based system would be too
large.

3. A captured Crash Screen image cannot be flushed from the |P9001’ s
memory. It is automatically erased and replaced when the next Crash
Screen image is saved.
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Notes:
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Appendix A.
Feature Cable Layout

The IP9001 Feature Cable' s layout isillustrated on the next page.

Please make note of the following:

+ If you do not have an American Megatrends Olympus 1 (series 821) motherboard, you
cannot use the 12C connector to monitor the hardware health of the motherboard.

+ If you do not use the chassis power on switch or chassis reset switch pins, you
should place a plastic cap on them so that they do not short your motherboard. Do
not use a standard jumper. It will short the connection.
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PART NUMBER CBL-G2RAC821 This cable is specifically
All Connectors Must be Labeled designed for use with the
Chassis Power On Switch = "Power" American Megatrends
Motherboard Power On Jumper = "Power" Olympus Il (series 821)
Chassis Reset Switch = "Reset" motherboard only.

Motherboard Reset Jumper = "Reset"
Motherboard 12C Connector = No Label
Where two cables come together (marked with the letter @), cables can be
crimped with a connector or spliced and soldered. In Either case, the cable
must be wrapped in non-conducting plastic.

[B)zcgrEEtIEectmmcs
Crimp-to-Wire
FCI Part Number
Latch Housing

65039-035
Chassis Tin-Lead Pins
Power On 75653-005
Switch 1

/IW
Discrete
0 Black (Ground) Motherboard - Crimp-to-Wire

Power On FCI Part Number
A Jumper Latch Housing

Blue 65039-035
Tin-Lead Receptacles
47747-000
[ g
[+ W2 2C Clock Yellow a Motherboard
4 | = 12C
— Connector
Power Off # 56 _I2C Data Green =
a
Berg Electronics
B O e—
Crimp-to-Wire Molex (Bottom View)
@ 12 Ground FCI Part Number Black SPOX(tm) Connector
Reset # Plastic Housing IDT Spring Box
. Polarizing (Center) Key Molex Part Number
16 Ground 65846-006 22-44-6031

Tin-Lead Receptacles

Ground 20

Pin Cap

Berg Electronics
Discrete
Crimp-to-Wire
FCI Part Number
Latch Housing
65039-035
Tin-Lead Pins
75653-005

Berg Electronics
Discrete
Crimp-to-Wire
FCI Part Number
Latch Housing
65039-035

J

Gray Tin-Lead Rece|
- ptacles
. C;ass:s “ 47747-000
esel
(o) AT o ———
.
Gray Pin Cay
Motherboard Berg Elects ! P
Black (Ground Jumper Crimp-to-Wire

FCI Part Number
Latch Housing
65039-035

Tin-Lead Receptacles
47747-000

All Wires Must Be 28 AWG, A Total Length of 15" Long and Twisted Together
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Appendix B.
APl Configuration Program

Overview

In addition to the usual browser based configuration, the IP9001 can also be
configured through an API utility, which isa GUI program that runs under Microsoft
Windows.

The utility can be run either from the host system, or from a client system. The client
system is the one that connects to the IP9001 remotely, over the network. Thisis
basically WinCuri with aGUI.

Setup

To start the API configuration program do the following:

1. Onthe CD that came with this package, go to either the
CDROM\RemoteTools\Win32\ directory, or the CDROM\Server Agent\Win32\
directory and double click ConfigApp. The Choose Connection Type dialog box
COomes up:

Choose Connection Type 5'

— Connection Type

£ 1 am on the server which has a [PI001 plugged e

| want to connect lo a IP3001 card on the network

Card IP I . . .
User Hame I
Password I

oK I Cancel |
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If you are running the ConfigApp program from the host system, select | amon
the server which has an 1P9001 plugged in; click OK.

Note: Make surethat the IP9001 card is connected to the host system’s
motherboard through the USB cable.

If you are running the ConfigApp program from aremote system, select | want to
connect to an IP9001 card on the network; key in the card’s | P address, your
username and password; then click OK.

After clicking OK in step 2, the Configuration dialog box appears with the User
Manager tab selected:

| Card Configuraion

=lolx]

User Manager | Metwork Configuration | Advanced

Setup Users/Adminstrators

Usemame [ Dessiiption
privileged

Devicellser
Devicellser
Devicellser
Devicellser

| ]

Add Benove Broperties |

oggedinas  raot
Privieges  : Administrator

Exit

The Configuration dialog allows you to manage users, configure the network, flash
the IP9001 card’ s firmware and perform advanced configuration operations.

oo |
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Configuration

The User Manager

This dialog box allows you to add, remove, and modify users.

[ |card Configuraion o=

User bfanager | Netusork Configuration | Advanced |

Setup Users/Adminshators:

T Desciption
privileged
Deviselser
Devicellser
Devicellser
Devicellser

| L]

] Remove Eropsties |

Loggedinas  root
Privieges  : Admiristiator

Exit

Adding a User:

To add a user, do the following:

1. Click Add. Thefollowing dialog box appears:

aduser x

User Hame —
Desciption —
Password |

Corfirrn Passward

Permissions " ReadOnly ¢ ReadWiite & Administiator
Allowed Interfaces

[# feh fiocess

I# kP

¥ Remote AP Interfass

J# 55H(Secured Shell Inferface

¥ Console Rediestion

Cancel

T, <1
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2. Fill in thefields according to the information provided in the table, below:

Field Description
User Name The name that the new user will log in with. The name
cannot be longer than eight characters.
Description A short note to describe this account (optional).
Password The password that the new user will log in with.

+ Passwords must be a minimum of eight characters and
cannot be longer than 16 characters. We recommend
using alphanumeric passwords for better security.

+ Passwords are case sensitive.

+ Parenthesis, slashes, asterisks, spaces, the at sign (@),
and the hash sign (#) are not allowed.

Confirm Reenter the user’s password to confirm you entered it
Password correctly.
Permissions Choose the permissions for this user.

3. When you have finished, click OK to save your changes. To exit without saving
any changes, click Cancel.

Removing Users:

To remove a user, select the user in the Username list, then click Remove.
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Modifying User Accounts:

To modify auser’s account, do the following

1. Select the user in the Username list, then click Properties. The Properties dialog
box comes up:

x

User Name |

Deseription [Devicelser

ChangePassword [

New Password
Confim New Password

Permissions  ReadOnlp @ Head Wiie © Administrator
Allowed

IV wieb Access

¥ SNMP

IV Fiemote AP Interface

[¥ 5SH(Secured Shel Interface

[¥ Console Redirection

Cancel

I, -0
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2. Fill in thefields according to the information provided in the table, below:

Field Description

User Name The user’'s name appears here. This field is disabled, and
cannot be edited.

Description A short note to describe this account (optional). You can
edit the information if you so choose.

Password After enabling Change Password, this field becomes active.
You can change the user’s password according to the
following information:

+ The new password must be a minimum of eight
characters and cannot be longer than 16 characters. We
recommend using alphanumeric passwords for better
security.

+ Passwords are case sensitive.

+ Parenthesis, slashes, asterisks, spaces, the at sign (@),
and the hash sign (#) are not allowed.

Confirm Reenter the new password to confirm you entered it
Password correctly.
Permissions Choose the permissions for this user.

3. When you have finished, click OK to save your changes. To exit without saving
any changes, click Cancel.
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Network Configuration

The Network Configuration tab alows you to change the way the IP9001 card
connects to the network.

=1mx

User Manager  Nehwork Configuation | sevanced |

~TCH

MAC Address  [00:40D9.03:70.FE

7 [fibiah [P addioss automaicaly

" Use the following IP address

IP Address 10 a 13 . 208

Subnet Mask 255 . 255 . 255 . 0

Gateway 10 a 13 1

Apply

Logged inas : raot
Privieges - Administiator

Exit

By default, the IP9001 card obtains an | P address dynamically viaDHCP. Y ou can
change thisto assign afixed |P address to the card as follows:

1. Enable Usethe following IP address.

2. Specify |P address, network mask, and gateway for the card in the appropriate
fields.

3. Click Apply to save your changes.

I, <05
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Advanced Configuration

The Advanced dialog box allows you to force your IP9001 card’s on board NIC to a
specific MAC address:

i

User Manager | Metwark Configuration Advanced |

~MAC

Itis not advisable to change the MAC Address that came with your card. In case
the card's MAC address has been reset, please set it back to the MAC addess
indicated on the sticker on your card

Current MAC Address 001 40t 03:03% 7T FE
Hew MAL Address 1

£pply

~Resst

Clicking on the Reset button will iesst the card.

Fieset the card now

Loggedinas - oot
Privieges  : Administrator

1. Key the new MAC address into the New MAC Address field.
2. Click Apply.

3. Toreset the card, click Reset the card now.
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Appendix C.
Remote Recovery Application

Overview

The Remote Recovery Application (RRA) isarecovery tool that can be executed
from aremote client system, running under Windows, located on the same network as
the IP9001 card. It is used to recover from afailed flash attempt.

Note: 1. You must physically set the IP9001 card you want to recover into Recovery
Mode. To do this, short pins 2 and 3 of jumper JP12 on the card.

2. TheP9001 must be write enabled before you can flash an imagetoit. To
write enable the card, short pins 1 and 2 of jumper JP11.

3. Upgrading the firmware isacrucial operation. Make sure that the chances
of apower or connectivity loss are minimal when performing this
procedure.

To run the IP9001 RRA, navigate to the directory where the RRA program is |ocated
(IP9001CD — Recovery Tools — Win32) and double click the RRA icon. The
following screen appears:

Active Devices in Recovery Mode il

MaC Addreszes for devices in Recovery Mode:
Searching devices. Please wai...

— Listing

\ Refrezh |

r Selection
Select

LCancel |

Fiemate Recawvery Application Wersion 1.5.0.0
Copyright [C] Amencan bMegatrends 2003 - 2005
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After afew momentsit displays the Active Devicesin Recovery Mode that it has
found:

Active Devices in Recovery Mode il

MALC Addreszes for devices in Recoverny Mode:
Searching devices. Please wait...

00:40:05:03:70:FE

— Listing

FRefresh |

— Selection

Select

LCancel

i

Remote Recoverny Application Yersion 1.6.0.0
Copyright [C] American Megatrends 2003 - 2005

The meaning of the screen’ s buttons are explained in the table, below:

Button Purpose

Listing Stop Click to stop searching the network for active cards in
Recovery Mode.

Refresh Click to restart searching the network for active cards in
Recovery Mode.

Selection Select After you select a card from the list, click this button to
proceed with the Flash Recovery operation for it.
Cancel Click to cancel any new settings that have not been
saved.

1os [
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Flashing the Card

To begin the flash procedure, do the following:

1. Select the card(s) that you want to flash from the list, then click Select. The
following screen appears:

Device Settings x|

The device's settings are stored in ‘Windows registy. This is to show
the device's information automatically when selected nest time.

Select device

Device 1 g
MAC Address: [0 Joo o fos” [0 [

IP Address: | 0.0 .0 i

Metmask: | 0 i i i

Gateway: I o . o0 . 0 1]
Cancel | Ok I

The meaning of the screen’ s fields are explained in the table, below:

Field / Button Meaning
Select card The RRA automatically assigns a card number to an IP9001 card
number: that it locates in Recovery Mode. This is helpful when you are

trying to flash more than one card. Think of this dropdown box as
a shortcut to other IP9001 cards that are in Recovery Mode.

MAC Address | This field allows you to specify the IP9001 card’s MAC Address.

Note: New settings are automatically stored in the Windows
registry.

Note: When you specify the IP9001 card, it is advisable to set
the MAC address back to the one indicated on the
sticker physically located on the back of the IP9001 card

IP Address This field allows you to specify the IP9001 card’s IP address.

Netmask This field allows you to specify the IP9001 card’s network mask.

Gateway This field allows you to specify the IP9001 card’s gateway or
router address.

Cancel Click to cancel any settings that have not been saved.

OK Click to save the new settings and continue.

I, <09
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2. Fill inthefields with values that are correct for the card’s | P address and the
network it is on, then click OK.

After afew moments, the Remote Recovery Application dialog box comes up:

#= Remote Recovery Application =]
Fimpare Flash |

Image File: | Browse
Module Mame | Device Vers | Image ersion | Upgrade? [
Ofpga1s 1.0

Ofpgas 1.0

[ floppyfu 14

O params 118

Clroot 116

m 116

[ osimage 116

Opck 12

Otoot 14

I | Conplete Flesh

Flash

3. Click Browse and navigate to the directory that the flash fileislocaed in; select it;
then click Open:

open 2%

Logk in: | (=2 ip3001cd <] « @ cf B

|__JRecoveryTools
_)RemoteTools

) Server Agents
ATENFw-1. 16,1-0419

File name: IATE Mfw-1.16.1-04192005.ima Open I
Files of type:  [Ima Files [*.ima) | Cancel |

¥ Open az read-only

4

Note: Make surethat the imagefileisNOT Read Only, otherwise you will get
an error message saying that the file cannot be opened in Read/Write mode.
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4. When you return to the Remote Recovery Application dialog box, select the
modules you want to flash (choose one or more sections, or Complete Flash):

#= Remote Recovery Application =]

Fimpare Flash |

Image File: | E-\downloads'ipa001 cohAT ENfw-1.16.1-0419200 Browse

Module Name | Device Vers... | Image Version | Upgrade? [
Ofpga1s 1.0 1.0 N
Cfpsat 1.0 10 O
D flopputia 1.4 14 O
O params 118 118 O
Clroot 118 116 N
m 118 116 N
[ osimage 1.16 115 O
Ok 12 12 O
Olboct 14 14 O

[ {Complete Flash

Flash

5. Click Flash. A confirmation dialog box comes up:

Rra___ X

D] Are you sure wou want to Flash?
g-/ Once the Flashing is complete, device will be reset,
' ‘ou should ok quit the application during Flashing.

N 1
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6. Click Yesto continue. Aprogressindicator screen comes up:

# Remote Recovery Application |

Firmware Flash |

Image File: | E-\downloads\ipd00t AT ENfw-1.16.1-0413200 Browse

Module Name | Device Vers... | Image Version | Upgrade? [
a6 1.0 10 O
Ofes=8 10 1.0 NO
O floppyfis 14 14 N
D perans 1.16 115 O
oot 118 118 O
Owww 1.16 1.8 NO
O osimage 118 116 N
Ok 12 12 O
Olboct 14 14 O

I Conplete Flash

Uploading image. Please wait.

Note: Wait until all the modules have been flashed. Do NOT quit while flashing
isin progress.

When flashing has successfully completed, the following screen appears:

Rra x|

L] Firrmware upgrade is complete. The Device has been reset,
. This application will close now,

7. Click OK to end the program

Note: If the operation fails, try to flash the image again with Full Image enabled. Do
not flash the Boot Loader.

&
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Appendix D.
Troubleshooting

Screen Distortion

Problem:

The screen on the host system is blurry when using screen resolutions lower than
1024x768. This happens for both console redirection and the physical terminal on the
host system.

Explanation:

The IP9001 card’s VGA chip has both adigital and analog signal. When the analog
signal is set lower than 1024x768 (for example: 800x600), the IP9001 card’ s video
controller uses ratio metric expansion to bring the screen to 1024x768. This causes
the screen to become blurry.

Solution:

Set the screen resolution on the host system to 1024x768.

N -1
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BMC Not Responding

Problem:

The BMC does not respond. The host system can’t be powered off, powered on, or
power cycled. Host system health information cannot be obtained.

Explanation:

1. Useserver’sonboard BMC to access health information was not enabled in IPMI
configuration.

2. TheBMC 12C addressisn’t set to 0X20. 0x20 is the correct address for almost all
BMC:s. If it is not, the BMC or motherboard provider must supply the correct one.

Solution:

1. Make sure Use server’s onboard BMC to access health information is enabled in
IPMI configuration.

2. Make surethe BMC |2C addressis set to 0X 20.

Note: Many BMCsfeature areset button that can be used to reset the BMC only.
That button can be used to reset the BMC. If using aBMC without aBMC
reset button, the system must be powered off and the power cable(s)
unplugged. Some BMCs will run on system standby power, and stay on even
though the system isin an off state.

1 [
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Connot Manage Host System’s Power Remotely

Problem:

Cannot remotely power on, power off, or power cycle the host system.

Explanation:

1. Thefeature cableisn't connected properly between the |P9001 and the host
system’smain board and chassis.

2. The AC wall adapter isn't connected to the IP9001.

Both of the above connections must be properly made in order for the host system’s
power to be managed remotely.

Solution:

Make sure that the feature cable and AC wall adapter are properly connected

N 15
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Unexpected Errors After Flashing New Firmware

Problem 1:

After flashing new firmware to the IP9001, there are unexpected errors.

Explanation:

There was a change in the Config section of the new firmware image and you didn’t
perform a Complete flash. Whenever there is a change in Config section of the new
firmware image, you must perform a Complete flash. Otherwise the default selected
modules are sufficient for flashing.

Solution:

Reflash the firmware, this time doing a Complete flash.

Problem 2:

After flashing, when | log back in, the old firmware version humbers appear in the
screens.

Explanation:

Versions of the older pages are stored in your browser’s cache files, and the browser
is displaying them instead of the new screens.

Solution:

+ For IE, on the Tools menu, open Internet Options. On the General page, click
Delete Filesto delete the old pages stored in the browser’ s cache.

+ For Netscape or Firefox (Mozilla), on the Edit or Tools menu, select Preferences
or Options. Select the Privacy button, then click Clear for the Cache item.

ue [
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Appendix E.
Modem Daughterboard

Overview

Installation of the optional modem daughterboard allows the IP9001 card to do the
following:

*

*

Configure and reset the |P9001 card

Update the IP9001 card’ s firmware

View the IP9001 card’ s health information and event log

View the host system’s health information

Remotely control the host system’ s hardware reset and power cn cycle
Serial over modem text redirection

Note: 1. Host system health information is only available if you have an SDR and

Soft Processor (SP) File for the host system’s motherboard or it has a
Baseboard Management Controller (BMC). The BMC must be IPMI 1.0
compliant or greater.

2. Theoptiona modem isNOT designed for Console Redirection. Although
you can till perform Console Redirection, but it is debilitating and
extremely slow.

3. Asof March 15th, 2004, the IP9001 firmware does not support the optional
modem.
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Before You Begin

Avoid Electrostatic Discharge (ESD)

Electrostatic discharge (ESD) can damage the |P9001 card and other

A system components. Keep your IP9001 card in its antistatic bag until it is
ready to beinstalled. Avoid contact with any component or connector on
any adapter card, printed circuit board, or memory module. Handle these
components by the mounting bracket.

Perform all unpacking and installation procedures on a ground connected
antistatic mat. Wear an antistatic wristband grounded at the same point as
the antistatic mat. Y ou can also use a sheet of conductive aluminum foil
grounded through a one megaohm resistor instead of the antistatic mat,
and a strip of conductive aluminum foil wrapped around the wrist and
grounded through a one megaohm resistor instead of awristband.

us [
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Installation

The IP9001 modem daughterboard is an optional component. Refer to the diagram
below as you perform the following steps:

1

2.

Unpack the modem daughterboard and inspect it for obvious damage.

If the IP9001 is already installed in a host system, power down the host system
and 1P9001 card. Physically unplug all external and internal cables from the card.
Remove the IP9001 card from the host system.

Locate JP10 on the IP9001 card; align the pins on the modem daughterboard with
the pin holes on the IP9001, then push the daughterboard down until the pins are
completely seated in the pin holes.

Plug the IP9001 card into the host system and attach internal cables.

Connect externa cables. See Chapter 2, Installation, for complete 1P9001
installation details.

Nylon Nut Modem Daughterboard )

N ::9
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Notes:
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Port Usage Table

Appendix F.
Port Usage

Port Protocol Purpose Direction

5121 TCP Remote Keyboard and Bidirectional.
Mouse data (ilUSB HID)

5120 TCP CD Redirection Bidirectional.
(iusB - CD)

5123 TCP Floppy Redirection Bidirectional.
(iUSB - Floppy)

7578 TCP Video Redirection Bidirectional.

6577 TCP (&SSL) CURI (API) Bidirectional.
(Same is used for SSL)

161 UbDP SNMP V3 Access Bidirectional.

3072 UDP Trap out port Outgoing from card to

trap destination.
80 HTTP over TCP | Web Server & CLIP Bidirectional.
443 HTTP over TCP | Web Server & CLIP Bidirectional.
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Notes:
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Appendix G.
MAC Address Map

MAC Address Location Description
00-40-D9-0S-9B-3C Server Room 3 Mail Server
Rack 2, 5

I : 2
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Notes:
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Appendix H.
Linux 7.X Considerations

Overview

This appendix describes how to set up the USB keyboard and mouse for redirection
on a host system running RedHat Linux 7.x. For Linux 8.x and above, disregard this
appendix.

Preparation

Mouseconfig
Y ou will need to install the following file:

mouseconfig-4.22-1.1386.rpm

If itisn’'t on the CD that came with your package, you can download it from the
following website:

http://www.redhat.com/support/errata/RHBA-2001-062.html

BIOS Settings

Check your system BIOS to verify that the OnBoard USB and Legacy USB options
are Enabled. If not, the USB devices cannot function.

USB Keyboard

Y ou will be able to redirect the keyboard and use the keyboard on the host system at
the sametime.

Note: LILOisnot USB aware. The system BIOS must have USB keyboard support.
If not, you cannot use the redirected keyboard to select a different boot image.
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USB Mouse

+ If you are adding USB mouse support to a system that was originally installed with
aPS/2 mouse, follow the instructions, below.

+ If you are adding PS/2 mouse support to a system that was originally installed with

aUSB mouse, first reboot the computer to allow Linux to configure and reallocate
the interrupts for boththe USB and PS/2 mouse, then follow the instructions, below.

1. Tocheck which X server the system links to, run the following command:
1ls -1 /etc/X11/X

2. If the X server links to /usr/X11R6/bin/XFree86:

a. Edit the /etc/X 11/XF86Config-4 file by adding the following line to the
ServerLayout section:

InputDevice “mousel" ”SendCoreEvents"

b. Add anew Input Device section below the existing Input Device section:

Section “Input Device”
Identified “Mousel"
Drive "mouse"
Option “Protocol” “IMPS/2"
Option "Device" “/dev/mouse”
Option “ZaxisMapping” “4 5"
EndSection

3. If the X server links to/usr/X11R6/bin/Xwrapper or /usr/X11R6/bin/XF86_SVGA,
edit the /etc/X11/XF86Config file and add a new section, as follows:

Section “Xinput”

SubSection “mouse”
DeviceName “USB mice”
Protocol “imps/2"
XAxisMapping ”4 5"
Port “/dev/input/mice”
AlwaysCore

EndSubSection

EndSection

4. Refreshthe X server. After you make and save all the changes to the XF86Config
(orXF86Config-4) file, press[CTRL] [ALT] [BkSp] to restart the X server and
have the new settings take effect. If this does not work, type startx in text mode or
reboot the host system.
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Appendix I.
Specifications

Function

Specification

Processor SOC

32 bit 266 MHz

400 MIPS MMU

16K I-Cache

16K D-Cache
CPU Memory 32MB PC-133 MHz SDRAM
Flash 16 MB; 16 bit

Frame Grabber

AMI Proprietary Hardware Assist Engine for
Faster Console Redirection
A. Compression Method:
- Hardware + Software Combination
B. VGA Capture Screen Resolution:
- 640 x 480
- 800 x 600
- 1024 x 768

Frame Memory

8MB; 32 bit SDRAM (Standard)
16 MB (Option for OEMSs)

VGA Controller

ATI RAGE XL; 8 MB 32 bit SDRAM with DVI
output
PCI 2.2 32 bit; 66 MHz

Ethernet LAN

10/100 Mbit SOC Integrated

USB Mouse/KB Controller

USB 1.1 Device Controller

USB CDROM Controller

USB 2.0 Device Controller

USB Floppy Controller

USB 1.1 Device Controller

USB Hub 12C Controller

USB 2.0 Hub

Modem + DAA

Plug In Socket Modem - 56K

Hardware Monitor

PCI Voltages
Card Internal Voltages
Temperature

RTC

Time Clock Chip + Lithium Coin Cell

Power Supply

PCI 3.3V

PCI 5V

Wall Adapter - 6V; 2.5A
900ma/hr Lion battery
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Function Specification
Serial Ports (x 3) Debug Port
RS-485
1 External
Form Factor Half Size Standard PCI Card
Debut Support Jtag ICE
Power Consumption 15W (max)
Weight 128g
Dimensions 18.77 x 12.67 x 0.21cm
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