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PVID VID
VLAN VLAN VLAN table VID
1 802.1Q VLAN VLAN PVID 1
PVID VID VLAN
PVID=1
tag-unaware
tag-aware
tag
485
802.1Q tagging  untagging tagging
VID priority VLAN
VLAN
VLAN 802.1Q
untagging 802.1Q tag
802.1Q VLAN tag untagging
802.1Q VLAN PVID
Untagging 802.1Q 802.1Q
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4.8.6 IngressFiltering
ingress port e
VLAN ingressfiltering enabled
VLAN
VLAN
VLAN
VLAN
VLAN PVID
VID tagging port
VLAN VID
ingressfiltering VLAN
4.9 Broadcast
Broadcast
49.1 Broadcast Storm

Broadcast storm
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VLAN

49.2 Segmenting Broadcast Domains

VLAN broadcast domain
VLAN

49.3 Eliminating Broadcast Storms

SNMP SNMP agent
rising threshold

falling threshold SNMP

SA4408M F 100Mbps 1000Mbps

128,000 128K pps
SNMP
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4.10 Multicasting
Multicasting
4.10.1 Multicast Group
IPv4 unicast multicast broadcast
subnetwork
multicast packet group
member
4.10.2 Multicast Addressing
D IP D IP multicast group D
IP 4 “1110" 28 “ ID multicast
group ID " D IP IANA Internet Assigned NumbersAuthority
224.0.0.1 224.0.0.255 routing protocol
low-level topology discovery or maintenance protocol
239.0.0.0 239.255.255.255 local site administrative
applications
Internet Internet-wide applications D IP
“al routers on this subnet” “a|DVMRP routers’
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41031GMPV1 V2

joining leaving multicast group IGMP
IP IGMP
IGMP |GMP packet
LGMP Message Format
Octets
0 B 16 3
Type Response Time. Checksum
Group Addreas {all zeros if this ia a query}
4 5IGMP
host join multicast group leave
. IGMP* report
. report —IGMPV1
. “ leave " report ——IGMP
V2
Multicast routers IGMP IGMP queries (
224.0.0.1)

query message TTL 1
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report
particular interface
IGMPV2 IGMPV1 LAN
multicast querier
group-specific querymessage IP lowest | P address
guerier latency
IP particular group ID report IGMPV3 IGMP
IGMPV2
leave group message group-source |eave message
| S4408MF
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Console
S4408MF console management interface
TCP/IP
TELNET
5.1
1 VLAN
2 IP IP
3.
4, Internet
5. IP MAC
) VLAN P

VLAN VLAN
6. ,
7.

SA408MF  SpanningTree
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52
Console RS-232C VT-100
Windows95/98/2000 PC S4408M F
“ Console’
Baud rate; 9,600
Data width: 8 bits
Parity: none
Stop bits: 1
Flow Control none
Console
==
L
Iangipe ™
5-1 Console
Windows95/98/2000 “ " " Hypertrm.exe” ,
_> 13 ” 13 111 _> 13 ” _>
9600" 8 1
* ENTER”
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Telnet P
Telnet VT-100
Telnet
15
Console
IP
521
Console 5-2
admin password
"switch”
! [14 Sll [14 Sll
Console 5-3
1 Switch# " configure”
2 Switch(config)# " user”
3 "useradd tp” "tp”
4 ” password” "enteragain”
5 "accesslevel”
Adminitrator  ( ) Normal User 15
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T
A D B WD I W

D] | 5] 5] o7

=loix

Login:
Login:
Lagimn:
Login:
Lagin:
Login:
Login:
Ly
Login:
Lagin:

Logim-admin
Password:

SwitchE_

s Wl ekl SO0 T maw (W7

5-2 CONSOLE

42
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T
A D B WD I W

D] | 5] 5] o7

Lagin:
Login:
Lagin:
Login:
Login:
Lagin:

Login:adein
Password:

Swi tchconf igure

username: tp
password;
enleragain;
accesgleve] 115
User add swccessful
Swmitchlconfigli_

Swi tehiconf 1g ) buseradd

(T S0 e o esL

CEEGL R N W

5-3

Telnet
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H# (menu) ERRE #EA FE
{ Administrator) ({Normal User)
wm
FrfiE Read/Write Yes, read only.
[ & 2 ReadWrite Yes, read only.
B0 1 R F0RS B AT R« Community ReadWrite Yes, read only.
Strings and Trap Stations !
FEEHE ( Firmware ) 0 X & ReadMWrite Yes, read only.
(Zonfiguration Files @
A E® (User Accounts Management )
R EH R ReadWrite No
e il Read/Write No
LR Read/Write Yes, (Ping Test); &1 read only
S B E ReadWrite No
W s R Read/Write Mo
5.2.2 IP
SA408MF Console
I= IP Telnet Web  Web
VLAN 1 Supervian
1P
Supervian
I=
1 Switch# "configure”
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Console S4408M F (V1.0)
2 Switch(config)# subvlan
3 subvlan  vid vid 1 subvlan
3 Switch(config)# supevlan
4 "ipaddress’ IP
supervian
5 4
== E ]
TME WD 8 W0 RED S
Ole| o8] o) o .
St tehlconfig)l
Switchiconfig
Switchiconfiglh
Switehiconfig )l

Swilch :ml’ig!l
Switchiconfig)h
gwitchiconfig)®
wilehiconfigln
Switchiconfialk
Switchlconfiglh
Switchiconfig)®W
Switchiconfiolk
Switchlconfig)h
Switchlconfig)l
Switehiconfig l
Switchlconfigli
Switchlconfig )l

Switehiconliglh

Switchliconfig)subvlan id 1 vid L

sub ned interface 1°s wlan ID is 1,

SwilchiconfiglBsupervlan 1d 1 ipaddress 192 168 .32 11 ma=k 255 755,255 8 subvlan

1 name nol

Bind ¥lan successful .

Switehiconfiglh :|
[Er s Bl eooanr [0 [ e W1 .
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Supervlan  IP 192.168.32.249 255.255.255.0 subvlan 1D
Telnet CLI

5.3CLI

531

console
Tab Tab
sh Tab show

CTRL-n

CTRL-p

CTRL-b

CTRL-f

CTRL-d

CTRL-z exit

-more-

532

1 ?1 “ ”
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<cr>
Switch#set po
“ set po” e
port
set port
13 ?!
<String> <1-8/al> port list
533
“ tab” “ tab”
Switch(config)#s
save snmp-server spanning-tree subvlan
supervian
‘g “ tab” ‘g
13 S"
‘g p * tab” spanning-tree
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Switch(config)#spanning-tree

534

535

5.3.5.1 help

help
SA408MFCLI

Switch#help

Help may be requested at any point in acommand by entering a question mark '?.

If nothing matches, the help list will be empty and you must backup until entering a'?

shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g. ' show ?) and
describes each possible argument.

2. Partial help is provided when an abbreviated argument is enteredand you want
to know what arguments match the input(e.g. 'show pr?.)

Switch#
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5352 disable
disable <0-15>
15
15 10 “ rcommand”
10
“ enable " enable
<0-15> 0-15 0
Switch disable0
Switch>
5.35.3 enable
enable <0-15>
15
CLI
<0-15> 0-15 15

Switch enable 15
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Login
Password:
Switch
5.35.4arp
ARP
1. arpip <A.B.C.D> mac-addr < HH:HH:HH:HH:HH:HH >
2.noarpip<A.B.C.D>
3.noapal
1 ARP
2 ARP
3 ARP
<A.B.C.D> IP IP
supervlan ip <HH:HH:HH:HH:HH:HH > MAC

Switch(config)#arp ip 192.168.32.100 mac-addr 00:20:34.€2:56:f4
Successfully add arp entry.

Switch(config)#

Switch(config)#no arp ip 192.168.32.100

Successfully delete arp entry.

Switch(config)#

Switch(config)#no arp all

Successfully clear al arp entries.

Switch(config)#
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5.3.5.5 clock

show

set clock <yyyy-mm-dd-HH-MM-SS>
<yyyy-mm-dd-HH-MM-SS>

Switch#set clock 2003-7-9-13-26-9
Successfully set date and time.
Switch#

Switch#tshow clock
Current datetime is :2003-7-9-13-26-40
Switch#

5.3.5.6 hostname

hostname
hostname <name>

<name> 128

Switch<config>#hostname test-switch
Host name set to test-switch

51



TCLKEE
W o® & & S4408M F (V1.0) Console

test-switch #show hosthame
Host nameis : test-switch
test-switch #

5357 save

save

configure

Switch<config>#save
Save current configure to NVM is processing,Please wait.. #HHHHHHHHHHHHHHH

Switch<config>#

535.8 reset

reset

configure

Switch<config>#r eset

Device resetted. Please connect again.
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5359 resettodefaults
resettodefaults
configure

Switch<config>#r esettodefaults

Device reset to default. Please connect again.

5.3.5.10
baud rate
console
1. baud rate <2400]|9600|19200|38400>
2. no baud
1 console 2 console

<2400]9600]19200|38400> console

38400

Switch#configure
Switch(config)#terminal
Switch(con-term)# baud rate 9600
Baud rate is set to 9600
Switch(con-term)#

38400
2400 9600 19200
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length
console
1.length <20-40>
2.no length
1 console 2 console
25
<20-40> console 20-40
Switch(con-term)# ength 20
Terminal length is set to 20
Switch(con-term)#
width
console
1.width <60-80>
2.no width
1 console 2 console
80
<60-80> console 60-80

Switch(con-term)# width 70
Terminal width isset to 70
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Switch(con-term)#

Switch#show terminal
Terminal baud rate is 9600
Termina width is 70
Terminal length is 20
Switch#

5.3.5.11 ping

Dos ping
ping <A.B.C.D> [1-65535]
<A.B.C.D> IP [1-65535] ping

Switch#ping 192.168.32.166 5
Sending 5, 56-byte ICMP Echosto 192.168.32.166, timeout is 5 seconds:

5 packets received.
Switch#

5.3.5.12ip route

1. ip route dest <A.B.C.D> mask <A.B.C.D> nexthop <A.B.C.D> attribute [name
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<routername>][hardware][gate]
2. noip route <A.B.C.D>

dest <A.B.C.D> mask <A.B.C.D>
Nexthop <A.B.CD> IP
<routername> Hardware gate
2
| ip supervlan

1
Switch(config)#ip route dest 202.106.0.0 mask 255.255.255.0 nexthop 192.168.32.254 attribute
Successfully configure ip route table.
Switch(config)#
Switch(config)#no ip route 202.106.0.0
Successfully delete ip route table.
Switch(config)#

Switch#show ip route

khkkkkhkkhkkhkkhkkhkkhkhkhkhkhkhhkhkhkhhkhhkhhhhkhkhhhhhkhhhkhkhkhhhhkhhhhhhhhhhkhhdhdhhhhkhkhhdkdhrxxxx*x

*HW/SW -> HW:hardware SW:software un:unkown *
*|f(interface) -> 427 system interface *
*Type -> un:unkown iv:invalid dir:direct indir:indirect *

*|earn-> un:unkown net:netmgmt *

*Dyn(dynamic) -> y:yes n:no *

khkkkkhkkhkkhkkhkhkkhkhkhkhkhhkhkhkhkhhhhhhhkhkhkhkhhhhhhhkhkhkhhhhhhhkhkhkhhhhhhhhddhddhkhkhhkhkddrxxxx*x

RouteEntry NextHop Metric HW/SW If Type Learn DynAge(s)
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127.0.0.1/32 127.0.0.1 0 SW 427 dir locd y 292
192.168.32.0/24 192.168.32.13 0 SW 427 dir loca y 293
192.168.33.0/24 192.168.33.111 0 Sw 1 dir locd y 281
192.168.33.254/32 192.168.33.111 0 SW 1 dir un y 41
202.106.0.0/24 192.168.33.254 1 SwW 1 indir un n 41
Switch#

2
Switch(config)#ip route dest 0.0.0.0 mask 0.0.0.0 nexthop 192.168.35.11 attribute ?

name The ip route table entry name

hardware Configure the route entry to hardware

gate Configure the route entry as gateway

<Cr>

Switch(config)#ip route dest 0.0.0.0 mask 0.0.0.0 nexthop 192.168.32.11 attribute name gg
hardware gate ?

<Cr>

Switch(config)#ip route dest 0.0.0.0 mask 0.0.0.0 nexthop 192.168.35.11 attribute name gg
hardware gate

Successfully configure ip route table.
Switch(config)#
show RouteEntry ~ 0.0.0.0/0

5.35.13 tftp server

“ tftpip” tftpserver IP
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Console

tftpip <A.B.C.D>
tftp server

<A.B.CD> tftpserver IP

Switch(config)#tftp ip 10.1.1.8
Successfully set TFTP address.
Switch(config)#

5.3.5.14 download

download filename <filename> <filetype>
tftp tftp server
<filename> <filetype>

application configuration

Switch<config>#download filename switch.z application

Download file.Please wait

download

5.3.5.15 upload

upload

upload configfile <filename >
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tftp tftp server

<filename >

Switch<config>#upload configfile “c:\switch\vxworks.z”
Switch<config>#

5.3.5.16 exit Ctrl+z

exit

Switch(config-if)#exit
Switch(config)#exit
Switch#

Ctrl+z

Switch(config-if)#
Switch#
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5.3.6

536.1

useradd <username>
“ useradd” “ mo mo ”
15
<username> 26

0 15 15

Switch<config>#useradd “ user”
password:

enteragain:

accesslevel:15

User add successful
Switch<config>#

Switch#show user
User name Password Access level Property

user user 15 0
Switch#
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53.6.2

userdel ete <username>

<username>

Switch<config>#user delete “user”
User delete successful
Switch<config>#

53.6.3

password

“ password’

Switch<config>#passwor d
ol dpassword:

newpassword:

enteragain:

Password change successful.
Switch<config>#
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537
set port <portlist |all> +
“1 02 “1 2 4 6
13 all!!
Switch#set port
<String> <1-8/al> port list
53.7.1
set port <portlist |all> disable
<portlist [al> “1 “1 2 4
6" “al”

Switch#set port al disable
Successfully shutdown ports.
Switch#

5372
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set port <portlist |all> enable

<portlist |all>

Switch#set port al enable
Successfully enable ports.
Switch#

53.7.3

set port <portlist |all> storm-weaken broadcast enable
<portlist |[all>
6" “al”

Switch#set port 5-8 storm-weaken broadcast enable
Successfully enable ports' broadcast.
Switch#

“ 1 211

“1 2 4
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show port storm-weaken
Switch#show port stor m-weaken
Port PauseFlood Broadcast Multicast Rate
1 disable disable enable disable 1000
2 disable disable enable disable 1000
3 disable disable enable disable 1000
4 disable disable enable disable 1000
5 disable disable enable disable 1000
6 disable disable enable disable 1000
7 disable disable enable disable 1000
8 disable disable enable disable 1000
Switch#

set port <portlist [all> storm-weaken broadcast disable

<portlist |al> “1 2 “1 2 4

6" “al”
1 8 8

Switch#set port 5-8 storm-weaken broadcast disable

Successfully forbidden ports' broadcast.

Switch#
show port storm-weaken

Switch#show port stor m-weaken
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Port Pause Flood Broadcast Multicast Rate
1 disable disable disable disable 1000
2 disable disable disable disable 1000
3 disable disable disable disable 1000
4 disable disable disable disable 1000
5 disable disable disable disable 1000
6 disable disable disable disable 1000
7 disable disable disable disable 1000
8 disable disable disable disable 1000
Switch#
set port <portlist [all> storm-weaken flood enable
<portlist |all> ‘1 4
6" “al”
8 8

Switch#set port 7-8 storm-weaken flood enable
Successfully enable ports' flood.

Switch#
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show port storm-weaken

Switch#show port stor m-weaken
Port Pause Flood Broadcast Multicast Rate
1 disableenable disable  disable 1000
2 disableenable disable  disable 1000
3 disableenable disable  disable 1000
4 disableenable disable  disable 1000
5 disableenable disable  disable 1000
6 disabledisable disable  disable 1000
7 disableenable disable  disable 1000
8 disableenable disable  disable 1000
Switch#

set port <portlist [all> storm-weaken flood disable

<portlist |al> “1 2 “1 2 4

6" “al”
8 8

66

Switch#set port 7-8 storm-weaken flood disable

Successfully forbidden ports' flood.

Switch#

show port storm-weaken

Switch#show port stor m-weaken
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Port Pause Flood Broadcast Multicast Rate

disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
Switch#

0 N o 0o b~ WN PP

set port <portlist |all> storm-weaken multicast enable

<portlist [all>

disable
disable
disable
disable
disable
disable
disable
disable

1 a”n
1 8

1000
1000
1000
1000
1000
1000
1000
1000

Switch#set port 7-8 storm-weaken multicast enable

Successfully enable ports multicast.

“ 1 211

“1 2 4
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Switch#
show port storm-weaken
Switch#show port stor m-weaken
Port Pause Flood Broadcast Multicast Rate
1 disable disable disable enable 1000
2 disable disable disable  enable 1000
3 disable disable disable  enable 1000
4 disable disable disable  enable 1000
5 disable disable disable  enable 1000
6 disable disable disable  enable 1000
7 disable disable disable  enable 1000
8 disable disable disable  enable 1000
Switch#
set port <portlist |all> storm-weaken multicast disable
<portlist |all>
6" “al”
1 8 8

68

Switch#set port 7-8 stor m-weaken multicast disable
Successfully forbidden ports' multicast.

Switch#

show port storm-weaken
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Switch#show port stor m-weaken

Port Pause Flood
disable disable
disable disable
disable disable
disable disable
disable disable
disable disable
disable disable
disable disable
Switch#

0o N o o0~ WN PP

pause

pause

set port <portlist |all> storm-weaken pause enable

<portlist [al>

Switch#set port 7-8 storm-weaken pause enable

Broadcast Multicast

disable disable
disable disable
disable disable
disable disable
disable disable
disable disable
disable disable
disable disable
pause

Successfully enable ports' pause.

Switch#

1 a”n

Rate
1000
1000
1000
1000
1000
1000
1000
1000

“ 1 211

“1 2 4
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show port storm-weaken
Switch#show port stor m-weaken
Port Pause Flood Broadcast Multicast Rate
1 disabledisable disable  disable 1000
2 disabledisable disable  disable 1000
3 disabledisable disable  disable 1000
4 disabledisable disable  disable 1000
5 disabledisable disable  disable 1000
6 disabledisable disable  disable 1000
7 enabledisable disable  disable 1000
8 enabledisable disable  disable 1000
Switch#
pause
set port <portlist [all> storm-weaken pause disable
<portlist |al> “1 2 “1 2 4
6" “al”

70

Switch#set port 7-8 storm-weaken pause disable
Successfully forbidden ports' pause.
Switch#

show port storm-weaken
Switch#show port stor m-weaken
Port Pause Flood Broadcast Multicast Rate
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1 disabledisable disable  disable 1000
2 disabledisable disable  disable 1000
3 disabledisable disable  disable 1000
4 disabledisable disable  disable 1000
5 disabledisable disable  disable 1000
6 disable disable disable  disable 1000
7 disabledisable disable  disable 1000
8 disable disable disable  disable 1000
Switch#
set port <portlist |all> storm-weaken flow rate <1-65535>
<portlist |all> ‘1 4
6" “al” <1-65535>
1
1 8 1 8

Switch#set port 7-8 storm-weaken flow rate 100

Successfully set ports' rate.
Switch#

show port storm-weaken

Switch#show port stor m-weaken
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3

disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
disable disable disable
Switch#

0 N o 0o b~ WN PP

5374

Pause Flood Broadcast Multicast

disable
disable
disable
disable
disable
disable
disable
disable

set mirror status <disable|l2[I3>

<disable]l2)I3>

Switch#tset mirror status disable

Successfully set mirror mode.
Switch#

72
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set mirror port <1-8> mode <nonelegresslingressiall>

<1-8> 1-8 <nonelegressfingressjal >

Switch#set mirror port 2 mode ingress
Port(s) 2 mirror mode set to ingress.
Switch#

set mirror monitor <1-8>

<1-8> 1-8

Switch#tset mirror monitor 2
Port mirror to port 2.
Switch#

port
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show port mirror

Switch#show port mirror

Port  Mode Destination
1 none NULL
2 egress 2
3 none NULL
4 none NULL
5 none NULL
6 none NULL
7 none NULL
8 none NULL
Switch#
5.3.8 VLAN

5381 VLAN

vlan vlan vian

vlan

Switch#vlan
Switch(vlan)#
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VLAN

VLAN

create <1-4094> attribute [name <vlanname>] [eport <portlist> ] [fport <portlist>] [uport

<portlist>]
VLAN ]
<1-4094> vlan VID <vlanname>
vlan ‘o [eport <portlist> ] “XX-XX"
“oxx” , [fport <portlist>]
“XX-XX" “oxx” [uport <portlist>]
tag “XX-xx" “oxx”

Switch(vlan)#create 2 attribute name vlan2 eport 1-4 uport 1-4
Successfully create vian.

Switch(vlian)#

VLAN

vlan ,  exit vlan

abort

Switch(vlan)#abort
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Switch#

VLAN

vlan

apply

Switch(vlan)#apply
Successfully apply vlan entries.
Switch(vlian)#

VLAN

vlan
delete <1-4094>
<1-4094> vlanid

Switch(vlan)#delete 2
VLAN 2 was deleted.
Switch(vlan)#

VLAN

vlan

76
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exit
Switch(vlan)#exit
Switch#
VLAN
vlan
reset

Switch(vlian)#r eset
Switch(vlan)#

5.3.8.2 supervian

> (SuperVLAN)
(SuperVLAN)

(SuperVLAN)

7
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sub_VLAN IP
3
B B
> (SuperVLAN)
ARP
supervlan,subvlan,vlan vlian supervlan

vlan
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SuperVlan,SubVlan,Vlan

subvlan

subvlan vlan id

1. subvlan id <1-16> vid <1-4094>
2. nosubvlanid <1-16>

subvlan VID

subvlan ID
<1-16>

subvlan <1-4094>

vlan id vlan no subvlan

2 subvlan  vlan id

Vlan 1D
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1 subvlan vlan

2 subvlan supervlan

Switch<config>#subvlan id 1 vid 1
Sub net interface 1'svlan ID is 1
Switch<config>#no subvlan id 1
Sub net interface 1 has been released
Switch<config>#

supervian

supervilan  IP supervlan  ip supervian
vlan
1. supervlan id <1-16> ip <A.B.C.D> mask<A.B.C.D> subvlan <vlanlist>

name[ supervlanname]
2. no supervlanid <1-16> ip <A.B.C.D>

supervian supervian IP supervian
id supervian subvlan 2 supervlan ID
P
<1-16> supervlan ID , 16 ip<A.B.C.D> supervlan ip ,
mask <A.B.C.D> supervlanip
<vlanlist> supervlian subvlan 1-2,3 [supervianname]
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supervlian “on
1
1 supervlan subvlan
2 supervlan supervlan ip

Switch<config>#supervlan id 1ip 10.1.1.1 mask 255.0.0.0 subvlan 1-2 name “example”
Successfully bound vian.

Switch<config>#no supervianid 1ip 10.1.1.1

The vlan bind has been released.

Switch<config>#

5383 VLAN

vlian
set port <portlist|all> priority <0-7>
<portlistjall> “1 2 “12 4 6
“al” <0-7>

Switch#set port 1-5 priority 3
Successfully set 802.1p priority.
Switch#

show port priority
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Switch#show port priority
port priority
1 3
2 3
3 3
4 3
5 3
6 0
7 0
8 0
Switch#
539 STP
539.1
STP

set port <portlistall> spanning-tree enable

“ 1 211 “ l 2 4 6” 1 a] I ”
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Switch#set port 1-8 spanning-tree enable
Successfully enable ports' stp protocol.
Switch#

set port <portlist|all> spanning-tree disable

@ 1 211 1 1 2 4 6”

Switch#set port 1-8 spanning-tree disable
Successfully forbidden ports' stp protocol.
Switch#

STP
1. set port <portlistjall> spanning-tree cost <1-65535>
2. no set port <portlist|all> spanning-tree cost
1 STP 2

1000Mbps 4
<portlistlal>
“dl” <1-65535>

1 a”n

1 1 2!1

“12 4 ¢

83



TCLKEE
W o® & & S4408M F (V1.0) Console

Switch#set port 1-8 spanning-tree cost 100
Successfully set ports' stp cost.
Switch#
show spanning-tree interface
Switch#show spanning-tree ether net
Designated root priority:8, address:80:00:00:0c:fe:00
Ethernet 1 is Forwarding.
Port path cost 100,Port priority 128.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:1,path cost:0.
Ethernet 2 is Forwarding.
Port path cost 100,Port priority 128.
Designated bridge priority:8,address:80:00:00:0c:fe: 00.
Designated port:2,path cost:0.
Ethernet 3 is Forwarding.
Port path cost 100,Port priority 128.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:3,path cost:0.
Ethernet 4 is Forwarding.
Port path cost 100,Port priority 128.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:4,path cost:0.
Ethernet 5 is Forwarding.
Port path cost 100,Port priority 128.
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Designated bridge priority:8,address.80:00:00:0c:fe:00.
Designated port:5,path cost:0.

Ethernet 6 is Forwarding.

Port path cost 100,Port priority 128.

-- More --

Switch#no set port 1-8 spanning-tree cost
Successfullly set port path cost to default.
Switch#

Switch#show spanning-tree ether net
Designated root priority:8, address:82:35:00:40:47:00
Ethernet port 1's stp is disable.

Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 2's stp is disable.

Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 3's stp is disable.

Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 4's stp is disable.

Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 5's stp is disable.
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Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 6's stp is disable.
Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 7's stp is disable.
Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 8's stp is disable.
-- More --

STP

STP
1. set port <portlistjall> spanning-tree port-priority <0-255>
2. no set port <portlistal|> spanning-tree port-priority
2 0 255

<portlistlal> “ 12
“al” <0-255>

Switch#set port 1-3 spanning-tree port-priority 10
Successfully set ports' stp priority.
Switch#
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show spanning-tree interface
Switch#show spanning-tree ether net
Designated root priority:8, address:80:00:00:0c:fe:00
Ethernet 1 is Forwarding.
Port path cost 4,Port priority 10.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:1,path cost:0.
Ethernet 2 is Forwarding.
Port path cost 4,Port priority 10.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:1,path cost:0.
Ethernet 3 is Forwarding.
Port path cost 4,Port priority 10.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:1,path cost:0.
Ethernet 4 is Forwarding.
Port path cost 4,Port priority 128.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:4,path cost:0.
Ethernet 5 is Forwarding.
Port path cost 4,Port priority 128.
Designated bridge priority:8,address:80:00:00:0c:fe:00.
Designated port:5,path cost:0.
Ethernet 6 is Forwarding.
Port path cost 4,Port priority 128.
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-- More --
no
Switch#no set port 1-3 spanning-tree port-priority
Successfully set port priority to default.
Switch#

Switch#show spanning-tree ether net
Designated root priority:8, address:82:35:00:40:47:00
Ethernet port 1's stp is disable.

Port path cost 10,Port priority 10.
Designated port is 0,path cost:0.
Ethernet port 2's stp is disable.

Port path cost 10,Port priority 10.
Designated port is 0,path cost:0.
Ethernet port 3's stp is disable.

Port path cost 10,Port priority 10.
Designated port is 0,path cost:0.
Ethernet port 4's stp is disable.

Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 5's stp is disable.

Port path cost 10,Port priority 128.
Designated port is 0,path cost:0.
Ethernet port 6's stp is disable.

Port path cost 10,Port priority 128.
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Designated port is 0,path cost:0.
Ethernet port 7's stp is disable.

Port path cost 10,Port priority 128.

Designated port is 0,path cost:0.
Ethernet port 8's stp is disable.

-- More --
5392 STP
STP
L STP
L STP
STP

spanning-tree enable

STR,

Switch(config)#spanning-tree enable

Successfully enable spanning tree protocol.

Switch(config)#

STP

spanning-tree disable
STP
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Switch(config)#spanning-tree disable
Successfully disable spanning tree protocol.
Switch(config)#

forward-time

STP
1. spanning-tree forward-time <400-3000>
2. no spanning-tree forward-time
1 4 30
2 forward time

<400-3000> 1/100

<=2x 1
Max.Age <=2x (Forward Delay-1)
> 2% 1

Max.Age>=2x  Hello Time+1

Switch(config)#spanning-tree forwar d-time 2400
Successfully set forward delay time.
Switch(config)#

Switch(config)# no spanning-tree forward-time
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Successfully set forward delay time to default.
Switch(config)#
hello-time
BPDU
1. spanning-tree hello-time <100-1000>
2. no spanning-tree hello-time
Hello Time 1 10
BPDU 2 hello time 1S
<100-1000> 1/100
!
<=2X 1

Max.Age <=2x (Forward Delay-1)
> 2% 1

Max.Age>=2x  Hello Time+1

Switch(config)#spanning-tree hello-time 500
Successfully set hello time.

Switch(config)#

Switch(config)#no spanning-tree hello-time
Successfully set hello time to default.
Switch(config)#
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max-age

BPDU BPDU
1. spanning-tree max-age <600-4000>

2. no spanning-tree max-age

Max. Age 6 40 Max. Age
BPDU BPDU
2 max age 20S
STPmax age
|
<=2x 1

Max.Age <=2x (Forward Delay-1)
> 2% 1

Max.Age>=2x  Hello Time+1

Switch(config)#spanning-tr ee max-age 3000
Successfully set max age.

Switch(config)#

Switch(config)#no spanning-tree max-age
Sucessfully set max age to default.
Switch(config)#
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priority

1. spanning-tree priority <0-65535>
2. no spanning-tree priority
1 Priority 0 65535 2
STP priority 32768

Switch(config)#spanning-tree priority 4000

Successfully set priority.

Switch(config)#

Switch(config)# no spanning-tree priority

Successfully set priority to default.

Switch(config)#

show spanning-tree protocol

Switch#show spanning-tree protocol
Spanning tree is executing the |EEE compatible Spanning Tree protocol.
Bridge Identifier has priority 32768, address 00:40:47:00:00:00.
Configured hello time 200, max age 2000, forward delay 2000.
Current root has priority 32768, address 00:40:47:00:00:00.
Root port is 0, cost of root path isO.
Hold time: 1(s),topology change 1.
Switch#
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5.3.10

5.3.10.1 802.1x

802.1x 802.1x

802.1x

set dotlx enable
802.1x

Switch#set dot1x enable
802.1x protocol are enabled.
Switch#

802.1x

set dotlx disable
802.1x

Switch#set dot1x disable
802.1x protocol are disabled.
Switch#
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802.1x
set port <portlistjall> dot1x enable
802.1x
<portlistall> “1 2 “12 4 6
13 allll
Switch#set port all dotlx enable
Successfully enable ports' 802.1x functions.
Switch#
802.1x
set port <portlistjall> dot1x disable
802.1x
<portlistjall> “1 2 “12 4 6

“ a”n

Switch#set port all dotlx disable
Successfully forbidden ports 802.1x functions.

Switch#

5.3.10.2

radius

radius

radius

radius
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€s3326 ip
supervlan Radius id
radius
radius ip
radiusclient [P
radius client ip <A.B.C.D>
radiusclient IP supervian IP
<A.B.C.D> IP , supervian
ip
Switch(config)#radiusclient ip 192.168.32.11
Successfully set radius address.
Switch(config)#
radius client encrypt <CHAP|PAP>
radius CHAP PAP

<CHAPPAP>

Switch(config)#radius client encrypt chap
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Successfully set radius encrypting method.
Switch(config)#

radius client
radius client port authen <1024-65535>
<1024-65535>

Switch(config)#radius client port authen 1812
Successfully set radius account receive port.
Switch(config)#

radius client
radius client port account <1024-65535>
<1024-65535>

Switch(config)#radius client port account 1813
Successfully set radius account receive port.
Switch(config)#

RADIUS

show radius client

Switch#show radius client
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RADIUS client IPaddress. . ... ......
RADIUS client authentication port. . . .:
RADIUS client account port ... ........
RADIUS client encrypting method. . . ...

Switch#

radius

"radius server”

lradius server id <1-6> ip <A.B.C.D>

192.168.32.11
1812
1813

chap

radius server

port <1024-65535> secret <key> retrans <1-5> interval

<10-1000> type <authen,account,authen& account>

2. no radius server id <1-6>

1 radius server "id”  radius server
2 radius server radiusserver  ID
<1-6> server ID <A.B.C.D> SERVER IP
<1024-65535>  radius server 1812
1813 <key> 3-128 client
server <1-5> radiusclient  radius server
3 <10-1000> radiusclient  radius server server
10S <authen,account,authen& account>  server
server authentication accounting authentication and accounting

authen,account,auth& account”
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Switch(config)#radius server id 1 ip 192.168.32.100 port 1024 secret tp retrans 1 interval 100
type authen

Successfully configure aRADIUS server.

Switch(config)#

| Radius Server IP IP
1/2/3/4 5/6/7/8
Radius server 1/2/3/4
5/6/7/8
server
show radius server radius server

Switch#show radius server

Id IpAddress Port Times Interval Secret Type
1 192.168.32.100 1 3 100 tp authentication
Switch#
5311 ACL
mac ip port
M M

5.3.11.1 multicast-forwarding

1. access-list multi-forward mac-addr < HH:HH:HH:HH:HH:HH > vid <1-4094>
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memberport <portlist> cos [0-7]
2. no accesslist multi-forward mac-address < HH:HH:HH:HH:HH:HH > vid <1-4094>
1
2
< HH:HH:HH:HH:HH:HH > mac <1-4094> vlan
4094 <portlist> “ XX-XX" “oxx” [0-7] cos
0 7

Switch(config)#access-list multi-forward mac-addr 01:01:01:0f:0c:0d vid 1 member port 1-5
cos1

Successfully set static multicast cos value.

Switch(config)#

Switch#show access-list mutli-forward

********************ACCGSS|iSt multi_forward*********************

MacAddress Vid Mport Cos Type
01.01:01:0f:0c:0d 1 1-5 1 access list
Switch#

Switch(config)#no accesslist multi-forward mac-addr 01:01:01:0f:0c:0d vid 1
Successfully delete the static multicast.
Switch(config)#
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5.3.11.2 uni-forward

1. access-list uni-forward mac-addr < HH:HH:HH:HH:HH:HH > vid <1-4094> action

<forward|drop-src|drop-dst> port <1-8> attribute [cos-src<0-7>|cos-dst<0-7>]

2. no accesslist uni-forward mac-address < HH:HH:HH:HH:HH:HH > vid <1-4094>

1
2

< HH:HH:HH:HH:HH:HH >

<forward|drop-src|drop-dst>

[cos-src<0-7>|cos-dst<0-7>] Cos

1

mac port

mac

<1-4094>
<1-8>

vlan

Ccos

Switch(config)#access-list uni-forward mac-addr 01:01:01:0f:0c:0d vid 1 action forward port 1

attribute

Successfully set the static arl table.

Switch#show access-list uni-forward

*********************ACCGSS|iSt uni_forward*********************

Action

forward
forward
forward
forward

forward

MacAddress
ff-ff.ff.ff:ff-fe
Ffoff - fffF1Fff
01:01:01:0f:0c:0d
00:40:47:00:00:08
00:40:47:00:00:07

Vid Port Cos Cod Status

4094 1
1 28
1 1
1 28
1 28

0

0
0
0
0

0

0
0
0
0

static
static
static
static
static
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forward  00:40:47:00:00:06 1 28 0 0 static
forward  00:40:47:00:00:05 1 28 0 0 static
forward  00:40:47:00:00:04 1 28 0 0 static
forward  00:40:47:00:00:03 1 28 0 0 static
forward  00:40:47:00:00:02 1 28 0 0 static
forward  00:40:47:00:00:01 1 28 0 0 static
forward  00:40:47:00:00:00 1 1 0 0 static
Switch#

mac 01:01:01:0f:0c:0d  port 1
2

Switch(config)#access-list uni-forward mac-addr 01:01:01:0f:0c:0d vid 1 action forward port 1
attribute cos-src 1

Successfully set the static arl table.

Switch(config)#no accesslist uni-forward mac-addr 01:01:01:0f:0c:0d vid 1

Successfully delete the static unicast arl table.

Switch(config)#

5.3.11.3 packet-filter

“ denyu

/ ip mac
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1. aaccess-list packet-filter id <1-200> action <permit|deny>rule[....]
2. no accesdlist packet-filter id <1-200>
3 no accesslist packet-filter all
1
2
3
<1-200> <permit|deny>
inport <1-8> Ingress Physical Port Number
eport <1-8> Egress Physical Port Number
destmac <HH:HH:HH:HH:HH:HH> Destination Mac Address
destip <A.B.C.D> Destination Ip Address
dest-submask <A.B.C.D> Destination Mask Address
dest-app-port <1-65535> Destination Application Port Number
srcmac <HH:HH:HH:HH:HH:HH> Source Mac Address
srcip <A.B.C.D> Source Ip Address
src-submask <A.B.C.D> Source mask Address
src-app-port <1-65535> Source Application Port Number
1
1 ip
“ deny” ip “ permit”
2
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Switch(config)#access-list packet-filter id 1 action deny ruleinport 1

Successfully set the filter.
Switch(config)#

Switch#show access-list packet-filter

********************ACCGSS|iSt pa:ket fi|ta¢-*********************

* S=source D=destination P=permit F=forbidden E=egress |=input *
oA A A A A A KA EEEEEEEEEE KKK KKK KKK F R AR KKK KKK KKK KKK
IdAct Port MacAddress IpAddress APort
1 P 1

Switch#

Switch(config)#no accesslist packet-filter id 1

Successfully delete the filterl.
Switch(config)#

Switch(config)#no accesdlist packet-filter all
Successfully delete all the filter
Switch(config)#

5.3.12

5.3.12.1ddp
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MEMBER 5 #-

SHEEhtTER

ddp

vV V VYV VYV V

command ddp  master
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> command show ddp neighbor command
> ddp command
ddp
ddp

ddp enable

Switch(config)#ddp enable
DDP protocol are enabled
Switch(config)#

ddp

ddp
ddp disable

Switch(config)#ddp disable
DDP protocol are disabled.
Switch(config)#
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ddp

ddp domain name
ddp domain-name <name>

<name> 256 domain

Switch(config)#ddp domain-name "domainl”
DDP domain name set to domainl
Switch(config)#

ddp
ddp command
ddp master
Switch(config)#ddp master
Switch(config)#
ddp
ddp

no ddp master
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Switch(config)# no ddp master
Switch(config)#

ddp

ddp

show ddp summary

Switch#show ddp summary

DDP protocol is enable.DDP domain nameis. domainl.

Switch#

ddp

ddp
show ddp neighbor

Switch#show ddp neighbor
Device Port Mac Address
sample sy42949 00:0c:fe:00:00:e0
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5.3.12.2 cluster

cluster
cluster enable <devicename>

<devicename> 256

Switch(config)#cluster enable “manager”
Successfully set to a command device.
Switch(config)#

cluster

cluster disable

Switch(config)#cluster disable
Successfully set to candidate status.
Switch(config)#
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cluster

cluster candidate

Switch(config)#cluster candidate
Successfully set the device to candidate device.
Switch(config)#

cluster member

command member

cluster change candidate

Switch(config)#cluster change candidate
Switch(config)#

cluster
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cluster
cluster independent
Switch(config)#cluster independent
Successfully set to independent.
Switch(config)#
/
cluster / cluster member

1.cluster add <devicename>1 username <name> password <password>

2. no cluster <devicename>

cluster 1
cluster 2 member cluster
<devicename> <name>
!
1
2 command
“ admin”

; <password>

show ddp neighbor”
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Switch(config)#cluster add “devicename” username "dave" password "pass"
Successfully add a member.
Switch(config)#

cluster member
command member member command cluster
command
cluster change member name <clustername> mac-addr <HH:HH:HH:HH:HH:HH>
<clustername> 256 cluster

<HH:HH:HH:HH:HH:HH> cluster MAC

Switch(config)#cluster change member name “clusterl” mac-addr 00:02:€3:45:62:f5
Switch(config)#

show cluster summary

cluster

show cluster summary

Switch#show cluster summary
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Cluster name is:manager
Deviceis cluster Command status.
Switch#

show cluster member

cluster command

show cluster member

Switch#show cluster member
Cluster name is:manager
Deviceis cluster Command status.
Switch#

rcommand

rcommand
rcommand ulink
telnet Telnet
console
rcommand <name>

<name>

. rcommand

member

telnet
rcommand IP
rcommand

Telnet

ddp
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ddp
rcommand
A deviceA tpA tpA 1
deviceB tpB tpB 2

deviceA#
deviceA# show user
User name Password Access level

tpA tpA 15

deviceB#
deviceB# show user
User name Password Access level

tpB tpB 15
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A rcommand

deviceA#
deviceA#rcommand deviceB
login tpB

password
deviceA#deviceB#show user

User name Password Access level Property

tpB tpB 15 0

deviceA#rcommand deviceB

5.3.13 igmp

53131 igmp

ip igmp version <1|2>
igmp
]
Switch#configure

Switch(config)#interface 1
Switch(config-if)#ip igmp version 2
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Switch(config-if)#
5.3.13.2 igmp
noipigmp
igmp

Switch(config-if)#no ip igmp
Switch(config-if)#

5.3.13.3ip igmp snooping

igmp snooping

igmp snooping

aging

igmp snooping
1. ip igmp snooping aging <30-3600>
2. noip igmp snooping aging
2 igmp snooping

<30-3600> igmp snooping

Switch<config ># ip igmp snooping aging 100
igmp snooping aging time set to 100
Switch<config ># no ip igmp snooping aging
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igmp snooping aging time set to 300
Switch<config >#

alert

igmp snooping alert
1. ip igmp snooping aert enable
2. ipigmp snooping alert disable
1 aert 2 aert

Switch(config)#ip igmp snooping alert enable
Successfully enable igmp snooping alert.
Switch(config)#

igmp snooping

igmp snooping

ip igmp snooping disable

Switch(config)#ip igmp snooping disable
Successfully disable igmp snooping.
Switch(config)#
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igmp snooping

igmp snooping

ip igmp snooping enable

Switch<config ># ip igmp snooping enable
Successfully enable igmp snooping.
Switch<config >#

igmp snooping

Switch#show ip igmp snooping
IGMP snooping is enable.

IGMP snooping aging timeis 300
IGMP snooping alert is disable.
Switch#

53.14 DHCP
DHCPrelay
5.3.14.1 DHCPrelay

DHCPrelay
ip dhep relay disable
DHCPrelay
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Switch(config)#ip dhcp relay disable
Successfully disable DHCPrelay..
Switch(config)#

5.3.14.2 DHCPrelay

DHCPrelay
ip dhcp relay enable
DHCPrelay
Switch(config)#ip dhcp relay enable
Successfully enable DHCP relay.
Switch(config)#
53.14.3
DHCPrelay
ip dhcp relay refresh
SuperVian SuperVian

Switch<config ># ip dhcp relay refresh
Switch<config >#

DHCPrelay

119



TCLKEE
W o® & & S4408M F (V1.0) Console

5.3.14.4 DHCP server

DHCP Server
1. ip dhcp relay target Id <1-5> |paddress <A.B.C.D>
2. noip dhcp relay target <1-5>

DHCPrelay DHCP Server target DHCP
Server 2 DHCP Server
<1-5> DHCP server <A.B.C.D> DHCP server 1P

Switch(config)#ip dhcp relay target id 1 ipaddress 192.168.32.10
Successfully set dhep target.
Switch(config)#
Switch(config)# noip dhcp relay target 1
Successfully delete dhep target.
Switch(config)#
Switch# show ip dhcp relay

DHCP status: Disable

Dhcp Server Number:1

Server Id  IpAddress

1 192.168.32.10
Switch#

5.3.15

ES3326 rip  ospf
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53151

router protocol <NULL |rip|ospf>
<NULL [rip|ospf>

* null

e rip rip

e ospf ospf

Switch(config)#router protocol rip
Routing protocol is set to rip.
Switch(config)#

53152 OSPF

area
/ area

1. area<A.B.C.D>
2.no area
area IP 2 area
<A.B.C.D> area ip

|

1. router protocol OSPF
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2. area

Switch#configure
Switch(config)#router ospf
Switch(config-ospf)#area 10.1.1.1
Set anew area 10.1.1.1 successfully.
Switch(config-ospf)#

Switch#show ip ospf area
Areal10.1.1.1
No area summary
External AS advertisementsis allowed
SPF agorithm executed 0 times
Areahave 0ABR and O
Number of LSA 0
Area LSA Checksum Sum 0x0
Number of interfacesin thisareais 0
Switch#
Switch(config-ospf)#no area 10.1.1.1
Delete area 10.1.1.1 successfully.
Switch(config-ospf)#

networks
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1. networksip <A.B.C.D> mask<A.B.C.D> area<A.B.C.D>
2. no network ip <A.B.C.D>

IP 2 network
IP <A.B.C.D> ip supervlan  ip
Mask <A.B.C.D> ip
Area <A.B.C.D> area

Switch(config-ospf)#network ip 192.168.32.11 mask 255.255.255.0 area 10.1.1.1
Interface 192.168.32.11 was created.
Switch(config-ospf)#
show ip ospf interface
Switch#show ip ospf interface
Interface addressis 192.168.32.11, administrator statusis up
State designatedRouter
Thisinterface belong to area 10.1.1.1
Network Type broadcast , Priority 1, Transmit Delay is 1 sec
Timer intervals configured, Hello 10, Dead 40, Retransmit 5
DR(ID) 192.168.32.11, Backup DR (ID) 0.0.0.0
Interface event 3 times
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Interface Authentication type : no , Authentication ID 1
Interface Authentication key
Interface Cost 1

Switch#

Switch(config-ospf)#no network ip 192.168.32.11
Interface 192.168.32.11 was del eted.
Switch(config-ospf)#

5.3.15.3 RIP

networ k

rp
1. network <A.B.C.D>
2. no network <A.B.C.D>
P 2
<A.B.C.D> IP

S4408MF supervlan ip

Switch(config)#router rip
Switch(config-rip)#
Switch(config-rip)#network 192.168.32.11
Successfully create rip interface config table.
Switch(config-rip)#
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Switch#show ip rip interface

IpAddress Status  SendMode RecvMode
192.168.32.11 enable ripVersion2 riplOrRip2
Switch#

Switch(config-rip)#no network 192.168.32.11
Successfully delete rip interface config table.
Switch(config-rip)#

5.3.15.4 supervian OSPF

OSPF
OSPF

! OSPF OSPF

ospf interface
1. ip ospf authen <text|message-digest>
2. no ip ospf authen
IP 2

Metric AuthenticationType

0 none

OSPF

“ router protocol ospf” ,

text simplepassword message-digest
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Switch#configure
Switch(config)#interface 1
Switch(config-if)#ip ospf authen
<Enumerate> <message-digest/text> Authentication type
<Cr>
Switch(config-if)#ip ospf authen message-digest
Successfully set ospf authentication type.
Switch(config-if)#no ip ospf authen
Successfully clear ospf authentication type.
Switch(config-if)#

ospf interface
1. ip ospf authen-key-id <1-4294967295> key <key>
2. noip ospf authen-key -id
IP 2
<1-4294967295>

w o n

Switch(config-if)#ip ospf authen-key-id 1 key "pass’
Successfully set ospf authentication key.
Switch(config-if)#
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Switch(config-if)#no ip ospf authen-key-id
Successfully clear ospf authentication key.
Switch(config-if)#
ospf interface  cost
1. ip ospf cost <1-65535>
2. no ip ospf cost
IP 2 cost 1

<1-65535> dead-interval

Switch(config-if)#ip ospf cost 50
Successfully set ospf cost.
Switch(config-if)#
Switch(config-if)#no ip ospf cost
Successfully clear ospf cost.
Switch(config-if)#

dead-interval

ospf interface  dead-interval
1. ip ospf dead-interval <1-65535>
2. no ip ospf dead-interval
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2 dead-interval , 40S
<1-65535> dead-interval

Switch(config-if)#ip ospf dead-interval 30
Successfully set ospf dead interval.
Switch(config-if)#

Switch(config-if)#no ip ospf dead-interval
Successfully set ospf dead interval.
Switch(config-if)#

ospf interface hello-interval
1. ip ospf hello-interval <1-65535>
2. noip ospf hello-interval
2 , 10S
<1-65535> hello-interval

Switch(config-if)#ip ospf hello-interval 20
Successfully set ospf hello interval.
Switch(config-if)#

Switch(config-if)#no ip ospf hello-interval
Successfully clear ospf hello interval.
Switch(config-if)#
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ospf interface
1. ip ospf network <broadcast/non-broadcast/point-to-poi nt/point-to-multi point>
2. no ip ospf network
2 network
<broadcast/non-broadcast/poi nt-to-poi nt/poi nt-to-mul ti point>
broadcast Specify OSPF broadcast multi-access network
non-broadcast Specify OSPF NBMA network

point-to-multi point Specify OSPF point-to-multipoint network
point-to-point Specify OSPF point-to-point network

Switch(config-if)#ip ospf network broadcast

Successfully set ospf network type.
Switch(config-if)#
Switch(config-if)# noip ospf network

Successfully clear ospf network type.
Switch(config-if)#

ospf interface

1. ip ospf priority <0-255>
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2. noip ospf priority
2
<0-255>

Switch(config-if)#ip ospf priority 100
Successfully set ospf priority.
Switch(config-if)#

Switch(config-if)#no ip ospf priority
Successfully set ospf interface default priority.
Switch(config-if)#

ospf interface LSA
1. ip ospf retx-interval <1-65535>
2. noip ospf retx-interval
2 5S
<1-65535> retransmit-interval

Switch<config-if >#ip ospf retx-interval 8
Successfully set ospf retransmit interval.
Switch<config-if ># no ip ospf retx-interval
Successfully clear ospf retransmit intervall.
Switch<config-if >#
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Switch(config-if)#ip ospf tx-delay 3

ospf interface

LSA

1. ip ospf tx-delay <1-65535>

2. no ip osfp tx-delay

<1-65535>

1P

Successfully set ospf transmit delay.
Switch(config-if)#
Switch(config-if)# no ip ospf tx-delay

Successfully clear ospf transmit delay.
Switch(config-if)#

53.155

supervian RIP

RIP

RIP

RIP

RIP

RIP

RIP

“ router protocol rip”

1S
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1. ip rip authen mode <text/md5>
2. noip rip authen mode

IP 2

< text/md5> text simplepassword

Switch(config-if)#ip rip authen mode md5
Successfully set rip authentication type.
Switch(config-if)#

Switch(config-if)# noip rip authen mode
Successfully clear rip authentication type.
Switch(config-if)#

RIP
1. ip rip authen keyid <1-65535> key <key>
2. noip rip authen key
IP 2

<1-65535> <key>
RI P 113 ”

Switch(config-if)#ip rip authen key-id 1 key "pass’
Successfully set rip authentication key.
Switch(config-if)#
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Switch(config-if)#noip rip authen key
Successfully clear rip authentication key.
Switch(config-if)#
RIP RIP
1. iprip receive version <ripl/rip2/riplorrip2/noreceive>
2. noiprip receive version
IP ripl,rip2,riplorrip2,noreceive
1 2 1 2 2
rip
<ripl/rip2/riplorrip2/noreceive> rip rip

Switch(config-if)#ip rip receiveversion ripl
Successfully set rip receive version.
Switch(config-if)#

Switch(config-if)#noip rip receive version
Successfully clear rip receive version.
Switch(config-if)#

RIP RIP
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1. ip rip send version <nosend/ripl/riplcompatible/rip2>

2.noiprip send version

IP nosend,ripl,riplcompatible,rip2
1 1
2 2 2 rp
<nosend/ripl/riplcompatiblef/rip2> rp rp

Switch(config-if)#ip rip send version rip2
Successfully set rip send version.
Switch(config-if)#

Switch(config-if)#noip rip send version
Successfully clear rip send version.
Switch(config-if)#

5.3.16 Garp

5.3.16.1 garp
join
garp join timer
1 .set port <portlistjall> garp join-time<20-20000>
2. no set port <portlistlall>garp join-time

1 garpjoin timer 2 garp join timer

20ms
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<portlistjall> “1 2 “12 4 6
Cal” <20-20000> garp join timer
1/100 20 20000

Switch#set port al garp join-time 200
Successfully set ports garp join timer.
Switch#

Switch#no set port al garp join-time
Successfully set garp join time to default.

Switch#
leave
garp leave timer
1.set port <portlist|all> garp leave-time<60-20000>
2. no set port <portlistall>garp leave-time
1 garp leave timer 2 garp leave timer
, 60ms
<portlistjall> “1 2 “12 4 6
“oal” <60-20000> garp leave timer
/100 60 20000

Switch#set port al garp leave-time 100
Successfully set ports garp leave time.
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Switch#
Switch#no set port all garp leave-time
Successfully set port garp leave time to default.

Switch#
leaveall
garp leaveadll timer
1.set port <portlistjall> garp |eaveall-time<1000-1500>
2. no set port <portlist|all>garp leaveall-time
1 garp leaveall timer 2 garp leaveall timer
1000ms
<portlistjall> “1 2 “12 4 6
‘ol <1000-1500> garp leavedl timer
1/100 1000-1500

Switch#set port al garp leaveall-time 1200
Successfully set port garp leavea | time.
Switch#
Switch#no set port all garp leaveall-time
Successfully set ports garp leaveall time to default.
Switch#
garp show garp al
Switch#show garp port 10
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Port PortStatus JoinTime(ms) LeaveTime(ms) LeaveAllTime(ms)
10 disable 200 100 1200
Switch#

5.3.16.2

set multicast vid <1-4094> mac-addr <HH:HH:HH:HH:HH:HH>

eport<portlist> Egress port list

fport<portlist> Forbidden egress port list
status <invalid/permanent> The static multicast group status

vlan mac-addr eport fport status status

invalid
<1-4094> Vlanld vlan <HH:HH:HH:HH:HH:HH> mac
eport  <portlist> fport <portlist>
staus 2

invalid permanent

Switch#set multicast vid 1 mac-addr 01:00:5e:€2:05:02 eport 2
Successfully set static multicast to egress port.

Switch#

Switch#set multicast vid 1 mac-addr 01:00:5e:€2:05:02 fport 5
Successfully set static multicast to forbidden port.

Switch#

Switch#set multicast vid 1 mac-addr 01:00:5e:€2:05:02 status permanent
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Successfully set static multicast status.
Switch#
Switch#show multicast
Vlanld MacAddress EgressPort  Forbidden Port Status
1 01:00:5e:€2:05:02 2 5 permanent
Switch#
5.3.16.3gvrp
“ gvrp’ GVRP
gvrp
GVRP
set gvrp disable

Switch#set gvrp disable
Successfully disable GVRP protocol.
Switch#

gvrp

GVRP
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set gvrp enable

Switch#set gvrp enable
Successfully enable GV RP protocol.

Switch#
gvrp
GVRP
gvrp
set port <portlistlall>gvrp acceptableframe <all|tag>
<portlistjall>
“oal” <all[tag>
al tag .o

Switch#set port 5-8 gvrp acceptableframe tag
Successfully set gvrp port acceptable frame type.
Switch#

gvrp

gvrp

211

‘12 4 ©

139



TCLKEE
W o® & & S4408M F (V1.0) Console

set port <portlistlall>gvrp disable
<portlistjall> “1 2 “12 4 6
113 aIIH

Switch#set port 5-8 gvrp disable
Successfully forbidden ports' gvrp protocol.

Switch#
gvrp
gvrp
set port <portlistlall>gvrp enable
<portlistjall> “1 2 “12 4 6
“ g

Switch#set port 5-8 gvrp enable
Successfully enable ports' gvrp protocol.
Switch#

ingressfilter
ingress filter
set port <portlistlall>gvrp ingressfilter enable
<portlistjall> “1 2 “12 4 6
“ gl
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Switch  set port 5-8 gvrp ingressfilter enable
Successfully enable gvrp ports’ ingressfilter.
Switch

ingressfilter
ingress filter
set port <portlistlall>gvrp ingressfilter disable
<portlistjall> “ 12
“ g

Switch#set port 5-8 gvrp ingressfilter disable
Successfully disable gvrp ports' ingress filter.

Switch#
pvid
pvid
set port <portlistjall> gvrp pvid <1-4094>
<portlistjall> “1 2
“al” <1-4094> Vlan
vlian 1
|
1. vlan vlan vlan

“12 4 6

“12 4 ¢
PVID,
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2. vlan

Switch  set port 5-8 gvrp pvid 2
Successfully set ports vlan id.
Switch

gvrp
Switch#show gvrp port
Port Portld Acceptable Type Filter Status Fail Regist Last GVRP Pdu
1 1 admitAll disableenable 0 00:00:00:00:80: 3f
2 1 admitAll disableenable 0 00:00:00:00:80:3f
3 1 admitAll disableenable 0 00:00:00:00:80:3f
4 1 admitAll disableenable 0 00:00:00:00:80:3f
5 2 admitTag disabledisable 0 00:00:00:00:80:3f
6 2 admitTag disabledisable 0 00:00:00:00:80:3f
7 2 admitTag disabledisable 0 00:00:00:00:80:3f
8 2 admitTag disabledisable 0 00:00:00:00:80:3f
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5.3.17
5.3.17.1lacp
lacp
LACP

set trunk lacp disable

Switch#set trunk lacp disable
Successfully disable lacp protocol.
Switch#

lacp

LACP
set trunk lacp enable

Switch#set trunk lacp enable
Successfully enable lacp protocol.
Switch#
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Switch#set trunk lacp port 2 adminkey 5

S4408M F (V1.0) Console
adminkey
set trunk lacp port <1-8> adminkey <1-32>
<1-8> 1-8 <1-32> 1-32

Port(s) 2 are assigned to admin key 5.
Switch#

switch#show trunk lacp
LACP

Port

0 N o o B~ W N PP

enable
enable
enable
enable
enable
enable
enable
enable

switch#
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set trunk lacp port <1-8> enable
<1-8> 1-8

Switch#set trunk lacp port 2 enable
Successfully enable ports LACP.
Switch#

set trunk lacp port <1-8> disable
<1-8> 1-8

Switch#set trunk lacp port 3 disable
Successfully disable ports LACP.
Switch#

show trunk lacp
Switch#show trunk lacp
Port LACP Key Aggregator

1 enable 1 1
2 enable 1 2
3 dissble 1 3
4 enable 1 4
5 enable 1 5
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6 enable 1 6
7 enable 1

8 enable 1 8
Switch#

set trunk lacp port <1-8> rules
<srcMACldestMAClsreX ORDestM A Csrcl Pldestl PlsrcX ORDestl P>
<1-8> 1-8
<srcMAC|destMAClsrcX ORDestM A Clsrcl P|dest] PlsrcX ORDestl P>

sr*cMAC
destMAC
srcXORDestMAC
srclP

destIP
srcXORDestI P

Switch#set trunk lacp port 2 rules destMAC
Successfully link aggregator load share policy.
Switch#
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53.17.2

set trunk static port <1-8> down
<1-8>

Switch#set trunk static port 2 down
Successfully disable port static trunk.
Switch#

static
Switch#show trunk static

Port Status Aggregator

up 1
down 2
up 3
up 4
up 5
up 6
up 7
8 up 8
Switch#

N o o WODN P
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set trunk static port <1-8> up
<1-8>

Switch#set trunk static port 2 up
Successfully set port static trunk up.
Switch#

1.set trunk static port <1-8> to <1-8>

2.no set trunk static port <1-8>
1port <1-8> to

1 LACP

2 aggregator
aggregation

Switch#set trunk static port 2to 1
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bind port 2 to port 1 .
Switch#

Switch#no set trunk static port 2

Successfully clear the aggregation.

Switch#

aggregater

Switch#show trunk aggregator
1 23 456 7 8

0 N oo o B~ WN PP
1

Switch#

M M-
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WEB

WEB

Microsoft Internal Explorer 4.x

6.1
Microsoft Internal Explorer 4.x
IP 52.2 IP
6.2 WEB
URL P WEB
P 192.168.32.139 URL http://192.168.32.139 Enter
WEB
“ admin”
“ password”
apply %Ve 13 ”

save’

Link
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6 1WEB
6.2.1
‘ Base Setup”
6.2.1.1 Switch I nformation
“ Switch Information” 6-1
6.2.1.2 (Basic Switch Setup)
“ Basic Switch Setup” 6-2
IP address IP
SubNetMask
Default Gateway IP
VLAN Name VLAN1
Routing Protocol none rip ospf
IGMP Snooping
Link Aggregation
STP STP
Name SNMP MIB 1 system.sysName

Location SNMPMIB Il system.sysLocation

152



TCLRZE
WEB SA4408M F (V1.0) m ® & R

Contact SNMP MIB 11 sysContact
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6 2 Basic Switch Setup

6.2.1.3 (Serial Port Setting)

“ Serial Port Setting” 6-3
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6 3 Serial Port Setting

6.2.1.4 Port Configuration
“ Port Configuration” 6-4
8 “ Edit”
6-5
1 “ State” Enable Disable

“ Disable”
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6.2.1.5 Switch Utilities
“ Switch Utilities” 6-6

Software”
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6 6 Software Download

¢ TFTPServer IP TFTP IP
¢ imageFileName TFTP
¢ imageFile Type

4 action download
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¢ Last action status
* DIU” image File Type 6-6
6.2.1.6 Networ ks M onitor
* Networks Monitor” “ Statistics’

Port Utilization

* Port Utilization” 6-7
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6 7 Port Utiization

Port Error Packets

“ Port Error Packets’ 6-8

159



TCLRI%EE
L K W &

S4408M F (V1.0) WEB
Dropevents
Jabbers 1518 CRC
Octes 64 CRC
Collisions
Fragments 64
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6 8 Port Error Packets

Port Packet Analysis

6-9
Pkts
Pkts640ctets 64
Pkts65-1270ctets 65-127
Pkts128-2550ctets 128-255
Pkts256-5110ctets 256-511
Pkts512-10230ctets 512-1023
Pkts1024-15180ctets 1024-1518
MulticastPkts

BroadcastPkts
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6 9 Port Packet Analysis

GVRP GVRP Status

“ Status’ “ GVRP Status’ GVRP
VLAN

VID VLAN
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6.2.1.7 Factory Reset
“ Factory Reset”
“ Factory Reset”
NV-RAM TCP/IP SNMP
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6 11 Factory Reset
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6.2.1.8 Save Change
“ Save Change’
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6-12 Save Changes

flash memory Save

Configuration NV-RAM
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6.2.1.9 Restart System
“ Restart System” * Restart”
Restart
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6-13 System Restart
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6.2.2 Advances Setup
6.2.2.1 Spanning Tree
SA408MF IEE802.1D

STP Switch Settings

4.7

Apply
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14 STP Switch Settings

STP Designated Root STP MAC
Priority Priority 0 65535 0
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HelloTime Hello Time 1 10
BPDU Hello Time
Hello Time
i Hello Time Max. Age
Forward Delay Forward Delay 4 30
Max Age Max. Age 6 40 Max. Age
BPDU BPDU
|
Max. Age £ 2 x (Forward Delay - 1 second)
Max. Age = 2 x (Hello Time + 1 second)
Root Port
Root Cost
Aging Time MAC 10 ~1,000,000 300

! 1/100

STP Port Settings

6-15

Apply
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6 15 STP Port Settings

Bridge Port
Enable STP

Path Cost 1000Mbps
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Priority 0 255

Fwd Transitions

State STP

6.2.2.2 Forwarding
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6-16 Broadcast/Multicast Storm Control

/ /
IEEE802.3x |EEE802.3x
Flood Control Enable
BroadCast Control Enable
Multicast Control Enable
Rate Limit packets/s

6.2.23Q0S Configure QOS

“ QOS default priority”
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6-17 QOS default priority
QoS QoS 2
VLAN
802.1p
6.2.2.4 Mirroring Configuration
SA408MF
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Switch Mirror Mode

Mirror to Port Setting

Port

Interface Mirror Mode

L2-L3

al none

174

10Mbps

S4408M F (V1.0) WEB
Sniffer  RMON Probe
* Mirroring Configruation” 7-19

disable L2 L2-L3 disable

ingress

all

Trunk Group

“ Switch Mirror Mode’
L2

none ingress egress

egress

100Mbps
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6 18 Mirroring configuration Control

6.2.25VLAN VLAN Configuration

“ VLAN Configuration”

GVRP

GVRP 6 19 GVRP
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6-19 Switch GVRP
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6 20802.1Q VLAN Configuration
VLAN, VID =1, DEFAULT_VLAN
DEFAULT_VLAN
802.1Q VLAN VLAN
VLAN VID VID ID VLAN
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M” P U
None VLAN VLAN
M Member VLAN
32 PVID
F Forbidden VLAN
VLAN
U Untagged tag VLAN untagged
tagged tag
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IEEE802.1Q IEEE802.1Q Port Settings
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6-21 802.1Q Port Settings
802.1Q VLAN
PVID —-PVID VLAN
VLAN VIDs VLAN PVID VID
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VLAN
VLAN
Ingress Filtering — Ingress Filtering disable
VLAN
VLAN VLAN
Ingress Filtering enble
GVRP-VLAN - VLAN
Priority 6-17 QOS
6.2.2.6 Link Aggregation
“ Link Aggregation”
! S4408MF 6 8
VLAN

VLAN
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STP

STP STP

Trunk Port Parameter
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Trumk Port Parameter
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6-22 Trunk Port Parameter
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LACP
Administrator key
Administrator key 256 Administrator key
Administrator key Status link

up down

7 22 LACP

182



WEB S4408M F (V1.0)

Trunk Group Parameter

[ xMn en ESn kmw TR Wees ma

(=M= D10 0N% yem gEr S DE-AT B ¢
PR [ e 2 1

Trumk Group Farametor

Cradfl i the wakk §ivig Ao Ve ci alecr ala pheoss ol menk cireion 18
ormaris @ hrenk

Fark | =
I_'_m.'rulnl.r Crilwrin

s | ] 1o

[T i ke
6 23 Trunk Group Parameter

SA408MF

Source MAC Addr MAC
TPEStination MAC Addr MAC
Source & TPESt Ip IP

183



TCLRSS
W o B oa S4408M F (V1.0) WEB

TRUNK

Trunk Show Table
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6 24 Show Trunk Table
Trunk portl  port2 Trunk port

3 port4 Trunk
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6-25 Static Trunk Group

Trunk  “ port” “ Trunk

Group”
!

Trunk LACP 7 2
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6.2.2.7 Authentication

S4408MF 802.1x WEB+DHCP

WEB “ Authentication” Radius 8021.x WEB
Server

| DHCP+WEB 802.1x
Radius Radius Configuration

“ Radius Configuration”
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6 26 Radius Configuration
Radius server Radius client
Radius Client Account Receive Port Radius Client 1813
Radius Client IPAddress Radius Client IP IP
Radius Client Authen Receive Port Radius Client 1812
Radius Client Encrpy Method Radius Client CHAP
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PAP
Radius server Radius Server
6 Radius Server
server index Radius Server 0-5
server type Radius Server Server Authentication
Accounting Authentication and Accounting
transmit interval Radius client  Radius Server Radius Server
10s

max transmit times Radiusclient  Radius Server

TPEStination IPaddress Radius Server  |IP

receive port Radius Server radius

1812 1813

secret 3-256 Radius Server  Radius Client
802.1x Dot1x Configuration

802.1x
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6 27 802.1x configuration

Dot1x enable or disable 802.1x

Internet
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WEB SERVER WEB Configuration
DHCP+WEB
AAA module startup AAA
External Web Server Enable Object Web Server Enable Web
Server disable Web Server Web Server
Radius Client Receive Port Radius Client  Web Server Radius Client

WEB Server Receive Port WEB Server
WEB Server IPAddress WEB Server  |IP
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6 28 Web Server Settins

WEB Configuration  Dotlx Configuration
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6.2.2.8
web
vlianid vlan
Mac address mac vian mac
Port vlan
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6 29
6.2.31P IP Routing infrastructure
6.2.3.1 Subnets
6 30 “ Apply”

IF IP sw0 swi5 sw0 Supervilan
Destination IP Address IP Supervian IP
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Subnet Mask
Description
Status “ Active’ “ Notready” ;
Subsw BitMaps 256  Subvlan Supervilan Subvlan Subvlan
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Subvlan
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6 30 IP Subnet Configuration
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6.2.3.2 Static Routes
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6-31 Static Route Configuration

Destination Address IP
Subnet Mask IP
Next Hop IP IP
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Description

Use Hard-ware “yes' " no’

Is Gate- Way “yess Y no’

Status “ Active’ “ Notready”

6.2.3.3 SUbVLAN SubVLAN Configuration
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6 32 SubVLAN Configuration

subVlan VID

Subswx subvlan

6.2.3.4

6-33
TPESt Addr
Mask
Next Hop

Next Mac
iflndex
Type

Protocol

Age
Metricl
In HW
Is Static

“ local”

rip”

VTAG

7-21

Routing Table

MAC

“ O$f”

“ SUbS\IV”

subvlan  VID

802.1Q VLAN

‘ direct”

icmp”

protocol”

subVlan  VID

‘* indirect”
‘ other”

ICMP

RIP  OSPF
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6 331PRouting Table

6.2.4 RIP RIP

“ RIP" RIP RIP
6.24.1RIP RIP Configuration
6-34 RIP
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IP Address IP 6-29
IP Address MIB
Authentication Type RIP Authentication Key

noAuthenticaion RIP
simplePassword
md5 md5
Authentication Key ID Authentication Key 1 255
Authentication Key 0-16 Authentication Type
Authentication Key RIP
Authentication Type  Authentication Key RIP RIP

Send Type RIP
doNotSend
ripVersonl RIPV1 RFC1058;
riplCompatible RFC1058 RIP 2
ripVersion2 RIP 2
Receive Type RIP
ripl RIP 1
rip2 RIP 2
riplOrRip2 RIP 1 RIP 2
doNotRecieve RIP
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Default Metric IP
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1 RIP RIP 7-2
RIP /
2
supervlan
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6 34 RIPConfiguration

6.2.4.2RIP RIP Statistics

6-35 RIP MIB
Route Changes
Queries RIP
IPAddress IP 6-30 IPAddress
Bad Packets Received RIP
Bad Routes Received

Updates Sent

RIP
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6 35RIPSatistics

6.2.5 OSPFV2 OSPFv2
“ OSPFv2’ OSPF
6.2.5.1 OSPF OSPF General Paramters
OSPF
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CLF1

[ 25
iE

Router ID

Admin Status

Version OSPF

Area Border Router

AS Border Router

External LSA Count

External LSA Checksum Sum

TOS Support TOS typeof service ;

New L SA Received
External LSDB Limit
Multicast Extensions
Exit Overflow Interval

Demand Extension Support

SA408MF

S4408M F
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6 36 OSPF Genera Parameters

6.2.5.2 OSPF Areas
6-37 OSPF

ArealD

AS Option

importNoExternal: Must have a default route,does not support externals importExternal:
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Must have a default route, does support externals
importNssa: Must have a default route, supports limited externals
(NSSA:Not-So-Stubby Area RFC1587)

Route Table Updates

Border Routers

AS Border Routers

L SA Count

L SA Checksum Sum

Summary Option

Status

|
1. OSPF OSPF 6-2
OSPF /

2. area
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6 37 OSPF Area Configuration
6.2.5.3 OSPF I nterfaces
OSPF
IPAddress IP 7-30 IP Address
Area ID 7-37
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IFType broadcast nbma pointToPoint pointToM ultipoint
Admin Status OSPF

Priority (1-255)

Transit Delay (0-3600)
1S
Retransmit Interval
5S
Hello Interval (1-65535)
Router Dead Time
40S
Poll Interval  NBMA
120S
State
down
loopback
waiting
pointToPoint
TPESignatedRouter
backupTPESignatedRouter
otherTPESignatedRoute

INACTIVE

10S
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TPESignated Router IP
Backup TPESignated Router IP
Events

Authentication Type OSPF

none OSPF
simplePassword
md5 md5
Authentication Key 0-256
Authentication Key OSPF
Authentication Type  Authentication Key
OSPF
Multicast Forwarding
Blocked
Multicast
Unicast OSPF
Demand Support BOOL
Status
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6 38 OSPF Interface Configuration

6.2.5.4 Neighbor Table
7-39 OSPF
IPAddress IP
Router ID ID
Options 1 0
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Priority

State 8
down
attempt
init
two Way
exchangeStart
exchange
loading
full

Events

RetransQLen

Status

Permanence
dynamic OSPF
permanent

Hello Suppressed BOOL HELLO
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6 39 OSPF Neighbor Table
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1.
’ 2.
Telnet 1P
1P
(supervlan)
Switch(VLAN)#reset------- vlan
VLAN apply
acceslevel | S4408MF accesslevel 0—15, 15
15
acceslevel
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