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1.1
iSpirit 3026
802.1Q VLAN 802.1d ACL
RIPv1,RIPv2
iSpirit 3026 200MHz 32MB SDRAM, 24 10/100Base-T
2 1000M 10/100/1000Base-T RJ45
16Gbps, 6.6Mpps
iSpirit 3026 5 Hyper Hyper-Safety Hyper-
Management Hyper-Redundancy Hyper-Watch ) ,
Hyper OS, Console,Telnet CLI Menu Web
iSpirit 3026 1-1
Button Extend
module slot 10/100Base-T Ports
1-1 iSpirit 3026
1.2
1.2.1
S 10/100Mbps
> 10/100Mbps /
= 100M / 1000M / 10/100/1000Base-T
> CATS 140
=
> 8K ARL
= IEEE802.3X HOL Backpressure
=) 4 802.1p
> FFP
=
= 6 8
= VLAN 802.1Q tagged VLAN, 256  VLAN
> STP
> MIBII,RMON 4
24 LED
=
> IGMP
= XModem
= 802.1X
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1.2.2
1.
iSpirit 3026
100 6 Trunk group 2 Gigabit Ethernet
2.
iSpirit 3026 ARL MAC MAC
Hyper-Safety ,
3.
iSpirit 3026 Hyper-Management
Q) Console Telnet Menu CLI
(2) SNMP
(3) web
4) SNMP Bridge MIB  MIB Il Entity MIB version 2 RMON MIB
(5)4 RMON 1 2 3 9
(6) TFTP in-band
4 VLAN
iSpirit 3026 VLAN VLAN 802.1Q
1.3
iSpirit 3026 1-1
1-1
IEEE802.1d
IEEE802.3
IEEE802.3u
IEEE802.3x
IEEE802.3z
Link Aggregation IEEE802.3ad
VLAN IEEE802.1Q
UDP RFC 768,RFC 950,RFC 1071
TCP RFC 793
TFTP RFC 783
IP RFC 791
ICMP RFC 792
ARP RFC 826
Telnet RFC 854~RFC 859
SMI RFC 1155
SNMP RFC 1157
MIBII RFC 1213 & RFC 1573
Ether-like MIB RFC 1398
Bridge MIB RFC 1493
Ether-like MIB RFC 1643
RMON RFC 1757
IGMPV2 RFC 1112

10/

Proprietary MIB
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1.4
1.4.1 Port Trunking
Port Trunking
iSpirit 3026 Port Trunking Port Trunking
Port Trunking
1) Port Trunking Port Trunking
(2) Port Trunking
3) iSpirit 3026 Port Trunking Intel  Cisco Port Trunking
1.4.2 VLAN
1.VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN
(1) VLAN®
VLAN
(2) VLAN
(3)
VLAN VLAN
VLAN VLAN
2.VLAN
iSpirit 3026 Vlan
VLAN
IEEE802.1Q VLAN
VLAN IEEE802.1Q
Tagged Untagged Tagged/Untagged 802.1Q Tag header
iSpirit 3026 Tagged VLAN ID Untagged VLAN ID  VLAN ID 1 4094
256 VLAN
3.Tagged VLAN
Tagging VLAN
VLAN VLAN
Tagged VLAN VLAN
VLAN 802.1Q
4. VLAN
VLAN 802.1Q VLAN Tag 802.1Q VLAN
VLAN default VLAN
VLAN (VLAN ID)
VLAN VLAN
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5. Tagged VLAN Port-Based VLAN
Tagged VLAN  Port-Based VLAN VLAN
VLAN Untagged Port-Based VLAN

Tagged VLAN

1.4.3 STP Spanning Tree Protocol

iSpirit 3026 IEEE802.1d STP STP Bridges  Switches 802.

1d STP

(1)

(2)

STP
144 ARL

ARL Address Resolution Login iSpirit 3026

MAC arl  marl MAC arl  marl
arl  marl

15

iSpirit 3026 24 10/100Base-T RJ-45 2 LED

LED 1-2

Mode Extend 10/100Base-T Ports

Button module slot

1-2 3026

1.5.1 10/100Base-T

10/100Base-T 1-2 140
S 10Base-T RJ-45 CAT3 CAT4 CAT5 CAT5E
> 100Base-TX RJ-45 CAT5 CATS5E
(1)CAT3 CAT4 10Mbps CAT5 CATS5E 100Mbps

(2)10/100Base-T

10/100Base-T IEEE802.
3u
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IEEE802.3u
1.5.2
iSpirit 3026 100M / 1000M
100/1000Base-T 10/100/1000Base-T
1-2
100M 62.5um 1300nm 20000m
50um
100M 62.5um 1300nm 2000m
50um
62.5um 550m
1000M 50um 1300nm 550m
10um 10000m
1000M 62.5um 850nm 220m
50um 500m
Extend module
1-3
1-3 iSpirit 3026
=
=
=
iSpirit 3026
=
=
1.5.3 10/100/1000Base-T
10/100/1000Base-T 140
< 10Base-T RJ-45 CAT3 CAT4 CAT5 CAT5E
< 100Base-TX RJ-45 CAT5 CAT5E

/ 10/
1-2
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o 1000Base-T RJ-45 CAT5 CAT5E
CAT3 CAT4 10Mbps CAT5 CAT5E 100Mbps
1.54 LED
LED link
mode-LED 1-4
LINK LEDs

75 o) = i o ] )

=l ] “']T

1000Mbps

link-LED

Mode Button
DLAG LED
SPD LED

DUX LED MODE LEDs
ACT LED

1-4 3026 LED LED

ACT SPD DUPX

DIAG

LED

ACT

SPD 10 100 1000Mbps

DUPX

DIAG

2. LED
1-4 1-6 LED

1-4 LED
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1-5 LED
LED
ACT
10/100Base-T
10Mbps
100Mbps
SPD 1000Base-X GBIC
1000Mbps
10/100/1000Base-T
10Mbps _100Mbps
1000Mbps
10/100Base-T
DUPX 1000Base-X GBIC
10/100/1000Base-T
DIAG
1.6
AC UART 1-5
UART
console port
Power FAN
connector
1-5 3026
1.6.1
180 240
1.6.2
UART PC
B
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iSpirit 3026 (POST)

Bootrom
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2.1

000

000

45 113
7.6cm 3
TN

(CRCY R IS IY BV

(LY

211
POST

1) 10/100Base-T  10/100/1000Base-T 140
(2) 1000Base-X 10,000

(3)

(4)

AC

o o0 oo

e A
(6)
) 40

11
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2.2
2.2.1
(1)
(2) AC
(3) POST
2.2.2
=
=
=
19 24
19" rack mount point <—]
24" rack mount point <¢——]
2-1
19 24
(1)
(2)
(3)

2-2

12
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19 24
(1) 19
(2) 24

2-3  2-4

flat-head srews

flat-head screws

24" Configuration

t-head screws

19" Configuration

-head screws

24" Configuration

2-4

13
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2.2.3
(1)
(2)

1.

2.

14

POST

machine screws

2-5

For wall-mounting

2-6
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RJ-45

1000Base-X

2.3
2.3.1 POST
(1) AC
(2) AC
26
POST
POST
2.4
iSpirit 3026
24.1 10/100Mbps
10/100Mbps
10Base-T 100Base-TX
1) 10Base-T CAT3 CAT4 CAT5 CAT5E
100Base-TX CAT5 CATS5E
B
(2) RJ-45
(3)
(4) 1 3 10/100Mpbs
2-8 10/100Base-T
2.4.2 100Base-X
100Base-X 1000Base-X
(1) CAT5 CATSE
2-9 CATS CATS5E
(2) RJ-45
(3)
(4) 1 3 10/100/1000Base-T

RJ-45

RJ-45

LED

LED

ACT

2-8

15
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2.4.3

PC

€]
2)
(3)
(4)

2-9 SC
PC
VT100 PC Hyperterminal

PC

PC

UART 2-10
PC UART
PC Hyperterminal
PC

38400
8
1

2.5 Bootrom

251

16

Bootrom Bootrom

2-11

Lenovo Svstem Boot

Copyright 2001-2003 LegendNetworks Systems, Inc.

CPU: Motorola - MPCBEZ4]
Version: iSpiritde2¢ 1.0
Creation date: Apr 8 2004, 15:30-38

Press any key to stop auto-boot...
1

2-11
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2.5.2

@ Bootrom “ [Switch Boot]:”

Press any key to stop auto-boot...
2

[Switch Bootl:
[Switch Bootl:
[Switch Bootl:

? - print this list
@ - boot (load and go)
] - print boot params
c = change boot params
b [<n>] - show/change which boot string is active
P = dump PCI configuration space
boot device: flash tile name: flash:lenovo.d
Boot Flags: ;
0 - autoboot svstem image

BkB2 - load local system symbols
0xb4 don’t autoboot
B8 - quick auteboot (no countdown)

available boot devices:Enhanced Retwork Devices

feill flasl
[Switch Bootl:
2-12

?
@
bl<n>]
p
Cc
P PCI

2.5.3 hyper OS

[Switch Boot]: D § 2-13 1K XModem
E
IR Eibwmtre
pot; 21 1
T T a— T |
[Switch Bootl: musl MR E):
LE Imiden =]
P[;r:ss any key to stop a e | =A0 | wm |
[Switch Bootl]:
[Switch Bootl: §
serial loading.............
Warning —— Target File Exists and is Being Overwritien
Ready to REDEIVE File flash:bootimg in binary mode
gsqd_\x:{-rﬂl Control-K characters to cancel

2-13 hyper OS

2.6

17
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iSpirit 3026
1
2
3
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1.1
(Switch#) CLI
EXEC enable
Switch> enable
Password
Switch#
. VLAN1 IP

ip address <ip-address><subnet-mask>
Switch# ip address 192.168.2.3 255.255.255.0

ip gateway <gateway-address>
Switch# ip gateway 192.168.2.1

Switch# reset

Switch# reset factory

Switch# password

Password
. flash
Switch# save
. EXEC EXEC
logout
Switch# exit
. CLI TELNET

Switch# logout

Switch# cls

Switch# ping <remote-host>
IP 198.168.80.1 IP 198.168.80.72

Switch# ping 198.168.80.72

PING 198.168.80.72: 56 data bytes

64 bytes from host (198.168.80.72): icmp_seq=0. time=0. ms
64 bytes from host (198.168.80.72): icmp_seqg=1. time=0. ms
64 bytes from host (198.168.80.72): icmp_seq=2. time=0. ms
64 bytes from host (198.168.80.72): icmp_seq=3. time=0. ms
64 bytes from host (198.168.80.72): icmp_seq=4. time=0. ms
— —198.168.80.72 PING Statistics— —

5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/3/16

PING 199.168.80.72: 56 data bytes
no answer from 199.168.80.72
. 20
Switch# show history

20
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Switch# show system
1P MAC |P gateway
Switch# show switch

Switch# show console

Switch# show terminal
VLAN1 IP IP
Switch# show ip

Switch# version
TCP UDP
Switch# show connection
TELNET
Switch# clear telnet password

Switch# get time
CLI

Switch# idletime <timeout>
CLI

Switch# show idletime

Switch# set time

Switch# switchname <switch-name>

1.2

FLASH
TFTP

CLI
save

upload configuration <ip-address> <name>
ip-address PC IP
name

download configuration <ip-address> <name>

ip-address PC IP
name

PC

21
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vlan
192.168.0.
_ 192.168.0.1
_ f‘(}"———'qé TFTP Client
PC(TFTP) |
1-1 TFTP
PC PC TFTP Server
PC IP PC IP 192.168.0.2 IP
IP 192.168.0.1
PC IP IP

TFTP Server
TFTP Server TFTPD32

Sl

Basz Diectory |c:\t

Current Action |

About I

Help ]

1-2 TFTPD32
[Settings] TFTPD32
|
— Security -~ ~ Server configuration

" MNone Timeout (seconds) |3
@ Standaid Max Retransmit IB

C High Titp port Isg—
— Base Diectory
ICi'\ﬂ
e | oo |
1-3 TFTPD32

22
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‘ Base Directory” [OK]

save
PC

Switch# upload configuration 192.168.0.2 beifen

uploading configuration ......

complete

Switch#

Switch# download configuration 192.168.0.2 beifen
Do you wish to continue? [Y/N]: y

downloading configuration ......

Complete.

Switch# reset

Do you wish to continue Y N
1.3
iSpirit 3026 TFTP
1.
download image <ip-address> <name>
<ip-address> PC P <file-name> PC
2.
1
192.168.0.
—
- 192.168.0.1

B /;:qi}}//] TFTP Client
= e

P

Py

1 [
PC(TFTP) [

1-4 TFTP
TFTP Server
C:\t
1P 1P 192.168.0.2
1P 1P 192.168.0.1

23
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2 TFTP Server
TFTP Server TFTPD32

e

Basz Diectory |c:\t

Current Action |

About I

Help ]

1-5 TFTPD32
TFTP Server TFTP Server TFTP Server
[Settings] TFTPD32
" Thtpd32: Settings i ll
— Secunty——————  Server configuration
" More Timeout (seconds) |3
% Standard Max Retransmit |5
" High Thtp port Iss
— Base Directory
Ic:\l]
be Carcel
1-6 TFTPD32
“ Base Directory” [OK]
3
TFTP Server
ping
Switch#

Switch# download image 192.168.0.2 lenovo.img
Do you wish to continue? [Y/N]: y

downloading image......

Complete.

Switch#

Switch# reset

24
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MIRROR
TRUNK
STORM-CONTROL

25
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2.1

iSpirit 3026
. PORT RANGE
enable
1 2
Switch(port 1-2)# enable
. PORT RANGE
disable
1 2
Switch(port 1-2)# disable

. autonegotiate
100M
. PORT RANGE
speed <autonegotiate|half-10]full-10|half-100]full-100>
1 2 100M
Switch(port 1-2)# speed half-100

. PORT RANGE
show port <port|portl-port2>
1 2
Switch# show port 1-2

2.2 MIRROR

iSpirit 3026

MIRROR
« MIRROREGRESS
« MIRRORINGRESS
« MIRRORPORT

1.MIRROREGRESS
MIRROR EGRESS

2.MIRROR INGRESS
MIRROR INGRESS

26

10M

100M
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3.MIRRORPORT

MIRROR PORT
MIRROR mirror

1.MIRROR EGRESS PORTS MIRRIRINGRESS PORTS MIRROR PORT
2.MIRROR PORT

2.3 TRUNK

TRUNK

TRUNK
TRUNK TRUNK
TRUNK.
TRUNK TRUNK iSpirit
3026
iSpirit 3026 6 TRUNK, TRUNK 8
TRUNK
TRUNK TRUNK Rtag 1-6
1--- IP MAC
2--- 1P MAC
3--- IP MAC MAC
4---1P MAC IP
5---IP MAC IP
6---IP MAC IP

« TRUNK

« TRUNKMCAST

« TRUNKNO PORTS
« TRUNKPORTS

« TRUNK RTAG

« TRUNK

1.TRUNK

TRUNK TRUNK ID 6 TRUNK RTAG 6

/ 8 TRUNK
trunk

TRUNK ID RTAG TRUNK PORT

2.TRUNK MCAST

TRUNK TRUNK
TRUNK TRUNK

TRUNK

trunk mcast

3.TRUNK NO PORTS

TRUNK
trunk no ports <trunk_id> <port|portl-port2> [port|portl-port2] ...

27
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4. TRUNK PORTS

TRUNK
trunk ports <trunk_id> <port|portl-port2> [port| portl- port 2] ...

5. TRUNK RTAG
TRUNK iSpirit 3026 TRUNK TRUNK
trunk rtag <trunk_id> <rtag>
6. TRUNK
CONFIG show trunk trunk
Switch# show trunk
2.4 STORM-CONTROL
NIC
iSpirit 3026
DLF
iSpirit 3026 DLF STORM-CONTROL
« STORM-CONTROL
. STORM-CONTROL
1.
iSpirit 3026 broadcast rate, multicast rate, dif rate
1500 DLF
2.STORM-CONTROL
iSpirit 3026 STORM-CONFTROL storm-control
3. STORM-CONTROL
PORT RANGE STORM-CONTROL
show storm-control
2.5 separated
VLAN VLAN VALN
Separated Separated VLAN Separated
egress Separated egress VLAN
VLAN
PORT RANGE VLAN

Separated
PORT RANGE
no separated
PORT RANGE
show separated <port>

28
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2.6 jumbo frame
PORT RANGE jumbo frame
jumbo size <frame-size><port|portl-port2>
PORT RANGE
jumbo frame
show jumbo
2.7
1.mirror
, O
= = areoaaREE
S S = (== = = = [ [ |
.'r.' | ] I,I,‘.
li |
2 D
i) i
2-1 MIRROR
1 2
1 1 2
2 3
. 1
Switch# mirror
Mirror Port: 3
Egress ports_list: 1
Ingress ports_list: 1
. 2
Switch# mirror
Mirror Port: 3
Egress ports_list: 2
Ingress ports_list: 2
mirror ports, Egress ports

, Ingress ports
. show mirror
Switch# show mirror
Mirror Mode: L2
Mirror Port: 3
Egress ports_list: 2
Ingress ports_list: 2

29
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2. TRUNK
—— G g
P e EREREE
2-2 TRUNK
. 1 2 trunk 1-4

Switch# trunk
trunk_Id: 1

trunk_Rtag: 1
ports_list: 1-4

trunk

. trunk
Switch# no trunk A
A trunk_ld(0<=A<=5)

1 trunk
Switch# show trunk
TGID RTAG status Ports

0 Not_ready 0x00000000(none)
1 1 Active 0x0000000f(fel-fe4)
2 0 Not_ready 0x00000000(none)
3 0 Not_ready 0x00000000(none)
4 0 Not_ready 0x00000000(none)
5 0 Not_ready 0x00000000(none)
trunk
2 trunk vlan

30
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VLAN

VLAN VLAN VLAN
iSpirit 3026 VLAN VLAN
VLAN “

1 VLAN
2 VLAN
3 VLAN

VLAN

VLAN
VLAN
VLAN
VLAN VLAN VLAN

VLAN"

31
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3.1 VLAN
VLAN
« VLAN
« VLANID
« VLAN
« VLAN
. VLAN
« VLAN VLAN
« VLAN
1. VLAN
VLAN
VLAN VLAN
VLAN
« VLAN
VLAN
VLAN VLAN
VLAN VLAN
« VLAN
VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN
VLAN
« VLAN
VLAN
VLAN
2.VLAN ID
VLAN VLAN ID VLAN ID 0 4095 0 4095
1 4094 VLAN ID VLAN
iSpirit 3026 255 VLAN VLAN VLAN ID 1 4094
VLAN VID 0 VID
0 3-1
| DA | SA PT | DATA |
VLAN ID O
| DA SA TAG | PT | DATA
i | e | viney |
VLAN ID O
| DA SA TAG | PT | DATA
| PR1 | CFl | VID(_0) |
3-1

32
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VLAN ID VID VID 0
VLAN ID VID VID 0
3. VLAN
iSpirit 3026 VLAN 802.1Q VLAN VLAN
untagged tagged VLAN untagged tagged
VLAN VLAN VLAN
untagged tagged
VLAN untagged VLAN untagged
VLAN untagged VLAN
VLAN tagged VLAN tagged
VLAN VLAN untagged VLAN
tagged
4. VLAN
VLAN tagged VLAN
VLAN VLAN
3-2 VLAN VLAN VLAN 2 VLAN 3
VLAN VLAN 2 VLAN 3 VLAN 1
3 2 4 1 3 2 4
iSpirit 3026 iSpirit 3026
;’}7:,:"—) f VLAN
] T
o]
VLAN 3} —
— —
f i 2
]
373
3-2 VLAN
5. VLAN
. VLAN
. VLAN
VLAN
VID 0 VLAN VID
VID 0 VLAN untagged
VLAN VLAN VLAN untagged
MAC FF:FF:FF:FF:FF:FF

MAC

40 1

33
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VLAN
MAC VLAN
VLAN
VLAN
MAC VLAN
VLAN
VLAN
VLAN untagged
VLAN tagged
VID VLAN
6. VLAN VLAN
iSpirit 3026 VLAN VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN VLAN VLAN VLAN VLAN
VLAN
VLAN VLAN untagged
VLAN VLAN untagged
VLAN VLAN VLAN
untagged VLAN tagged
show vlan VLAN VLAN VLAN
show privatevlan VLAN
7. VLAN
iSpirit 3026 VLAN VLAN
VLAN iSpirit 3026 4094 VLAN 26 26
VLAN VLAN
3.2 VLAN
VLAN iSpirit 3026 VLAN
PORT RANGE
iSpirit 3026 VLAN 1 VLAN 1 untagged
VLAN
. VLAN
. VLAN untagged
. VLAN tagged
. VLAN

34
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1. VLAN
iSpirit 3026 VLAN CONFIG VLAN
vlianid VLAN VLAN VLAN
VLAN minvlanid-maxvlanid VLAN VLAN
minvlanid-maxvlanid VLAN VLAN
vlan {<vlanid> | <minvlanid-maxvlanid>}
iSpirit 3026 VLAN CONFIG VLAN
vlanid VLAN VLAN minvlanid-maxvlanid
VLAN minvlanid-maxvlanid VLAN VLAN
VLAN VLAN
no vlan {<vlanid> | <minvlanid-maxvlanid>}
VLAN VLAN VLAN
2. VLAN untagged
iSpirit 3026 VLAN PORT RANGE VLAN untagged
. VLAN VLAN untagged
untagged {<port>|<portl-port2>} [<port>|<portl-port2>] ...
. VLAN VLAN untagged
no untagged {< port >|< port 1- port 2>} [<port >|< port 1- port 2>] ...
. PORT RANGE VLAN VLAN untagged
untagged-vlan <vlanid>
. PORT RANGE VLAN
no untagged-vlan <vlanid>
VLAN VLAN untagged
VLAN untagged VLAN VLAN
3. VLAN tagged
iSpirit 3026 VLAN PORT RANGE VLAN tagged
. VLAN VLAN tagged
tagged {< port >|< port 1- port 2>} [<port >|< port 1- port 2>] ...
. VLAN VLAN tagged
no tagged {< port >|< port 1- port 2>} [<port >|< port 1- port 2>] ...
. PORT RANGE VLAN VLAN
tagged
tagged-vlan{<vlanid>|<minvlanid-maxvlanid>} [<vlanid>|<minvlanid-maxvlanid>] ...
. PORT RANGE VLAN

no tagged-vlan {<vlanid>|<minvlanid-maxvlanid>} [<vlanid>|<minvlanid-maxvlanid>] ...

4. VLAN
iSpirit 3026 VLAN VLAN VLAN
. VLAN VLAN
VLAN
show vlan [<vlanid>|<minvlanid-maxvlanid>] ...

35



4. VLAN

36

3-3

1 VLAN2 3026 2 2
Switch# vlan 2

Vlan 2 added
Switch(vlan-2)#exit
Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# vlan 2
Switch(vlan-2)# untag 2
Switch(vlan-2)# vlan 3
Switch(vlan-3)# untag 3
Switch(vlan-3)# exit

VLAN PC

VLAN PC
1 VLAN
Switch# show vlan

PORT VLAN

VLAN
VLAN3 3 3026

VLAN

|[VID [Name | Status |
|——+ +

|1 |Default VLAN 1 | Static |
|

I
|2 |vlan2 | Static |
|

I
|3 [vlan3 | Static |
|

PC VLAN
Switch# show vlan 2
Vlan 2 Port Map
(-=None, M=Tagged, U=Untagged)
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| Port Number [0]0]0[0]0[0]0]0]0]1|1[L1]|1[1]1|1]1]1]1]2]2|2]2|2]2]|2]
[ [112[3]14]5]16|7]8|9]0|1]2[3]|4|5]|6|7]8|9]0|1]2]|3]4]|5]6]
e L A o e e e e W R SR R |

| Configuration |- [ U |- |-]-[-|-1-[-|-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1

Switch# show vlan 3
Vlan 3 Port Map
(-=None, M=Tagged, U=Untagged)

| Port Number [0]0]0[0]0[0]0]0]0]1|1[1]|1[1]1[1]1]1]1]2]2|2]2|2]2]|2]
[ [112[3]14]5]16|7]8|9]0]1]2[3]|4|5]6|7]8|9]0|1]2]|3]4|5]6|
L L A o e e S N IR SR |

| Configuration |- |- U |-]-[-|-1-[-|-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1
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VLAN VLAN VLAN ID
VLAN
VLAN
1 VLAN
2 VLAN
3 VLAN
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VLAN

VLAN

VLAN

iSpirit 3026



x T )28

4.1 VLAN
iSpirit 3026 12 VLAN
VLAN
VLAN
VLAN
. VLAN
. VLAN  VLAN
. VLAN VLAN
. VLAN
1. VLAN
VLAN
VLAN
VLAN
iSpirit 3026 VLAN
VLAN
VLAN
VLAN
VLAN

VLAN

VLAN VLAN
VLAN
VLAN
VLAN VLAN
VLAN
6
VLAN
VLAN
VLAN
VLAN
VLAN
1 2
IEEEEES 5t 3026
EEEEE P
6
b

VLAN
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4-1 VLAN 1-6 10-12 VLAN 1
3 4 5 6 3 4 5 6
10 11 12 1 2 1 2 1 2
1 2 3 6 3 4 1 2
4 3 4 1 2 5 6 5 6
2 5 6 5 6 1 4
2 1 6 1 2
4-2 VLAN VLAN 1 1-3 11 VLAN
5-7 12 VLAN 1 1 2 3 2 3
11 VLAN 2 5 6 7
12 VLAN 1 1 1 1
2 3 2 3 1 2 3
VLAN 2 4 2 4 5 6 5 6
2 5 6 4 VLAN 1
2
2
Ve F
VLAN s ] VLAN 2
T e [T
/ / Ay
/ 7 \ f 8 1
EEEEEEFEEEEEE | spii sz
I e EeeeeE |/
1N, 2 3 V4 5 ﬁif""'
~L D \\‘“ﬁ—?:"iﬁi
g o0ogodg
"Eﬁ'}- ,"E?-_s" _‘=i—; — _,_=;,; ; 7P
1 2 3 4 5 6
4-2 VLAN
2. VLAN VLAN
VLAN VLAN VLAN VLAN ID
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN 10 19
VLAN VLAN VLAN 10 19
VLAN VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN VLAN 10 19
VLAN 10 19 VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN
VLAN VLAN VLAN VLAN VLAN
VLAN + VLAN + 1 4-1 VLAN
2 2 VLAN VLAN 5 2+2+1
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VLAN

3. VLAN
VLAN
VLAN
VLAN

VLAN

VLAN

VLAN

VLAN
VLAN

VLAN

VLAN
VLAN
VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN

VLAN

VLAN

untagged

show vlan
show privatevlan

4. VLAN
VLAN
VLAN

4.2

PRIVATE VLAN
iSpirit 3026

. VLAN
. VLAN
. VLAN
. VLAN
. VLAN
. VLAN

. VLAN

VLAN tagged
VLAN

VLAN

VLAN

26

VLAN

iSpirit 3026

26

VLAN
VLAN

VLAN

VLAN

VLAN

VLAN

untagged
VLAN

VLAN

VLAN

VLAN

VLAN

VLAN

VLAN
VLAN

iSpirit 3026
VLAN
VLAN

VLAN

1. VLAN

VLAN

VLAN

VLAN

CONFIG VLAN

privatevlan <group-id>

no privatevlan <

2. VLAN

CONFIG
group-id>

VLAN

VLAN
PRIVATE VLAN
VLAN

VLAN

CLI

VLAN

VLAN
VLAN

VLAN
untagged
VLAN

VLAN

VLAN

PRIVATE VLAN

PRIVATE VLAN
VLAN

PRIVATE VLAN

PRIVATE VLAN

group-id

VLAN

group-id 1 12

12 VLAN

VLAN VLAN

41
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PRIVATE VLAN VLAN VLAN
VLAN ID
vlan <min-vlanid> <max-vlanid> <primary-vlanid>

min-vlanid max-vlanid
primary-vlanid min-vlanid  max-vlanid
max-vlanid min-vlanid 26
min-vlanid max-vlanid  VLAN VLAN
VLAN VLAN VLAN
VLAN active

3. VLAN
. PRIVATE VLAN
isolate {<p>|<pl-p2>} [<p>|<pl-p2>] ...
. PRIVATE VLAN

no isolate {<p>|<p1-p2>} [<p>|<pl-p2>] ...

VLAN active
VLAN

4, VLAN
. PRIVATE VLAN
community-id
community <community-id> {<p>|<pl-p2>} [<p>|<pl-p2>] ...
. PRIVATE VLAN
no community <community-id>

1 VLAN active
2 VLAN
5. VLAN
. PRIVATE VLAN
promiscuous {<p>|<pl-p2>} [<p>|<pl-p2>] ...
. PRIVATE VLAN

no promiscuous {<p>|<pl-p2>} [<p>|<pl-p2>] ...

1 VLAN active
2 VLAN
6. VLAN
VLAN VLAN VLAN
. PRIVATE VLAN VLAN
enable
VLAN
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VLAN

VLAN VLAN

VLAN ID

VLAN
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VLAN min-vlanid max-vlanid primary-vilanid 0
VLAN VLAN VLAN < + + 1
VLAN
VLAN
VLAN
VLAN VLAN
VLAN VLAN untagged VLAN
VLAN
. PRIVATE VLAN VLAN
disable
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN
7. VLAN
CONFIG PRIVATE VLAN VLAN group-id 1 12
VLAN group-id 12 VLAN group-id
VLAN
show privatevlan [group-id]
4.3 VLAN
4-3 VLAN 1-9 VLAN 1 2
3 4 5 6 3 4 5 6 7 8
9 1 2 1 2 1 2
1 2 3 6 3 4 1 2 3 4
3 4 1 2 5 6 5 6 1 2
5 6 5 6 1 4 1 2
1 6 1 2
1 2
s d
7 8 9

Vi i il et ) i = =2 P2 R = S R
EEEEEE IEEE@| iSpirit 3026

4 5 6
~_ b <l ;,
| O 1 D||
) i £ 7o

1 2 3 4 5 6
4-3 VLAN
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Switch# private 1 vlan
Switch(privatevlan-1)# vlan 2 6 2 vlan vlan
Switch(privatevlan-1)# isolate 1-2
Switch(privatevlan-1)# community 1 3-4
Switch(privatevlan-1)# community 2 5-6
Switch(privatevlian-1)# promiscuous 7-9
Switch(privatevlan-1)# enable vlan
Switch# show privatevlan 1

Private vlan group : 1

status : active

max vlan number : 6

min vlan number : 2

primary vian number : 2

promiscuit port: 7 8 9

iSolatePort port : 1 2

community 1 port: 3 4

community 2 port: 56

1 min-vlanid max-vlanid

2 primary-vlanid min-vlanid  max-vlanid

3 max-vlanid min-vlanid 12

4 min-vlanid max-vlanid VLAN VLAN VLAN

5 VLAN VLAN VLAN

6 VLAN active vlian

7 VLAN vlan vlan + +1
8 VLAN

9 VLAN

2
r /|
g VLAN 2
T [T
e N
f/ 5
l !‘..-' 8 \‘.)
e | ispirt 3026
1 I\_‘ 2 i 3/_/ 4 \\ S’P;(ih’/..-"
~q¢ — D —~— D
; = = ) —
000U dg
,EQ ,"E?—-s,' ._‘=li—-=1r ; S _,_‘=J;,; 3 7>
1 2 3 4 5 6
4-4 VLAN

44



4-6

4-4 VLAN VLAN
8 VLAN 1 1
7 VLAN 2 4
8 VLAN
3 2
VLAN 2 4
5 6
VLAN
vlan 1

Switch# privatevlan 1
Switch(privatevlan-1)# vlan 1000 1002 1000
Switch(privatevlan-1)# isolate 1
Switch(privatevlan-1)# community 1 2-3
Switch(privatevlan-1)# promiscuous 7
Switch(privatevlan-1)# enable
Switch# show privatevian 1

Private vlan group : 1

status : active

max vlan number : 1002

min vian number : 1000

primary vlan number : 1000

promiscuit port : 7

iSolatePort port : 1

community 1 port: 2 3

vlan 2

Switch# privatevlan 2
Switch(privatevlan-1)# vlan 2000 2002 2000
Switch(privatevlan-1)# isolate 4
Switch(privatevlan-1)# community 1 5-6
Switch(privatevlan-1)# promiscuous 8
Switch(privatevlan-1)# enable
Switch# show privatevlan 2

Private vlan group : 2

status : active

max vlan number : 2002

min vian number : 2000

primary vlan number : 2000

promiscuit port : 8

iSolatePort port : 4

community 1 port: 5 6

VLAN
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STP
1 STP
2 STP
3 STP
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5.1 STP

iSpirit 3026 IEEE802.1d

IEEE802.1d

STP

5.2 STP

STP
. STP
. STP

STP
STP
. STP
stp STP
no stp STP
. STP

STP

STP

STP

enable stp ports <port|portl-port2> [port|portl-port?] ...

. STP

STP

disable stp ports <port|portl-port2> [port|portl-port2] ...

stp bridge priority <A>( priority

. PORT RANGE

stp port priority <A> ( priority

. BPDU
stp bridge hello-time <A>

. STP
stp bridge forward-delay <A>

D STP
stp bridge max-age <A>

. STP
show stp bridge

. PORT RANGE
show stp port<port>

5.3 STP

32768
0~65535)

0~255)

15

STP Bridges  Switches
STP
STP
STP
128
2
20

STP
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Switch# stp enable <cr>

Switch# show switch

Ip Address :192.168.0.1

Subnet Mask  :255.255.255.0
Default Gateway : 0.0.0.0

MAC Address : 00:09:ca:90:97:01
Spanning Tree : Enable

IGMP Snooping : Disable

Switch# stp disable

( 32768)
Switch# stp bridge priority A stp bridge priority (0=<A<=65535)

Switch# disable stp ports portnumber  port number (1=<A<=26)

Switch# show stp bridge
— Designated Root Information —-

Priority 1 32768

MAC Address : 00:09:ca:01:75:02
Hello Time 1 2s

Forward Delay 1 15s

Max Age : 20s

— Bridge STP Information —-

Bridge Priority 1 32768

MAC Address : 00:09:ca:01:75:02
Root Path Cost :0

Root Port 10

Bridge Hello Time 1 2s

Bridge Forward Delay  : 15s

Bridge Max Age . 20s

Switch# show stp port portnumber  port number (1=<A<=26)

Switch# show stp port 3
— Port Information -—

STP Port : Enable
Port ID 03
Priority 1128
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State : Disabled
Path Cost 119
Designated Cost 10

— Designated Root Information —-
Priority 1 32768
MAC Address 1 00:09:ca:90:97:01

— Designated Port Information —-
Port ID 03
Priority 1128

— Designated Bridge Information —-
Priority 1 32768
MAC Address : 00:09:ca:90:97:01
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/Internet
6-1 2
6-1 6-2 A B C A B
C A B C
B pl [ ‘ c
s pl /// “"‘a\q/ i /)
A == )
LY /
2 A
:&’fé P e L e E’
——— B
p2 )
6-1
o | ‘I c
: L =)
A | ( )
P p2 /
:&’fé P .'\H L e E’
——— B
p2 )
_=’,;;l}
6-2
iSpirit 3026 IGMP IGMP SNOOPING IGMP
iSpirit 3026 IP
query IGMP SNOOPING IGMP 1P MAC
6.1
iSpirit 3026 MAC
IGMP SNOOPING
. MAC
1.
255 255 MAC
MAC VLAN ID
MAC VLAN ID
VLAN MAC
MAC VLAN ID
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2. MAC
MAC MAC MAC MAC 1 MAC
0 6-3 01:00:00:00:00:01 MAC 00:00:00:00:00:01
MAC
MAC
48 40 39 32 31 24 23 16 15 8 7 0
| [ 1] | | | | |
MAC
48 40 39 32 31 24 23 16 15 8 7 0
| o] | | | | |
6-3 MAC
MAC IP MAC IP MAC IP MAC IP
MAC 01:00:5e 23 0 23 IP 23
IP MAC IP MAC MAC 01:00:5e:00:00:01 IP
MAC 01:00:ff:00:00:01 1P MAC 6-4 1P MAC
IP MAC
48 40 39 32 31 24 23 16 15 8 7 0
L 0 [ o] |
6-4 IP MAC
3.
VLAN
iSpirit 3026 IGMP SNOOPING IGMP SNOOPING
4,
MAC IGMP SNOOPING
IGMP SNOOPING IP MAC IP MAC
IP MAC
IGMP SNOOPING MAC
IGMP SNOOPING
IGMP MAC
MAC
IP MAC
IP MAC
IP MAC
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6.2
iSpirit 3026

. CONFIG
VLAN ID MAC

multicast <vlanid> <mac-address> {<port>|<portl-port2>} [<port>|
<portl-port2>] ...
. CONFIG
VLAN ID MAC

no multicast <vlanid> <mac-address> [<port>|<portl-port2>] ...

2.
iSpirit 3026
. CONFIG
show multicast static
. CONFIG
show multicast
6.3

172.16.4.1
6-5
IP 172.16.4.1 VLAN2 IP
224.100.100.240 MAC 01:00:5e:64:64:f0

1 2 3026 1 2
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1-2 01:00:5e:64:64:f0 VLAN2
Switch# multicast 2 01:00:5e:64:64:f0 1-2
Switch# show multicast static
multicast address: 01:00:5e:64:64:f0
vlan id: 2
port list: 12
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I IGMP SNOOPING

IGMP SNOOPING
1 IGMP SNOOPING
2 IGMP SNOOPING
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/Internet
iSpirit 3026 IGMP IGMP SNOOPING
1P IGMP SNOOPING
IP MAC
7.1 IGMP SNOOPING
IGMP SNOOPING IGMP SNOOPING IP MAC

« IGMP SNOOPING

1.IGMP SNOOPING
IGMP SNOOPING
vlanid

IGMP SNOOPING
SNOOPING
QUERY

IGMP QUERY

immediate leave = ENABLE

IGMP SNOOPING
time

age time

MAC

IGMP SNOOPING
IP MAC
IGMP SNOOPING

56

IGMP SNOOPING
IGMP V2

IGMP SNOOPING

IGMP
IGMP
Vlanld Age Type

IGMP REPORT

IGMP QUERY

IGMP V2 Leave
leave
leave

IGMP SNOOPING

IGMP SNOOPING
IP MAC

IGMP
IGMP
P MAC
IGMP
IGMP REPORT IGMP
IGMP

IGMP SNOOPING

IGMP SNOOPING age

IP MAC

MAC

IGMP SNOOPING

IGMP
MAC

MAC
IP MAC
MAC

MAC
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3.
IGMP REPORT
IGMP QUERY VLAN
IGMP QUERY IGMP REPORT IGMP REPORT
IGMP QUERY IGMP REPORT
QUERY I REPORT
3/1
= /| iSpirit 3026
i e d
1 2
224.1.1.1
7-1 1
7-1 VLAN 2 IGMPV2 IGMP QUERY
1 224.1.1.1 3/1 IGMP QUERY
11 12 1 IGMP QUERY IGMP REPORT 2 IGMP
REPORT 11 IGMP REPORT 3/1
7-1
vlan 1D
01:00:5e:01:01:01 2 /1 , 3/1

(1IGMP)

QUERY I l REPORT
3/1

— /]iSpirit 3026

_.._.1"=""- s
2241.11 fA— £ /é 2241.1.1

7-2 1 2
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7-2 7-1 1 224.1.1.1 7-2 2 224,
1.1.1 2 IGMP QUERY IGMP REPORT 1/2 IGMP REPORT
3/1 1/2
7-2
vlan 1D
01:00:5e:01:01:01 2 1/1 ,1/2, 3/1
4,
IGMP IGMP QUERY
IGMP QUERY IGMP REPORT
IGMP
LEAVE IGMP QUERY IGMP REPORT
IGMP
LEAVE
IGMP REPORT
immediate leave ENABLE IGMP LEAVE
immediate leave
7.2 IGMP SNOOPING
IGMP SNOOPING
« IGMP SNOOPING
. IGMP SNOOPING
. immediate leave
. age
1. IGMP SNOOPING
IGMP SNOOPING
immediate leave
age 300
2. IGMP SNOOPING
CONFIG IGMP SNOOPING FFP

igmp snooping
CONFIG
no igmp snooping

3. immediate leave
. CONFIG

igmp snooping immediate-leave
. CONFIG

no igmp snooping immediate-leave

4, age
CONFIG
igmp snooping age <age-interval>
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CONFIG IGMP SNOOPING
show igmp snooping
CONFIG IGMP SNOOPING

show multicast
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HyperBoss

60

1

2
3
4

802.1x

RADIUS
802.1x
RADIUS

iSpirit 3026

802.1x

RADIUS

AAA

802.1x
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AAA Authentication, Authorization, and Accounting
AAA
. (Authentication):
. (Authorization) :
. (Accounting) :
AAA 802.1x
HyperBoss 802.1x PC 802.1x
iSpirit 3026
HyperBoss HyperBoss
802.1x 802.1x HyperBoss RADIUS
8.1 802.1x
802.1x MAC
Vlan ID MAC 802.1x
802.1x PC 802.
1x
. 802.1x
. 802.1x
1. 802.1x
802.1x Supplicant System Authenticator System

Authentication Server System 8-1

—

« ) g L ;E‘ ) (HyperBoss)

| (ispirit 3026)
7

L

—
[ ———

8-1 802.1x

PC
802.1x 802.1x
802.1x
iSpirit 3026 MAC

802.1x
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RADIUS RADIUS 802.1x
EAP RADIUS RAIDUS EAP
802.1x 802.1x
EAP RADIUS
HyperBoss
2.
802.1x EAPOL EAP Over LAN
EAP EAP EAPOL EAP
MD5 EAP
EAPOL 8-2 PAE Ethernet Type EAPOL 0x888E Protocol Version
EAPOL 1 Packet Type EAPOL Packet Body Length EAPOL
Packet Body EAPOL
Octet Number
PAE Ethernet Type 1-2
Protocol Version 3
Packet Type 4
Packet Body Length 5-6
Packet Body 7-N
8-2 EAPOL
EAPOL
EAPOL-Start Packet Type 1
EAPOL-Logoff Packet Type 2
EAP-Packet Packet Type 0
EAP 8-3 Code EAP Request Response Success Failure Identifier
Response Request Length EAP Data EAP
EAP
EAP-Request Code 1 EAP
EAP-Response Code 2 EAP
EAP-Success Code 3 EAP
EAP-Failure Code 4 EAP
Octet Number
Code 1
ldentifier 2
Length 3-4
Data 5N
8-3 EAP
3.
802.1x Auto
8-4
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:

EAP-Request/Identity

" EAPOL-Start

EAP-Response/ldentity

P~

S -
-.? :——,’_‘d} P,
" p

-

—
Vs

RADIUS Access-Request

EAP-Request/OTP

RADIUS Access-Challenge

EAP-Response/OTP

RADIUS Access-Request

EAP-Success

EAPOL-Logoff

Port U

8-4

EAPOL-

Request
E

EAP

Response RADIUS

EAP-Success

Port Authorized

EAP-Response

RADIUS Access-Accept

nauthorized

Start
EAP
AP-Request

EAP-Success

EAPOL-Logoff

iSpirit 3026

8-5
iS

EAP-Request/Identity

EAP-Response/ldentity

pirit 3026

RADIUS Access-Request

EAP-Request/OTP

RADIUS Access-Challenge

EAP-Response/OTP

RADIUS Access-Request

EAP-Success

8-5
4. 802.1x

Force-unauthorized
Auto

authorized
Force-authorized
N/A

Port Authorized

RADIUS Access-Accept

N/A
802.1x
Force-unauthorized

EAP-

RADIUS
EAP-

[
Auto Force-
N/A

802.1x
802.
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Force-authorized

EAPOL-Start EAP-Success 802.1x
Force-unauthorized
802.1x
Auto 802.1x 8-
4 Auto Auto
FFP RULE
8.2 RADIUS
EAP RADIUS RADIUS
/ RADIUS RADIUS
RADIUS
HMAC RADIUS
RADIUS RADIUS
RADIUS
1.
RADIUS UDP RADIUS RADIUS 1645
1812 RADIUS 1646 1813
RADIUS UDP RADIUS RADIUS
RADIUS
RADIUS 8-6 Code RADIUS Identifier Length
Authenticator 16
MD5 Attribute RADIUS
0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7
1 Code Identifier Length
2
3 .
Authenticator
4
5
6 Attribute - - - - - - ;
8-6 RADIUS
RADIUS
« Access-Request Code 1
« Access-Accept Code 2
« Access-Reject Code 3
« Access-Challenge Code 11
« Accounting-Request Code 4
. Accounting-Response Code 5
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RADIUS
RADIUS

RADIUS

8-7
iSpirit 3026

EAPOL-Start

EAP-Request/Identity
EAP-Response/ldentity

RADIUS Access-Request

EAP-Request/OTP RADIUS Access-Challenge

EAP-Response/OTP RADIUS Access-Request

EAP-Success RADIUS Access-Accept

RADIUS Acc-Request-Start

RADIUS Acc-Response

RADIUS Acc-Request-Stop

EAPOL-Logoff
RADIUS Acc-Response

8-7

Access-

Challenge EAP EAP
Access-Request Access-Accept

Access-Request

Accounting-Request

Accounting-Response
Accounting-Request

Accounting-Response

RADIUS
PAP Password Authentication Protocol
RADIUS RADIUS RADIUS

CHAP Challenge Handshake Authentication Protocol 16
response response

16 RADIUS RADIU

response
16

response
EAP Extensible Authentication Protocol
RADIUS RADIUS

RADIUS 16
RADIU

response response RADIUS
16

response
EAP
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8.3 802.1x
802.1x
. 802.1x
. 802.1x
. 802.1x
. 802.1x
1. 802.1x
iSpirit 3026 802.1x
. 802.1x
. N/A
. 3600
. 100
. EAP-Request 30
. EAP-Request 3
. 60
. 10
CONFIG

66

dotlx default

802.1x
802.1x 802.1x CONFIG 802.1x
dotlx
802.1x N/A CONFIG 802.1x
no dotlx
802.1x
802.1x 802.1x
Auto
CONFIG Auto
dotlx control auto {<port>|<portl-port2>} [<port>|<portl-port2>] ...
PORT RANGE Auto
dotlx control auto
CONFIG Force-authorized
dotlx control force-authorized {<port>|<portl-port2>} [<port>|<portl-port2>] ...
PORT RANGE Force-authorized
dotlx control force-authorized
CONFIG Force-unauthorized
dotlx control force-unauthorized {<port>|<portl-port2>} [<port>|<portl-port2>] ...
PORT RANGE Force-unauthorized
dotlx control force-unauthorized
CONFIG N/A
no dotlx control {<port>|<portl-port2>} [<port-|<portl-port2>] ...
PORT RANGE N/A

no dotlx control
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MAC
4.
. CONFIG
dotlx reauthenticate
. CONFIG
no dotlx reauthenticate
. CONFIG
dotlx timeout re-authperiod <interval>
5.
iSpirit 3026
100
PORT RANGE
dotlx support-host <number>
6.
802.1x
tx-period EAP-Request
quiet-period
RADIUS
CONFIG
dotlx timeout tx-period <interval>
dotlx max-req <number>
dotlx timeout quiet-period <interval>
dotlx timeout server-timeout <interval>
7. 802.1x
CONFIG PORT RANGE
802.1x

show dotlx [m/p]

8.4 RADIUS

RADIUS
. RADIUS
. IP
. RADIUS
. RADIUS

Auto Force-authorized Force-unauthorized

iSpirit 3026
CPU
100 0
iSpirit 3026
max-req EAP-Request

server-timeout

802.1x
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1.RADIUS
iSpirit 3026 RADIUS

RADIUS UDP 1812 UDP 1813
RADIUS NASPort 0xc353 NASPortType 0oxof

2. IP
RADIUS

IP

. CONFIG 1P
radius-server host <ip-address>

. CONFIG 1P
radius-server option-host <ip-address>

CONFIG
radius-server key <string>

. CONFIG
radius-server accounting

. CONFIG
no radius-server accounting

5. RADIUS
RADIUS

. CONFIG RADIUS UDP
radius-server udp-port <port-number>

. CONFIG RADIUS
radius-server attribute nas-portnum <number>
radius-server attribute nas-porttype <number>
radius-server attribute service-type <number>

6. RADIUS
CONFIG RADIUS
show radius-server
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1 MAC
2 MAC
3 MAC

MAC

MAC

iSpirit 3026
MAC
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9.1 MAC
MAC
MAC MAC MAC MAC
MAC
MAC MAC
MAC MAC MAC
IEEE802.1Q SVL IVL MAC SVL MAC VLAN VLAN
MAC MAC VLAN VL MAC VLAN VLAN
MAC VLAN MAC MAC MAC VLAN
iSpirit 3026 IVL MAC MAC VLAN
iSpirit 3026
|/ oo105C000001
L p2
IOZ\.."',
1 /.' P £ rJp! 2
00:10:5C:00:00:01 00:10:5C:00:00:02
9-1
9-1 MAC iSpirit 3026 1 MAC 00:10:5C:00:00:01
1 MAC 00:10:5C:00:00:01 2 MAC 00:10:5C:
00:00:02 1 2 1 1 1
2 1 1 pl 1 2
p2 1
MAC MAC
VLAN MAC A
MAC B MAC A B VLAN MAC
B 9-1 1 MAC 00:10:5C:00:00:01 2
MAC 1 2 VLAN 1 2
1
MAC
128 MAC
MAC 802.1x 802.1x Auto Force-
authorized Force-unauthorized MAC
9.2 MAC
iSpirit 3026 MAC MAC MAC
MAC MAC MAC
MAC MAC MAC
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MAC MAC MAC
MAC 128 MAC
128
iSpirit 3026 MAC
. CONFIG MAC vlanid mac-address
MAC MAC vlanid mac-address
MAC MAC
mac bind <port> [<vlanid> <mac-address>]
MAC MAC
802.1x Auto Force-authorized Force-unauthorized
MAC
MAC MAC
802.1x auto Force-authorized Force-unauthorized
VLAN MAC
128 MAC
. CONFIG MAC vlanid mac-address
MAC vlanid mac-address MAC
no mac bind <port> [<vlanid> <mac-address>]
. CONFIG MAC port MAC
port MAC
show mac bind [port]
9.3 MAC
P
192.168.1.1
—— //
SNMP (\ P
192.168.1.100 %_2’ \\H_ /
&lf
9-2 MAC
3026 1 MAC 00:10:5c:af:ba:a9
MAC PC 1 MAC

Switch# mac bind 1 1 00:10:5c:af:ba:a9

Switch# show mac bind
module/port VLAN

macAddress STATUS

1 1 00:10:5c:af:ba:a9  Active
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vlanid mac-address MAC
MAC

MAC MAC

802.1x Auto Force-authorized Force-unauthorized
MAC
MAC MAC

802.1x auto Force-authorized Force-unauthorized
VLAN MAC
128 MAC
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1 IP
2 IP
3 IP

10

IP
1P

P

iSpirit 3026
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10.1 1P
P
P
P
10-1
1
P
P
127 IP
P ACL
FFP
10.2 IP
iSpirit 3026
iSpirit 3026

FFP IP
FFP
FFP
QoS
QoS
IP
QoS

CONFIG

ip bind <port> <ip-address>
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P P
IP
iSpirit 3026 1 IP
1 IP 192.168.0.100 2
2 1
2 p2

Y —

192.168.0.100

iSpirit 3026 |

192.168.0.100
192.168.0.101

IP

1

pl/l/é 1 permit 192.168.0.100

192.168.0.101

10-1
1P 1P
192.168.0.100 2 IP
1P
IP
1P
P
127 IP
IGMP SNOOPING 802.1x
IP
IP
1P
IP

ACL

FFP

pl
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1. ACL
2. QoS
1P
1. IP
2.FFP QoS IGMP SNOOPING
802.1x Auto
. CONFIG IP ip-address
IP ip-address IP
no ip bind <port> [ip-address]
. CONFIG IP port IP
port IP

show ip bind [port]

10.3 IP

= o el el
7 O s

[
e

192.168.1.1
—A
P
SNMP )
192.168.1.100, ﬁa —
102 1P
3026 1 P 192.168.1.100 P
P 1 P

Switch# ip bind 1 192.168.1.100
Switch# show ip bind

ip bind port information

port ipAddr

1 192.168.1.100
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76
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ACL
ACL
ACL
ACL

ACL

11

ACL

iSpirit 3026
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11.1 ACL
ACL(Access list control) ACL
ACL
deny permit ACL QOS
ACL IP 1 199 IP 200 399 MAC
400~599 599 128
ACL
deny permit
iSpirit 3026
wildcard
Wildcard bit 1P MAC bits * 17
bits * 0’ vlianld P
wildcard
Wildcard * 0’ bit
192.168.0.0/
16 192.168.1.0/24
access-list 1 deny 192.168.0.0 0.0.255.255 1
access-list 1 permit 192.168.1.0 0.0.0.255 2
1 2
2 1 deny permit
ACL 1
2 iSpirit 3026
1 2 192.168.1.1
( ) 192.168.0.1
( ) 2 1
1 2
access-list 1 permit 192.168.1.0 0.0.0.255 2
access-list 1 deny 192.168.0.0 0.0.255.255 1
1 2 2 1
1
iSpirit 3026 ‘ 0.0.255.255°’ Wildcard bits bits * 1’ C 0
1 Wildcard bits *‘ 0.0.255.255’ (16 bits) 2 Wildcard
bits ‘ 0 0.0.0.255’ (24 bits) 1 ‘ ’
IP IP ,
ACL MAC MAC VLANID ( IP,ARP) IP
IP IP ( TCP UDP OSPF) 161
iSpirit 3026
show access-list
ACL IP 0x0800

77



x T )28

P
11.2 ACL
ACL
permit
ACL
0x0800

1.0 192.168.1.255

IP

11-1

ACL

0x0800

access-list 1 permit 192.168.0.100

192.168.0.100

p2

ACL IP

QoS
ACL

ACL

11.3 ACL
iSpirit 3026
iSpirit 3026
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0x0800
ACL
ACL
ACL
deny
ACL FFP
IP 0x0800 FFP IP 0x0800
access-list 1 permit 192.168.1.0 0.0.0.255 IP
FFP 192.168.
access-list 1 deny 192.168.1.0 0.0.0.255 access-list 1 permit any
FFP
192.168.1.0 192.168.1.255
iSpirit 3026 1 ACL 1
1 1 IP
2 IP 192.168.0.101 1 1
1 pl 1 2
1
1 £ 7d —3 2
192.168.0.100 192.168.0.101
11-1 ACL
IP ACL ACL QoS
ACL QoS
ACL QoS ACL
FFP ACL FFP ACL
QoS FFP
ACL ACL QoS
ACL IP IP MAC
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ACL
IP IP IP
access-list <groupld> {deny|permit} <source>

groupld IP ACL 1 199
deny/permit
source IP
A.B.C.D wildcard IP
any A.B.C.D 255.255.255.255
host A.B.C.D A.B.C.D 0.0.0.0
wildcard bits 0’ 1’
1P 1P 1P 1P IP IP

access-list <groupld>{deny|permit}<protocol><source> [eq srcPort] {destination}[destPort]

groupld IP ACL 200 399

deny/permit

protocol 1P icmp tcp udp 6(tcp)
ip (0)

source IP

1)A.B.C.D wildcard IP

2)any A.B.C.D 255.255.255.255

3)host A.B.C.D A.B.C.D 0.0.0.0

srcPort protocol tcp udp

wWww 80

destination IP

1) A.B.C.D wildcard IP

2) any A.B.C.D 255.255.255.255

3) host A.B.C.D A.B.C.D 0.0.0.0

destPort protocol tcp udp srcPort

Mac mac mac mac vlanld

access-list <groupld> {deny|permit} <vlanld> <type> <source> <destination>

groupld MAC ACL 400 599

deny/permit

vlanid: vlan 0

type type ip arp rarp 0806(ip)
Source 1P

1)AA:BB:CC:DD:EE:FF wildcard MAC ( IP )

2)any AA:BB:CC.DD:EE:FF FF:FF.FF:FF:FF:FF

destination IP

1)AA:BB:CC:DD:EE:FF wildcard MAC ( IP )

2)any AA:BB:CC.DD:EE:FF FF.:FF.FF:FF:FF:FF

show access-list [groupld]
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ACL groupld
no access-list <groupld> [ruleld]
ruleld
11.4 ACL
iSpirit 3026 ACL
l.acl-filter <groupld>
PORT CONFIGURATION
groupld ACL
ACL
groupld active
ACL
IP
QoS
ACL FFP QoS

2.Show acl-filter [port]
PORT CONFIGURATION/CONFIGURATION

M/P ACL
ACL

3.no acl-filter <groupld>
PORT CONFIGURATION

groupld ACL
ACL
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QoS iSpirit 3026 QoS
QoS
QoS
QoS
12.1 QoS
iSpirit 3026 QoS QoS
iSpirit 3026 IETF DiffServ QoS QoS
DSCP QoS DSCP iSpirit 3026
DiffServ. QoS 802.1p QoS IP Precedence QoS
QoS QoS
. 802.1p QoS
802.1p QoS 2 TAG 12-1
0o 7 QoS 802.1p QoS TAG
Layer2 802.1Q/P Frame
Preanble Start frame | | sa | 1ag | PT [Data | Fes
delimiter
| pri | cfi | vid |
12-1 802.1p
. IP Precedence QoS
IP Precedence QoS P TOS 12-2 IP Precedence
0 7 |IP Precedence QoS DiffServ
. DiffServ QoS
DiffServ. QoS DSCP DSCP 1P TOS 12-2
DSCP 0 63
Layer3 IPv4 Packet
version ToS Len | 1D |offset| TTL |Proto| Fcs [1pP-sa|1p-DA | Data
length (1 byte)
IP Precedence
DSCP
12-2 IP Precedence DiffServ
QoS QoS
QoS QoS
QoS
QoS QoS
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QoS

QoS

QoS 1P
QoS

QoS

QoS
QoS
FFP

QoS
class QoS
class information
COS 802.1p 0
IP Precedence 1P
DSCP DiffServ
DSCP internal DSCP
classification QoS
DSCP
QoS
IP
QoS

Policing

Trust Port
IP Precedence
QoS
Untrust Port 1P
QoS QoS

COoSs DSCP

QoS

In Profile

Out of Profile

Mark In Profile

In Profile
scheduling

Out of Profile

FFP Fast Filtering Processor

2.QoS

12-3 QoS

classification IP
QoS policing
Out of Profile
Queuing
Queuing
Scheduling

Mark
Scheduling
QoS

QoS

QoS
QoS

CoSs IP Precedence

0 63

DSCP
1P

QoS

DSCP

QoS
Trust COS Trust IP_Precedence

QoS

Out of Profile

1P

iSpirit 3026 FFP

classification policing mark

DSCP
DSCP QoS

In Profile

IP
IP

QoS

iSpirit 3026

DSCP

QoS
Trust DSCP

QoS

QoS

QoS

83



x T )28

Action at ingress Action at egrss
" L — .-
In profile or

e - . out of profile Queuing and
classification - olicin mark
P S ——m—» —®| scheduling

Generate DSCP

12-3 QoS
3.
DSCP
QoS QoS
best-effort
QoS DSCP 12-
4
Trust COS TAG COS-DSCP
DSCP 8 TAG COoSs
0 PPD-COS Ccos
Trust IP_Precedence 1P TOS PREC-DSCP
DSCP IP_Precedence 8
Trust DSCP IP TOS DSCP-DSCP
DSCP DSCP 64
QoS
iSpirit 3026 CLASS POLICY CLASS
POLICY DSCP POLICY
CLASS 12-4
Trust COS
Trust DSCP
Untrust Trust IP Pecedence
v ] L
PREC-DSCP DSCP-DSCP COS-DSCP
COS, PREC, DSCP,
ACL DSCP DSCP DSCP
B
PREC DSCP COoS
Y 3 Y
PREC-DSCP DSCP-DSCP COS-DSCP
DSCP DSCP DSCP

12-4
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CLASS
CcoSs 8 CcoSs
IP Precedence 8 PREC
DSCP 8 DSCP
ACL ACL
ACL ACL ACL 1 128
permit QoS deny QoS ACL
MAC
POLICY
Ccos COS-DSCP DSCP
IP Precedence PREC-DSCP DSCP
DSCP DSCP-DSCP DSCP
4.QoS
QoS policing mark QoS
QoS
iSpirit 3026
12-5 bucketsize
burstsize bucketcount
threshold Out of Profile
refreshcount bucketcount
In Profile Out of Profile
In Profile
Refreshcount
'.——.-/\-_—..,‘
Q.0 -
e I— Once every 8 us
S
" 4—— BucketSize
-—— BucketCount
<—— Threshold ( fixed )
12-5
In Profile
DSCP DSCP-QUEUE
iSpirit 3026 4
CcOos
DSCP
QoS QoS QoS
IP QoS
QoS

P P
DSCP
QoS
bucketcount
8us

threshold

IP Precedence
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5.Qo0S
iSpirit 3026 4 1 4
QoS
3026 3
SPQ

QoS

RR 1 4 1
QoS
WRR
SPQ RR
6.FFP

iSpirit 3026 FFP FFP QoS
QoS
FFP

SNOOPING

FFP ACL P

802.1x FFP RULE 128

FFP FFP
63

FFP
IGMP SNOOPING

1x RULE

RULE
ACL
RULE

ACL
1P 1P

12.2 QoS

QoS
QoS
QoS
IGMP SNOOPING

iSpirit 3026
802.1x
QoS

QoS FFP

ACL

« QoS

. QoS
. QoS
. QoS
. QoS
. QoS
. QoS

1.QoS
iSpirit 3026
Ccos 0
COS-DSCP
PREC-DSCP
DSCP-DSCP
DSCP-QUEUE
QoS

QoS

12-6
12-7
12-8
12-9
SPQ

best-effort

iSpirit

FFP

QoS
128
METER 63

IGMP

802.
RULE

QoS

CoS 0 1 2 3 4 5 6

DSCP 0 8 16 24 32 40 48

56

12-6 COS-DSCP
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IP Precedence 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56

12-7 PREC-DSCP

DSCP 0 1123|456 7|8 9]|10]11|12|13]14| 15
DSCP 0 1123|456 7|8 9]|10]11|12|13]14| 15
DSCP 16 | 1711811912021 22|23|24|25(26)|27|28|29]|30| 31
DSCP 16 | 1711811912021 22|23|24|25(26)|27|28|29]|30| 31
DSCP 32| 33|34|35|136|37|38139]|40)41)42|43|44]|45]46 | 47
DSCP 32| 33|34|35|136|37|38|39]|40)41)42|43|44]|45]46 | 47
DSCP 48 | 49 [ 50 (51 (52|53 |54|55]|46|57|58|59]|60]61]62]| 63
DSCP 48 | 49 [ 50 (51 (52|53 |54|55]|46|57|58|59]|60]61]|62]| 63

12-8 DSCP-DSCP

DSCP 0 1123|456 7|8 9]|10]11|12|13]14| 15
QUEUEP 1 B I I A I Y A A Y A A A 1
DSCP 16 | 1711811912021 22|23|24|25(26)|27|28|29]|30| 31
QUEUEP 2 212122222 |2|2|2|2|2]|]2]2 2
DSCP 32| 33|34|35|136|37|38139]|40)41)42|43|44]|45]46 | 47
QUEUEP 3 31313333313 |3|3]3]13|3]3 3
DSCP 48 | 49 [ 50 (51 (52|53 |54|55|56|57|58|59]|60]61]62]| 63
QUEUEP 4 4141444444441 4]14]4]4 4

12-9 DSCP-QUEUE
QoS
QoS CLI CONFIG
COS-DSCP

qos cos-dscp <cos-value> <internal-dscp-value>
show qos cos-dscp

COS 0 DSCP 40
Switch# gos cos-dscp 0 40
Switch# show qos cos-dscp

PREC-DSCP
qos prec-dscp <ip-precendence-value> <internal-dscp-value>
show qos prec-dscp
IP Precedence 0 DSCP 40
Switch# qos prec-dscp 0 40
Switch# show qos prec-dscp

DSCP-DSCP

qos dscp-dscp <dscp-value> <internal-dscp-value>
show qos dscp-dscp
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DSCP 0 DSCP 40
Switch# gos dscp-dscp 0 40
Switch# show qos dscp-dscp

DSCP-QUEUE
qos interdscp-queue <internal-dscp-value> <queue-id>
show gos interdscp-queue
DSCP 40 2
Switch# qos interdscp-queue 40 2
Switch# show qos interdscp-queue

QoS QoS
3. QoS
QoS Trust COS Trust IP_Precedence Trust DSCP QoS
PORT RANGE
. Trust COS
gos trust cos
2 3 Trust COS
Switch(port 2-3)# qos trust cos
Switch(port 2-3)# show gos
. Trust IP_Precedence
qos trust ip_precedence
2 3 Trust IP_Precedence
Switch(port 2-3)# qos trust ip_precedence
Switch(port 2-3)# show gos
. Trust DSCP
qos trust dscp
2 3 Trust DSCP
Switch(port 2-3)# qos trust dscp
Switch(port 2-3)# show gos
. QoS
no gos
2 3 QoS
Switch(port 2-3)# no gos
Switch(port 2-3)# show gos
QoS QoS QoS
QoS FFP ACL IP Trust COS FFP
RULE 8 Trust IP_Precedence FFP  RULE 8 Trust DSCP FFP
RULE 64
QoS ACL ACL QoS
QoS ACL
4, QoS
QoS COSs PREC DSCP ACL
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QoS CONFIG QoS
CLASS class-id 1 1000
qos class <class-id>
CLASS QoS
name <class-name>
QoS class-id 3 abc

Switch# gos class 3
Switch(class-3)# name abc
Switch(class-3)# show qos class 3
CLASS QoS
. QoS COsS COsS 8 COS

match cos <cos-value> [cos-value] ...
. QoS IP Precedence PREC 8 IP Precednece

match ip_precedence <ip-precedence-value> [ip-precedence-value] ...
. QoS DSCP DSCP 8 DSCP

match dscp <dscp-value> [dscp-value] ...
. QoS ACL ACL QoS ACL ACL

match acl <acl-id>
QoS 3 DSCP 20 40 45 60 DSCP
Switch(class-3)# match dscp 20 40 45 60
Switch(class-3)# show qos class 3
CONFIG QoS

no qos class <class-id>

3
Switch# no gos class 3
Switch# show qos class 3

QoS CcOos PREC DSCP ACL
QoS Policy
QoS Policy QoS
5. QoS
iSpirit 3026 26 QoS QoS QoS QoS
CONFIG QoS POLICY policy-id 1 26
qos policy <policy-id>
POLICY POLICY CLASS
active

class <class-id>

POLICY CLASS

COSs IP Precedence DSCP
. cos
set cos <cos-value>
. IP Precedence
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set ip_precedence <ip-precedence-value>
. DSCP
set dscp <dscp-value>

QoS
1Mbps 1Mbps POLICY CLASS
meter <bandwidth-value> <burst-size>

no meter
CONFIG QoS class-id
QoS class-id
no gos policy <policy-id> [class-id]
. QoS
Policy 2 Class 3 Class4 Class3 Class 4 ACL 1P ACL
3 IP ACL 203 Class3 DSCP 40 2Mbps Class 4 IP Precedence
6

Switch# gos class 3 3
Switch(class-3)# match acl 3 3 ACL ACL 3 ACL 3
Switch(class-3)# qos class 4 4
Switch(class-4)# match acl 203 4 ACL ACL 203 ACL 203
Switch(class-4)# exit CLASS
Switch# show qos class
Switch# qos policy 2 POLICY
Switch(policy-2)# class 3 3 POLICY CLASS 3 QoS
Switch(policy-map-class 3)# set dscp 40 DSCP
Switch(policy-map-class 3)# meter 20 3
Switch(policy-map-class 3)# exit POLICY CLASS
Switch(policy-2)# class 4 4 POLICY CLASS 4 QoS
Switch(policy-map-class 4)# set ip_precedence 6 IP Precedence
Switch(policy-map-class 4)# show gos policy 2 Policy 2

QoS QoS 128

QoS COSs IP Precedence DSCP

QoS

QoS QoS
3. QoS
QoS QoS PORT RANGE
policy-id active

qos service-policy <policy-id>

2 3 Policy 2
Switch(port 2-3)# qos service-policy 2
Switch(port 2-3)# show gos

QoS QoS
QoS active

FFP RULE ACL QoS
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FFP RULE 128
FFP METER QoS 63
FFP METER 63
QoS ACL ACL ACL
6

ACL 2 2
Switch# access-list 2 permit 192.168.0.0 0.0.0.255
Swtich# access-list 2 permit 192.168.1.0 0.0.0.255

ACL 3 1 ACL 2 1
Switch# access-list 3 permit 192.168.0.0 0.0.0.255
QoS 2 ACL ACL 2

Switch# gos class 2
Switch(class-2)# match acl 2
Qos 3 ACL ACL 3
Switch(class-2)# qos class 3
Switch(class-3)# match acl 3

QoS 2 2 3
Switch(class-3)# qos policy 2
Switch(policy-2)# class 2
Switch(policy-map-class 2)# set dscp 30
Switch(policy-map-class 2)# exit
Switch(policy-2)# class 3
Switch(policy-map-class 3)# set dscp 40

2 Policy 2
Switch(port 2)# gos service-policy 2
QoS ACL 2 3 ACL
. PORT RANGE QoS
no gos
. 2 3 Policy 2 QoS

Switch(port 2-3)# no gos
Switch(port 2-3)# show gos

Trust COS, Trust IP_Precedence Trust DSCP

QoS
QoS ACL ACL QoS
QoS ACL QoS ACL
QoS QoS ACL “ permit” ACL FFP
‘ deny” ACL FFP “ deny” ACL QoS
QoS QoS
QoS COSs COS &5 COos
COSs &5 Ccos 5 QoS
7. QoS
iSpirit 3026 QoS iSpirit 3026 3
SPQ RR WRR WRR
1 4 1 2 3 4 1 15
PORT RANGE QoS
. QoS SPQ
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. QoS RR
qos schedule rr
. QoS WRR 1 4
gos schedule wrr [<queuel-weight> <queue2-weight>...<queue4-weight>]
WRR 1 4 1 3 5 7
Switch# qos schedule wrr 1 357
Switch# show schedule
12.3 QoS
192.168.2.1
192.168.1.1 i ETP
FTP QOS /L= 4
/
1 3026 3 /z/ 1
Qos / !
Yrw—. ) / 192.168.2.2
192.168.1.2 (=) :ﬁ"/"‘_‘;ﬂ) N2 WWW
/. | hY 1
WWW <% Yo \ |
\4 :-/ 4 \\
#: = \\3
S =) R
1/ \f— 192.168.2.3
192.168.1.3 = ) | | Viop
Voip Qo0s f§7gg
12-10 QoS
3026 QoS QoS
QoS FTP WWWwW VOIP
IP IP
FTP WWWwW
10M
1 1 2 3
1
. 200 192.168.2.1 FTP
. 201 192.168.2.2 WWW
. 202 192.168.1.3 192.168.2.3 IP

92

qos schedule spq

Switch# access-list 200 permit tcp any 192.168.2.1 0.0.0.255 ftp
Switch# access-list 201 permit tcp any 192.168.2.2 0.0.0.255 www
Switch# access-list 202 permit ip host 192.168.1.3 host 192.168.2.3

Switch# qos class 1

classld 1 added
Switch(class-1)# match acl 200
Switch# qos class 2

classld 2 added
Switch(class-2)# match acl 201

VOIP
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Switch# qos class 3
classld 3 added
Switch(class-3)# match acl 202

QoS
. QoS FTP DSCP
10M 16k
. QoS WWW DSCP
. QoS VOIP DSCP
QoS

Switch# qos policy 1

Switch(policy-1)# class 1
Switch(policy-map-class 1)# set dscp 1
Switch(policy-map-class 1)# meter 10 0
Switch(policy-map-class 2)# set dscp 10
Switch(policy-map-class 2)# exit
Switch(policy-1)# class 3
Switch(policy-map-class 3)# set dscp 60
Switch# port 1-3

Switch(port 1-3)# qos service-policy 1
Switch(port 1-3)# show qos

port 1
flag :Policy Flag
policy id 1
Status :active
port 2
flag :Policy Flag
policy id 1
Status :active
port :3
flag :Policy Flag
policy id 1
Status :active
4
SPQ
WRR
1 2 3 4
1 2 3 4
Switch# qos schedule wrr
2
1 QoS
Switch(port 1)# qos trust dscp
4 WRR

10

60

QoS
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94

Switch# qos schedule wrr

3
4 QoS
Switch(port 4)# qos trust dscp

WRR
Switch# qos schedule wrr
QoS
3 1 2 3
20 IP 192.168.2.1
30 IP 192.168.2.2
40 IP 192.168.2.3

Switch# access-list 20 permit host 192.168.2.1
Switch# access-list 30 permit host 192.168.2.2
Switch# access-list 40 permit host 192.168.2.3
Switch# qos class 1

classld 1 added
Switch(class-1)# match acl 20
Switch# qos class 2

classld 2 added
Switch(class-2)# match acl 30
Switch# qos class 3

classld 3 added
Switch(class-3)# match acl 40

QoS
. QoS FTP DSCP 1
10M 10M
. QoS WWWwW DSCP 10
. QoS VOIP DSCP 60
QoS QoS

Switch# qos policy 1

Switch(policy-1)# class 1
Switch(policy-map-class 1)# set dscp 1
Switch(policy-map-class 1)# meter 10 0
Switch(policy-map-class 2)# set dscp 10
Switch(policy-map-class 2)# exit
Switch(policy-1)# class 3
Switch(policy-map-class 3)# set dscp 60
Switch# port 1-3

Switch(port 1-3)# qos service-policy 1
Switch(port 1-3)# show qos
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port 1
flag :Policy Flag
policy id 1
Status :active
port 2
flag :Policy Flag
policy id 1
Status :active
port :3
flag :Policy Flag
policy id 1
Status :active
4
WRR
1 2 3 4
1 2 3 4
Switch# qos schedule wrr
1
4 QoS

Switch(port 4)# qos trust dscp

1 2 3
Switch# qos schedule wrr

2
4 QoS
1
4 QoS
Switch(port 4)# qos trust dscp
1

Switch# qos schedule wrr

SPQ

WRR

WRR

WRR
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1 IP
2 ARP
3
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13.1 1P
P
iSpirit 3026
1.
IP IP
13-1
0.0.0.0
A 1.0.0.0.0 - 126.0.0.0
127.0.0.0
B 128.0.0.0 - 191.254.0.0
191.255.0.0
192.0.0.0
C 192.0.1.0 - 223.255.254.0
223.255.255.0
D 224.0.0.0 - 239.255.255.255
£ 240.0.0.0 - 255.255.255.254
255.255.255.255
2.
. interface vlan

Switch# interface vlan <vlan id>
. interface vlan ip ip
Switch(interface-vlan)# ip address <ipaddress> <subnetmask>
. interface vlan ip
Switch# no interface vlan <vlan id>
. vlan interface
Switch# show interface vlan [<vlan_id>|<vlan_id_min-vlan_id_max>]

. interface vlan 3 193.1.1.0 ip 193.1.1.1
Switch(interface-vlan 3)# ip address 193.1.1.1 255.255.255.0

. interface vlan
Switch# no interface vlan 3 Switch(interface-vlan 3)# no interface vlan 3

13.2 ARP

1.ARP
ARP Address Resolution Protocol IP
48 P
IP ARP IP
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2.ARP
ARP
3.ARP
ARP ARP
ARP IP
4.ARP
. ARP
Switch# arp <ip> <mac>
. ARP
Switch# no arp <ip>
. ARP
Switch# show arp
ip 200.1.1.2 mac 00:10:5f:01:02:03
Switch# arp 200.1.1.2 00:10:5f:01:02:03

ARP
Switch# no arp 200.1.1.2

13.3

0.0.0 show ip route table

98

Switch(route-config)# ip route <dst> <subnet> <nexthop>

Switch(route-config)# no ip route <dst> <subnet>

Switch(route-config)# show ip static route

Switch(route-config)# show ip route

ARP

ICMP

0.0.0.0
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ip 200.1.1.0 255.255.255.0 10.1.1.2
Switch(route-config)# ip route 200.1.1.0 255.255.255.0 10.1.1.2
ip 200.1.1.0 255.255.255.0 10.1.1.2

Switch(route-config)# no ip route 200.1.1.0 255.255.255.0
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14

IGMP

IGMP
IGMP

1 IGMP

2 IGMP

3 IGMP

100
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Internet

14-1
14-1
IGMP
14.1 IGMP
IGMP
: MAC
: IGMPV2
1.
. IP

FF.:FF.:FF:FF:FF

10.10.1.9 MAC

) AT
—. A
) —= | Unicast

Multicast

, IGMP

01:00:5C:A0:4A:B1
IP 192.168.100.255 MAC

IP IPv4
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224.0.0.0 239.255.255.255 IP D
“ 11107 224 239 28
14-2 28
31 24 23 16 15 8 7 0
14-2
2. MAC
IPv4 MAC ARP
IP ARP
RFC

« RFC1112 Multicast IPv4 to Ethernet physical address correspondence
« RFC1390 Correspondence to FDDI
« RFC1469 Correspondence to Token-Ring networks

MAC 24 01:00:
5E 0 23 IPv4 23
14-3
31 24 23 22 16 15 8 7 0
u M 23
01 00 5e
14-3 IP MAC
224.0.0.5 MAC 01:00:5E:00:00:05
3.
224.0.0.1
224.0.0.2
4. IGMPV2
g ¢ IGMP Version 2 Format .

Checksum

14-4 IGMPV2
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Type
0x11 = Membership Query

- (General Query)
- Group-Specific Query

0x16 = 2
0x17 =
0x12 = 1 IGMP v1
MRT Max Response Time
( 1/10
) 0
Checksum
IGMP (03] ) 16 0
GDA
(General Query) 0 Group-
Specific Query
14.2 IGMP
238.1.2.9 238.1.2.9
A —
/ A
Host 1 Jl Host 2 Host 3
N I
Sends Report P Q‘/ STETN, Sends Report
t0 238.1.2.9 t\xw,_{;ﬁxh’;z/j to 238.5.5.5
s //
3026 —
Membership Query to 224.0.0.1
14-5 IGMP
IGMP Membership Query 224.0.0.1
( ) (Hostl Host2)
2
TTL 1 14-5 Hostl ( Host2)
Host3 IGMP
multicast group memberships [Group

Membership Interval]
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238.1.2.9 238.1.2.9 238.5.5.5

Sends Report ——, ——
for 230.1.0.9 :

Host 1 —r Host 2 I Host 3

1
Sends Leave A TN Sends Report
L 2
for 238.1.2.9 L N to 238.5.5.5
t0 224.0.0.2 Nee
IGMP
Sends Group Specific IGMP Query to 238.1.2.9
14-6 IGMP
14-6 Hostl RFC2236 IGMP
224.0.0.2 IGMP
IGMP
[Last Member Query Interval] [Last Member Query Count]
( )
Host2 Host3 238.5.5.5
Report
14.3 IGMP
. enable igmpinterface
P
IGMP

Switch# en igmp
IGMP Interface Enable
Interface IP Address(e.g. 192.168.0.1):

. disable igmpinterface
P
IGMP

Switch# dis igmp
IGMP Interface Enable
Interface IP Address(e.g. 192.168.0.1):

. show igmp group
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Switch# show igmp g

IGMP Connected Group Membership

Group Address Interface Last Reporter Uptime Expires
238.1.2.9 200.1.1.1 200.1.1.20 7 350
224.0.0.9 200.1.1.1 200.1.1.1 35 350
224.0.0.9 192.168.0.1 192.168.0.1 22 350
Group Address

Interface

Last Reporter report IP
Uptime

Expires

show igmp interface

Switch# show igmp i

Show IGMP Interface State:

Interface Byte_In Byte_Out Pkt_In Pkt_Out
200.1.1.1 900 O 15 0

192.168.0.1 0 0 0 0

Interface IP

Byte_In Byte

Byte_Out Byte

Pkt_In

Pkt_Out
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iSpirit 3026

15.1

iSpirit 3026
IP

ACL
15-1

SNMP

iSpirit 3026

TELNET WEB SNMP
ACL
TELNET WEB SNMP
TELNET WEB SNMP
TELNET TELNET
TELNET WEB SNMP
ACL
P
ACL
ACL ACL ACL
P
ACL ACL ACL
P
1 2
1 2 TELNET WEB
WEB SNMP ACL
192.168.0.100 1 SNMP
iSpirit 3026 /<%
rd
AL p2
( )
.f?hhh___
g II“
,." pl p2 “'.
e 2
192.168.0.100 H;l IEL 192.168.0.101
fi f‘; £ f a
15-1

ACL
IP
IP
ACL
TELNET
1
IP

2
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15.2
iSpirit 3026 TELNET WEB SNMP
. CONFIG TELNET group-id TELNET
ACL TELNET group-id TELNET
ACL ACL IP TELNET group-id 1
199
enable telnet [group-id]
. CONFIG TELNET TELNET
disable telnet
. CONFIG TELNET
Switch# set telnet port <port-num>
. CONFIG TELNET
Switch# set telnet password <password>
. CONFIG WEB group-id WEB ACL
WEB group-id WEB ACL
ACL IP WEB group-id 1 199
enable web [group-id]
. CONFIG WEB WEB
disable web
. CONFIG WEB
Switch# set web port [port-num]
. CONFIG SNMP group-id SNMP ACL
SNMP group-id SNMP ACL
ACL 1P SNMP group-id 1 199
enable snmp [group-id]
. CONFIG SNMP SNMP
disable snmp
. CONFIG TELNET WEB SNMP

show manage-safety
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16 SNMP  RMON

iSpirit 3026 SNMP  RMON SNMP  RMON

1 SNMP
2 RMON
3 SNMP
4 RMON

109
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16.1 SNMP
SNMP
agent
SNMP
MIB
SNMP GET SET TRAP GET
SET TRAP
TRAP link up
link down STP RMON EVENT
SNMP SNMPV1 SNMPV2 SNMPV3
iSpirit 3026 SNMP SNMP
TRAP SNMPV1l SNMPV2 SNMPV3
iSpirit 3026 MIB1 MIB2 MIB RFC BRIDGE MIB
SNMP iSpirit 3026 MIB

RFC 1213 RFC1213-MIB MIB Il All groups except egp and transmission.
RFC 1493 BRIDGE-MIB dotldBase and dotldStp groups.
RFC 1724 RIPv2-MIB Conformance groups 1, 2, 3.
RFC 1757 RMON-MIB RMON-Lite (4 RMONL1 groups)1-statistics, 2-history, 3-alarm, and 9-event.
RFC 1850 OSPF-MIB OSPFv2 MIB. Conformance groups 1to 4 and 6 to 13 (traps are notsupported).
RFC 1907 SNMPv2-MIB Conformance groups 5, 6, 7, 8, 9.Also used for SNMPv3.
RFC 2233 IF-MIB Interface group extension for SMIv2CG= 4, 5, 6, 7, 10, 11, 13.
RFC 2571 SNMP-FRAMEWORK-MIB SNMPv3 MIB. SNMP ManagementFrameworks. CG=1.
RFC 2572 SNMP-MPD-MIB SNMPv3 MIB. SNMP Message Processing and Dispatching. CG=1.
RFC 2573 SNMP-TARGET-MIB SNMPv3 MIB. Define management targets. CG=1, 2, 3.
SNMP-NOTIFICATION-MIB SNMPv3 MIB. Notification generation configuration. CG=1, 2.
RFC 2574 SNMP-USER-BASED-SM-MIB SNMPv3 MIB. Define SNMP USM.CG=1.
RFC 2575 SNMP-VIEW-BASED-ACM-MIB SNMPv3 MIB. Define SNMP VACM.CG=L1.
RFC 2665 EtherLike-MIB dot3StatsTable group for SMiv2.
RFC 2674 P-BRIDGE-MIB Conformance groups 1, 2, 3, 4, 6, 8, 9.
Q-BRIDGE-MIB Conformance groups 1, 3, 4, ?of 5, 6,7, 8.

16-1 SNMP Get Request
Get_next Request Set Request SNMP MIB
Get Response SNMP
SNMP TRAP
iSpirit 3026

Get Request Get_next Request Set Request

Get Response Trap

"A

,.._e.
— — i

16-1 SNMP
16.2 RMON

RMON(Remote Network Monitoring, ) SNMP
RMON

110



x T )28

1.
RMON MIB
2.
SNMP set
RMON RMON
statistics etherStatsStatus history historyControlStatus alarm alarmStatus  event
eventStatus valid(1), createRequest(2),UnderCreation(3) invalid(4)
createRequest 2 underCreation
3 valid 1 valid 1
underCreation 3 )
valid 1 valid 1 valid 1
invalid 4
iSpirit 3026 1 2 3 9 RMON MIB statistics history alarm event
16.3 SNMP
SNMP community TRAP iSpirit 3026
public 8 iSpirit 3026 TRAP
8 TRAP
SNMP
« SNmMp community
CONFIGURATION
Community Name
Permission 1) 2)
/
e« snmp trap
CONFIGURATION
trap name trap
Target Ip Addr Trap IP
Version Trap vl v2 v3
snmp trap Trap name
name trap Target ip addr trap version snmpV1
snmpV2 snmpV3 162

« show snmp trap
CONFIGURATION
trap

« nosnmp trap <trap-name>
CONFIGURATION

name trap
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« snmp trap ip <trap-name> <ip-address>
CONFIGURATION

trap-name Trap
ip-address IP
trap-name ip ip-address

« Snmp trap port <trap-name> <port>
CONFIGURATION

trap-name Trap
port
trap-name port

« snmp trap retries <trap-name> <retries>
CONFIGURATION

trap-name trap
retries
trap-name trap retries SnmpV1

« snmp trap timeout<trap-name> <timeout>
CONFIGURATION

trap-name Trap
retries
trap-name trap timeout timeout 1/100

SnmpV1

udp retries  timeout trap timeout/100 retries

« snmp trap version <trap-name><version>
CONFIGURATION

Trap-name Trap
Retries
trap-name trap

16.4 RMON

RMON
« rmon statistics [index]
CONFIGURATION

index Index index
statistics

12 etherStatsDataSource objectld

« rmon alarm [index]
CONFIGURATION

index Index index
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rmon alarm index alarm
Interval 2

Variable INTEGER (INTEGER, Counter, Gauge,or TimeTicks)
SampleType absoluteValue (1)

deltaValue(2)

StartupAlarm risingAlarm(1), fallingAlarm(2), risingOrFallingAlarm(3)
risingThreshold fallingThreshold

RisingThreshold

RisingEventindex eventEntry

FallingThreshold

FallingEventindex eventEntry
alarm Alarm
alarmtable

rmon event [index]
CONFIGURATION

index Index index
event MIB MIB
SNMP Trap
rmon event index event
EventType none(l) log(2) snmp-trap(3) log-and-trap(4)

no rmon alarm <index>
CONFIGURATION

index
index alarm entry

no rmon event <index>
CONFIGURATION

index
index event entry

no rmon statistics <index>
CONFIGURATION

index
index statistics entry

show rmon configuration alarm [index]
CONFIGURATION

index
alarm index index
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show rmon configuration even [index]
CONFIGURATION

index
event index

show rmon table even [index]
CONFIGURATION

index
event index

« show rmon table statistics [index]

CONFIGURATION

index
statistics index
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17.1
iSpirit 3026 IP DEBUG PING TRACEROUTE TELNET
. IPDEBUG
. PING
+ TRACEROUTE
« TELNET
1. IP DEBUG
IP DEBUG ARP
IP DEBUG
TCP TCP
iSpirit 3026 5 TELNET IP DEBUG
DEBUG
A ARP DEBUG B TCP DEBUG ARP A
TCP B DEBUG
A B ARP DEBUG ARP
A B
DEBUG
DEBUG DEBUG
TELNET PC TELNET TELNET IP TCP DEBUG
2. PING
iSpirit 3026 PING PING ICMP
PING ICMP ICMP
ICMP ICMP
ICMP
iSpirit 3026 PING PING PING
5 |ICMP ICMP PING
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
3. TRACEROUTE
iSpirit 3026 TRACEROUTE
iSpirit 3026 TRACEROUTE UDP TTL UDP
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ICMP UDP ICMP
iSpirit 3026 TRACEROUTE TRACEROUTE TRACEROUTE
TRACEROUTE
UDP
UDP
TTL
UDP
UDP
UDP
UDP
UDP
4. TELNET
iSpirit 3026 TELNET TELNET
iSpirit 3026 5 TELNET TELNET TELNET
iSpirit 3026 TELNET TELNET
TELNET TELNET TELNET
17.2
. IPDEBUG
. PING
« TRACEROUTE
« TELNET
1. IP DEBUG
iSpirit 3026 1 5 TELNET DEBUG
. CONFIG IP DEBUG
debug ip
. CONFIG IP DEBUG
no debug ip
TELNET
. CONFIG ARP DEBUG
debug ip arp
. CONFIG ARP DEBUG
no debug ip arp
. CONFIG TCP DEBUG
debug ip tcp
. CONFIG TCP DEBUG

no debug ip tcp

TELNET
. CONFIG UDP DEBUG
debug ip udp
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CONFIG
no debug ip udp

CONFIG
debug ip icmp

CONFIG
no debug ip icmp

CONFIG
debug ip snmp

CONFIG
no debug ip snmp

CONFIG
debug ip igmp

CONFIG
no debug ip igmp

CONFIG
debug ip igmpsnooping

CONFIG
no debug ip igmpsnooping

CONFIG
no debug all

CONFIG

show ip debug-on

2.PING

3.T

iSpirit 3026

EXEC

ping <ip-address>
EXEC

ping

RACEROUTE
iSpirit 3026
TRACEROUTE
CONFIG
traceroute <ip-address>
CONFIG

traceroute

4. TELNET

118

iSpirit 3026
TELNET
CONFIG
telnet <ip-address>

UDP DEBUG
ICMP  DEBUG
ICMP  DEBUG
SNMP  DEBUG
SNMP  DEBUG
IGMP  DEBUG
IGMP  DEBUG
IGMP SNOOPING DEBUG
IGMP SNOOPING DEBUG
DEBUG
DEBUG DEBUG
PING 5 TELNET
CONFIG PING
CONFIG PING
TRACEROUTE 1 5
TRACEROUTE
TRACEROUTE
TELNET 1 5 TELNET

TELNET

TELNET

PING
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2
1

24

UART

10Base-T/100/1000Base-TX RJ-45 UTP-5

5KG

444mm x 44.45mm x 348mm(W x Hx L)

1 0°C to 40°C (32°F to 104°F)
1 -20°C to 70°C (-4°F to 158°F)
: 10% to 90% RH
: 5% to 90% RH
3000 (10,000 )
4570 (15,000 )

10Base-T:

100Base-TX:
1000Base-X:

10/100/1000Base-T:

UTP Category 3, Category 4  Category
5
UTP Category 5
1000Base-SX,1000Base-LX/LH
1000Base-ZX
UTP Category 5

UTP Category 5 Enhanced

180-264V
1.5A
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B

iSpirit 3026
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122

10/100Base-T

10/100Base-T RJ-45 TD
12345678
B-1 10/100Base-T
10/100/1000Base-T
10/100/1000 Base-T RJ-45
TD RD
10/100/1000Base-T B-1
9 UART UART B-2
B-3
B-3
DB-9 DB-9

DCD 1 1 DCD

RXD 2 3 TXD
TXD 3 2 RXD

DTR 4 4 DTR

SIG GND 5 5 SIG GND
DSR 6 6 DSR
RTS 7 7 RTS
CTS 8 8 CTS

R1 9 9 R1

RD
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B-3
12 4
B-3 RJ-45
B-4
RJ-45 3 6
1 2 3 45 6 7 8
1 2 3 45 6 7 8
1= _
2= o= #2
3= — 3= —_—
4=
5= #1 #3 g: #1 #3
6= 6=
7= 7=

. #4
B= ] &

B-4 RJ-45

B-5

SIDE1

SIDE1

SIDE2

SIDE2
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#3

#2

#2
#4

#3
#4

RJ-45

#1
B-5
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