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BBepeHune

Bnarogapum Bac 3a npuobpeteHme XKK-npoektopa NP3250/NP2250/NP1250/NP3250W.
B naHHOM pyKOBOACTBE OOBACHAETCA, KaK HACTPOUTb pacLlUMpeHHyto 6e30nacHOCTb becnpo-

BoaHo LAN (cnoco6 ayTeHTUdMKaLMM) Ha NPOEKTOPE, KaK MOKa3aHOo B TabnuLie HUXe.

HacTpolite npoeKTop B COOTBETCTBUM CO CPeaoi 6esonacHocTy Bawei ceTu.

WPA-PSK,

WPA2-PSK TKIP _ He ncnonbsyer- |

(— CrpaHuua | AES cA

5)
BbecnpoBopgHas

CepTtudunkat
JoKanbHas
PKCS#12

T WPA-EAP, EAP-TLS KIMeHTa

WPA2-EAP TKIP

(— CrpaHuua | AES
9) PEAP-
MSCHAPv2

Ceptudukar CA | DER

Ceptnéumkar CA | DER

BaxHas undopmanus:

« Moxanyncra, umeiiTe B BUAY, YTO MHCTPYKLUMM U 06bACHEHMA GYHKLMI B6e3onacHoCTy, npu-
BeAéHHble B TabnuLe Bbllle, He cofepXKaTcA B npunaraeMom “PyKoBoAcTBe nonb3osatena” uim
B “Wired and Wireless Network Setup Guide”.

+ [Mpw HacTporike WPA-EAP nnu WPA2-EAP, He 3abygbte HacTpouTb [YCT. ATbI I BPEMEHW] ne-
pep yctaHoBKoW undpoBoro ceptudmrkara. (— ctpaHumLa 8)
Mpw HenpaBunbHon HacTpoike [YCT. OATbl I BPEMEHW] nokasbiBaeTcs coobuieHre «owmnbKa
ayTeHTUdUKaLUm».

+ AnA ycTaHOBKM LUMPOBbIX CepTNPUKATOB BOCMONb3YATECH CEPUINHO BbIMYCKAaEMbIM YCTPOWC-
TBOM namaATn USB.

MpogomkeHye Ha cregyowen cTpaHmue |




Mpoune npumeyaHuns

CBAXXMTECb CO CBOUM afMUHMUCTPATOPOM ANA NOyYeHUs MHPopMaL MM o Touke AoCTyna
N HacTpolKax cepBepa ayTeHTUGMKaumm (cnocoba ayTeHTUdMKaLmK, Tuna wmudposaHmsa,
Tuna EAP u undpoBsbix cepTudnkaTtos).

[na nonyuyeHus nHdopmaumm o6 NCMONb30BaHUM MEHIO Ha SKpaHe NpoeKTopa CMoTpuTe
“PykoBopacTtBo nonb3osatens” (PDF) Ha npunaraemom gncke CD-ROM.

CmoTtpuTe npunaraemoe “Wired and Wireless Network Setup Guide” gna nonyyeHua nHc-
TPYKLMI NO HacTporike agpeca IP, nogceteBon macku, SSID, n WEP Ha npoekTope.
WPA-PSK, WPA-EAP, WPA2-PSK 1 WPA2-EAP pocTynHbl Tonbko npu Bbibope [MHOPACTPYK-
TYPA] B [TUN CETU] cTpanuypbl [MOAKNKOYEHWUE]. OHn HefocTynHbI, ecnv BbibpaHa [AD
HOC].

WPA-PSK o3HauaeT “3alinILéHHbIN focTyn 6ecnpoBOAHON CeTU — NpeaBapuTesbHbIN
KMoy KonnekTnsHoro nonb3osaHua’, TKIP o3HavaeT “lUndposaHmne ¢ ucnonb3osaHmem
BpeMeHHbIX Kntouein’, AES o3HauaeT “YnyulueHHbIl cTaHgapT wudposaHms’, EAP o3HauaeT
“Pacumpsaemblii npoTokon ayTeHTudunKaumm’, TLS o3HauaeT “be3onacHOCTb Ha TPaHCMopPT-
Hom ypoBHe”, PEAP o3HauaeT “3aluiéHHbIn paclupaemblii NPOTOKON ayTeHTUudrKaummn’,
MSCHAPV2 o3HauaeT “MaikpocodT NpoToKon ayTeHTUdUKaLMM NO KBUTUPOBAHMIO Bbl-
30Ba Bepcun 2", DER o3HauaeT “Pasnnyatowmeca npasuna wudpposarua’, PKCS o3HauaeT

“CranfapTbl KpynTorpapum € OTKPbITbIM Kloyom”.



1. Hactpoitka WPA-PSK unn WPA2-PSK

M3 meHI0 Ha 3KpaHe npoekTopa BbibepuTe [BKIIIOYEHWE] — 3aknagky [YCTAHOBKA(2)] —

skpaH [CETEBbIE HACTPOVIKW] 1 cnepyiiTe yKa3aHHbIM HIKE UHCTPYKLVAM.

@ Oro6pasnTe skpaH [CETEBbIE HACTPOW-
KWU1.
« CmoTpuTe cTpaHuuy 17 “Wired and Wireless
Network Setup Guide” gna HacTponku 6ecnpo-
BoaHow LAN.

©® Bocnonb3yiitecb KHonKoii SELECT b ans
Bbi6opa 3aknagku [BECMIPOBOHAA].

OtobpasunTca ctpaHuua [BECTIPOBOAHAA].

© Hacrpoiite, Kak 310 TpebyeTcsa, Takue sne-
MeHTbI, Kak MPOOWUJ1b, DHCP, AQPECIP,
noj CETEBAA MACKA v gpyrue.
+ Bbi6epute [MPOOWIIb 1] nnn [MPOOUNDb 2] gna
[MPOOUIIN]. Mpu BbIGOPE [JTEFKOE COEAMHE-
HWE] WPA-PSK, WPA2-PSK, WPA-EAP, nnun WPA2-
EAP HepocTynHbI.

O Bocnonb3yiTecb KHonKoii SELECT V gns
Bbi6opa [CJIOKHbIE YCTAHOBKU] u Ha-
»mute KHonky ENTER.

OTtobpasuntca skpaH [C/IOXHbIE YCTAHOBKMI.

@ Bbi6epute [O630P CANTA] u HaxxmuTe
KHonKy ENTER.

OtobpasunTca cnucok “SSID”.



© Bocnonb3yitecb kHonKoli SELECT VA ana

Bbl6opa ngeHTudukartopa SSID n HaxMmuTe

KHonKy SELECT P>, uto6bi Bbi6patb [OK].

B koHue HaxmunTe kKHonKy ENTER.

+ Bbibepute SSID gna yctaHoBneHHoro WPA-PSK
mnn WPA2-PSK.

- BbiGepute [MHOPACTPYKTYPA (4 B)] ana [TUN
CETWN]. WPA-PSK, WPA2-PSK, WPA-EAP, nunun
WPA2-EAP HepocTynHbI, ecnu BbibpaHa [AD HOC

(@,

@ Bocnonb3yiitecb KHonkoui SELECT A gns
Bbl6opa 3aknagkm [MOAKIOYEHUE], a
3aTem KHonKoli SELECT »> gns Bbi6opa
saknagkm [BE3OMNACHOCTb].
OtobpasuTca ctpanmya [BE3ONACHOCTD].

© Bocnonb3yitecb KHonKoii SELECT V¥ gns
Bbi6opa nona [TUM 3ALLUTDbI] n HaxxkmuTe
KHonKy ENTER.

OT06pPa3NTCA MPOKPYUBAEMBIN CMINCOK.

© Bocnonb3yitecb KHonKoii SELECT VA
Ana Bbi6bopa [WPA-PSK] nnn [WPA2-PSK] n
HaxmunTe KHonKy ENTER.

@ Bocnonb3yitecb kKHonKoi SELECT V gnsa
Bbi6opa nonsa [TKIP/AES] n HaXKMUTe KHoM-
Ky ENTER.

OT06pPa3nNTCA MPOKPYUBAEMBIN CMIVCOK.

@ Bocnonbazyiitecb kHonkoi SELECT VA gns
Bbi6opa [TKIP] unu [AES] n HaXKmuTe KHON-
Ky ENTER.
Bbi6epute [TKIP] unun [AES] B 3aBUCMMOCTY OT Ha-
CTpOWKM Bawer Toukm goctyna.



@ Bocnonb3yitecb KHonKoi SELECT V gna
Bbl6opa nonsa [KJ/THOY] n HaxkMmuTe KHONKY
ENTER.

OTKpoeTcA 3KpaH BBOLA CMMBOJIOB (BUPTYanbHas

KnaBuaTypa). 3aganTe Kiou.

- Kniou gonxeH 6bITb AnnHOM oT 8 [0 63 CUMBO-
NIOB.

« CmoTpuTe cTpaHuuy 26 “Wired and Wireless
Network Setup Guide” gnsa nonyyeHuna nHop-
Maumy 06 NCNoNb30BaHUM BUPTYanbHOW KnaBu-
aTypbl 1 BBOAE KIioya.

® Bocnonbsyntecb kHonkoi SELECT V gnsn
Bbi6opa [OK] n HaxxmuTe KkHonKy ENTER.

Mpounseenérca Bo3spaTt Ha cTpaHuuy [BECIPO-
BOLHOWM].

@ Bocnonbsyiitecb KHonkoi SELECT ¥ gns
Bbi6opa [BOCCOEANHATD] n HaxkmuTte
kHonKy ENTER.

® Bocnonbsyntecb kHonKkoi SELECT V gnsn
Bbi6opa [OK] n HaxxmuTe KHonKy ENTER.

3710 3aBepwaeT HacTpoku WPA-PSK nnun
WPA2-PSK.



2. Hacrpoiika YCT. IATbI U BPEMEHU

Mepep ycTaHOBKOW Ha NPOEKTOP LppoBoro cepTidrkata Bam Heobxogmmo HacTpouTb [YCT.
JATbI I BPEMEHW] pns npoBepKmn cpoka ucteveHnsa aenctena uudposoro ceptrdumkara.
YcTaHoBUTE TeKyLLYtO faTy 1 BpeMsA (HanpriMep, MeCTHOe BpeMms) 1 YacoBOW MosAC.

BaxHas undpopmanus:

+ [Mpw HenpaBunbHom HacTpoiike [YCT. JATbl W BPEMEHW] noaButca coobuieHme “ownbKa ayTeH-
TMdUKaLMmn” n3-3a HEBO3MOXHOCTI MPOBEPKY CPOKa NCTEUEHUs AeNCTBUA LdpOoBOro cepTu-
¢durKaTa BO Bpems ero ycTaHOBKW. (— cTpaHumua 16)

+ B npoekTop BCTpoeHbl Yachl. OHW 6yAyT npofonKaTth pabotaTb NMPUMEPHO 2 Heflenn Noce Bbl-
KfloueHuna nutaHua. Ecnmn nutaHne npoekTopa He BKNOYaeTcA B TeueHve 2 Hefenb Unn Jorblue,
BCTPOEHHblE B HETrO Yacbl OCTAHOBATCA. B Takom cnyyae Heobxofnmo GyfeT ycTaHOBUTb faTy,
BPEeMsA 1 YacoBOW MOAC MOBTOPHO. BCTpOeHHbIe Yachl He OCTaHaB/MBAOTCA, €C/ MPOEKTOP Ha-
XOLMUTCA B peXrMe OXKnaaHnsA.

@ OTto6pasuTe s3kpaH HacTpoiiku [YCT. AATbI
A BPEMEHMU].
« 13 meHI0 Ha aKpaHe Bblbepute [BKITIOYEHWE] —
3aknagky [OCHOBHOW] — [MHCTPYMEHTbI] —
[YCT. OATbI 1 BPEMEHWU].

@ Hacrpoiite JATA, BPEMA n YACOBOW
nosc.

© Mocne 3aBepLIeHNA HACTPOIKK BbiGepuTe
[OK] n Haxxmute kHonkKy ENTER.

Hactpowka YCT. JATbl N BPEMEHW 3aBeplueHa.



3. Hactpoiika WPA-EAP unn WPA2-EAP

BbibepuTe cooTBeTCTBYOLWYIO ayTeHTUdMKaumio 6ecnpoBogHoi cet LAN WPA-EAP vnu
WPA2-EAP 1 ycTaHOBUTe Ha npoeKTop Ludposol ceptndukar.

@ Ha npoekTope HacTpoiite [YCT. OATbI
A BPEMEHMU]. (CmoTpuTe NpeabiayLuyio
cTpaHuuy)

@ Vcnonb3yiiTe KOMNbIOTEP ANA COXPAHEHNA
undpoBbix ceptudukaroB (pannos) gna
HacTpoukun WPA-EAP nnn WPA2-EAP Ha
ycTporictBo namaTtm USB.

Mocne 3aBepLleHnA CoOXpaHeHNA ¢a|?1nos BblHbTE
ycTponcTeo namatn USB n3 komnbioTepa.

BaxHas undpopmanus:

« [poeKkTopoM Noaaep>K1BatoTCA TONbKO dainbl LMpPOBbLIX cepTudukatoB popmatos DER n
PKCS#12.

+ [MpoeKTop He B coCcToAHMM 06pabaTbiBaThb LdppoBble cepTrduKaThl ¢ pasmepom daiina bonee 8
Kb.

+ CRL (Cnucok nepemelleHna cepTuduUKaToB) He NOAAEPKMBAETCA.

+ [pocToli cNUcoK cepTUPUKATOB KIMEHTOB HE NOALEPKMBAETCA.

© BcraBbTe 3anomuHalouee yctporicteo USB
B nopt USB (Tun A) npoekTopa.

O MNosTopuTe nocnegoBarenbHocTy ¢ @ Ha
cTpaHuue 5 no @ Ha ctpaHuue 6.

OTO6pPa3NTCA MPOKPYUMBAEMBIN CMIVCOK.

@ Bocnonbayiitecb KHonkoin SELECT VA
Ansa Bbi6opa [WPA-EAP] unun [WPA2-EAP] n
HaxxmunTe KHonKy ENTER.

O Bocnonb3syntecb kHonKoi SELECT V gnsn
Bbli6opa nona [TKIP/AES] n HaKmuTe KHON-
Ky ENTER.

OTo6pasnTCcA NPOKPYUMBAEMbIN CMINCOK.




10

@ Bocnonb3yiitecb KHonKoli SELECT VA ana
Bbi6opa [TKIP] unu [AES] n HaXKmuTe KHON-
Ky ENTER.
Bbi6epute [TKIP] unu [AES] B 3aBUCMMOCTM OT Ha-
CTPOWKM Baluern Toukmn goctyna.

© Bocnonbsyntecb kHonKoi SELECT A ansn
Bbl6opa 3aknagku [BE3OMNACHOCTb] n
Ha)Kmute KHonKy SELECT b,

OtobpasunTca ctpanmua [[TPOBEPKA].

BbibepuTte nn60o [EAP-TLS], nn6o [PEAP-MSCHAPv2] gna [TUM EAP]. nemMeHTbl HAaCTPOIKHN
pasnuyaloTcA B 3aBUCUMOCTY OT Tuna EAP.
CMoTpUTe TabnuLy HIXe.

Tun EAP DNemeHT HaCTPONKK MNpumeyaHne
Mima nonb3oBatens OT 1 o 32 cmBONOB.
EAP-TLS Ce[éTl/ld)l/l;aT Knv&eAHTa Qann popmara PKCS#12
epTuduKaT .
(CepTndukar LeHTpa cepTudurKaLmum) CEIICEEREIC D
Mma nonb3oBatens OT1 1 go 32 cMMBONOB.
PEAP-MSCHAPV2 Maponb OT 1 po 32 cMBOOB.
Ceptudukar CA

(CepTudukar LeHTpa cepTudrKaLmm) ETI G B

(D Hactpoiika [EAP-TLS] gna [TUM EAP]:
B cnepytowwem pasgene ob6bAcHAeTcA NopsAAokK Bbibopa [EAP-TLS].
nsa Bbibopa [PEAP-MSCHAPV2], nepeiignTte K nocnegosatenbHocTy @ Ha cTpaHuue 13.

© Bocnonbsyiitecb KHonkoin SELECT ¥ ans

Bbi6opa nona [MMA MNOJIb3OBATENIA]l n

HaxxmunTe KHonKy ENTER.

OTKpoeTcA 3KpaH BBOAA CMBOJIOB (BUPTYyanbHas

KnaBuaTypa). 3aganTe uma nonb3oBaTens.

- MIma nonb3oBaTtena MoXeT ObiTb AgnnHOM oT 1 Ao
32 CMBONOB.

« CmoTpuTe cTpaHuuy 26 “Wired and Wireless
Network Setup Guide” gna nonyyeHua nHpop-
Maummn 06 MCnonb3oBaHNM BUPTYaribHOW KnaBu-
aTypbl Ansi BBOJAA CUMBOJIOB.



(@ Bocnonb3yitecb kKHonKoi SELECT V gnsn
Bbi6opa [CEPTUOUKAT KNIMEHTA] n Ha-
»xmute KHonKy ENTER.

OT1obpasznTca cnncok $pannos (3KpaH NMKTOrpamm).

+ [ina nonyyenuna nHdopmauun o pabote c 3Kpa-
HOM NUKTOrpamm cmotpuTe “5. icnonb3oBaHuve
dyHKUmK «MpocmoTp»” B “PyKOBOACTBE NOMb30-
Batena” (PDF).

+ YT10o6blI BepHYTbCA Ha cTpaHuuy [[TPOBEPKA] Ha-
XKmunTe KHonky EXIT.

MPUMEYAHME:

YcraHoBKa uudposoro ceptudukara

Bbl MOXeTe ycTaHOBUTL LidpoBoit cepTudukar (ceptudukat knneHta n ceptudukat CA [MPOOUITb

1 (unu 2)] B nodainnoBom pexmme.

+ YctaHoBUTe KopHeBo cepTudukaT CA gns ceptudurkara CA.

+ Ecnu Bbl yctaHaBnuBaete LundpoBoi cepTudrKaT Ha yKe cyLiecTByowmin uudposoi ceptndu-
KaT, TO 3TOT CyLecTByioLW A cepTrduKat byaet 3ameHEH HOBbIM LMPPOBbLIM CepTUGUKATOM.

- lMocne ycTaHOBKM UndpoBoro ceptrdurKkaTta Henb3s 6yaeT yaanuTb nHdopmaumio, faxe ecnu
Bbl npekpatnte HacTporky WPA-EAP nnn WPA2-EAP.

@ Ha akpaHe nukrorpamm Bbi6epuTe und-
poBoii ceptudukar (paitn popmara
PKCS#12), coxpaHE&HHbI Ha Bawem ycT-
poiicTee namaTu USB, n HaXKmunTe KHONKY L I
ENTER.

OTo6pa3snTCcA aKpaH napons.

(@) Bolibepute ycrpoiicteo namatin USB n
HaxMuITe KHory ENTER. (@ Bbinenute undpoBoil cepTUGUKAT 1 Ha-
Xmure kHonky ENTER.

@ Bbi6epuTe none [[MAPOJIb] n HaxxmuTe
kHonKy ENTER.

OTKpoeTcA 3KpaH BBOAA CUMBOJIOB (BUPTYasnbHas

KnaBmaTypa). 3aganTe naponb YaCcTHOrO KJtoua.

Maponb MoXeT 6bITb 4ANHOM OT 1 40 32 CUMBOJIOB.

BbibpaHHbIv dann undposoro ceptudmkarta dyayt

YCTaHOBJIEH Ha MPOeKTope.

+ Ecnu kopHeBoin ceptrdumkat CA He copepunTca
B daline, KoTopbiln Obl BbibpaH B NocnegoBa-
TenbHocTu @, npuctynuTe K nocnegosatenb-
Hoctn @. Ecnv meeTcs cepTdumKaT KOPHEBOro
LeHTpa cepTndrKaLmm, NpUCTynmTe K Nocnepo-
BatenbHocTn @.
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® Bocnonb3yitecb KHonKoi SELECT V gna
Bbi6opa [CEPTUDUKAT CA] n Haxxmure
KHonky ENTER.

OT1obpasnTca cnncok $pannos (3KpaH NMKTOrpamm).

@ Ha skpaHe nukTorpamm Bbi6epute yudpo-
BoW ceptudukar (pain popmarta DER), co-
XpaHEHHbIN Ha Ballem ycTpoiicTBe namaTu
USB, n HaxxmuTte kHonky ENTER.

+ BbibepuTe KopHeBol cepTdukat CA 3gech.
Bbl6paHHbIl Lndposoin cepTudukat byayT ycTa-
HOBJ/IEH Ha MPOEKTOpe.

(® Nocne BbinonHeHNA He06XOAUMbBIX Ha-
CcTpoeK Bocnonb3yiTecb KHonkou SELECT
V ana Bbi6opa [OK] 1 HaXKMUTE KHONKY
ENTER.
Mpounseenérca Bo3spaTt Ha cTpaHuyy [BECIPO-
BOOHOM].

@ Bocnonb3yiitecb KHonKoi SELECT V gnsa
Bbi6opa [BOCCOEAVHATD] n HaxkmuTte
kHonKy ENTER.

@ Bocnonbsyiitecb KHonkoin SELECT ¥ gns
Bbi6opa [OK] n HaxkmuTe KHonKy ENTER.

3710 3aBepwnT HacTponky [EAP-TLS] ana [TUN
EAP] 8 [WPA-EAP] nnn [WPA2-EAP].

PEKOMEHAALMA:

YpaneHue undposoro cepTudurKara, ycTaHOBIEHHOrO Ha NPoeKTope.
YT106bI YAaNUTb yCTaHOB/IEHHbIN Ha NPOeKTope LMPPOoBOI cepTUdUKAT, BbIMOTHUTE Cleayto-
e nencTeums.
BbinonHeHve yKasaHHOW HMKe npoLeypbl NPov3BeéT yaaneHve Bcex Lndposbix cepTndrKaTos
ONA NoKa3blIBaeMoro Ha ,U,aHHbIVI MOMEHT I'IpOd)I/Iﬂﬂ.
© Bbi6epute [OYUCTUTb CEPTUDUKATDI] B ne-

BOW HMXXHel YacTty 3KpaHa [CJIOMKHbIE YCTA-

HOBKW] n HaxxmuTte KHonkKy ENTER.

MosABWTCA COObLLEHE O NOATBEPXKAEHNN.

@ Bbi6epuTe [[1A] n HaxkmuTe KHonKy ENTER.
Lindposble ceptudurkatbl 6yayT yaaneHoi.




PEKOMEHAALMA:

« Undposoit ceptudmkar dopmata PKCS#12, Bkniovatowmin ceptudurkat CA bygeT ycTaHOBMEH B
KayecTBe KopHeBoro cepTudukata CA.

(2 Bbi6op [PEAP-MSCHAPv2] ana [TUN EAP]:

© Ha cTpanuue [NIPOBEPKA] Bocnonb3yii-
Tecb KHonKoli SELECT V ana Bbi6opa nons
[TUM EAP] n HaxkxmunTe KHONKy ENTER.

OT06pPa3nNTCA NPOKPYUNBAEMBIN CMINCOK.

@ Bocnonbsyitecb kHonkoii SELECT VA ana
Bbi6opa [PEAP-MSCHAPvV2] n HaxxmuTte
kHonKy ENTER.

@ Bocnonbsyiitecb kHonkoin SELECT ¥ gns
Bbi6opa nona [MMA MNOJIb3OBATENIA] n
HaxxmunTe KHonKy ENTER.

OTKpoeTCcA 3KpaH BBOAA CMBOJIOB (BUPTYyanbHas

KnasuaTtypa). 3apaiTe nmaA nosb3oBaTens.

+ VmMsa nonb3oBaTens AOMKHO UMETb [/INHY He 60-
nee 32 cumBonoB (6yKB 1 Ludp).

« CmoTpuTe cTpaHuuy 26 “Wired and Wireless
Network Setup Guide” gna nonyueHuna nHpop-
Maummn 06 MCnonb3oBaHKM BUPTYanbHOW KnaBu-
aTypbl AN BBOAA CUMBOJIOB.

@ MNocne zaBepLIeHNA YCTAaHOBKN UMEHN
nonb3oBaTens BOCNO/Nb3ylTecb KHONKOMN
SELECT V gnsa Bbi6opa nonsa [MAPOJIb] n
HaXmute KHonKy ENTER.

OTKpoeTcA 3KpaH BBOLA CMMBOJIOB (BUPTYanbHas

KnaBuatypa). 3aganTe naposb.

« TMaponb JomXeH UMeTb ANNHY He 6onee 32 cm-
BOsOB (6yKB U LMdP).
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® Nocne 3aBeplueHnn ycTaHOBKY Napons

Bocnonb3yntecb KHonkon SELECT V gna

Bbi6opa nona [CEPTUOUKAT CA] n HaxkKmu-

Te KHonKy ENTER.

OT1obpasznTca cnncok ¢pannos (3KpaH NMKTOrpamm).

- [ina nonyyexuns nHdbopmauum o paboTe C 3Kpa-
HOM NUKTOrpamm cmotpute “5. Micnonb3oBaHue
dyHKUMK «MpocmoTp»” B “PyKOBOACTBE MOMb30-
Batena” (PDF).

+ Yt0o6bl BepHYTbCA Ha cTpaHuuy [[TPOBEPKA] Ha-
XmuTte KHonky EXIT.

MPUMEYAHME:

YcraHoBKa uudposoro ceptudukara

Bbl MOXeTe yCTaHOBUTb LUMPPOoBOI cepTudmKaT (ceptrdukat KnmeHta n ceptudukat CA [MPOOUSIb

1 (nnn 2)] B nodpainioBoM pexnme.

+ YctaHoBuTe KopHeBol cepTudukat CA ana ceptudumkara CA.

+ Ecnu Bbl yctaHaBnuBaete undpoBoii cepTudurKaT Ha yKe cyLiecTByowmin uudposon ceptndu-
KaT, TO 3TOT CyLiecTBYyoWMIA cepTuduKaT OygeT 3aMeHEH HOBbIM LIMPPOBbLIM CepTUPUKATOM.

+ MMocne yctaHoBKM LndpoBoro ceptrdukata Henb3a 6yaeT yaanuTb MHGOPMaLNIo, Aaxe ecnuv
Bbl npekpatnte HacTponky WPA-EAP nnn WPA2-EAP.

@ Ha skpaHe nukTorpamm Bbi6epute yudpo-
Boii ceptudukar (pain popmara DER), co-
XpaHEHHbIN Ha Bawem ycTpoiicTBe namaTn
USB, n HaxxmuTte kHonky ENTER. L I
+ BbibepuTe KopHeBo cepTdukat CA 3gech.

Bbi6paHHbIli LndpoBoi cepTrdukat byayT ycTa-
HOBJ/IEH Ha MPOEKTOpe.

(@ Bolbepute ycrpoiicteo namatin USB u
HaxmuTe kHonky ENTER. (@ Bobigenute UNPPOBOI CEPTUPMKAT U Ha-
xmure kHonky ENTER.
® Nocne BbinoNHEHNA HEOGXOAUMDIX Ha-
CTpoeK Bocnonb3yiTecb KHonKou SELECT
V ansa Bbi6opa [OK] n HaXXKMnTe KHOMKY
ENTER.

Mpounssenértca sBo3spat Ha cTpaHuyy [BECTPO-
BOOHOM].

@ Bocnonbsyntecb kHonKkoi SELECT V gnsn
Bbi6opa [BOCCOEAVHATD] n HaxkmuTte
kHonKy ENTER.
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@ Bocnonb3yitecb KHonKoi SELECT V gnsa
Bbi6opa [OK] n HaxkmuTte kHonKy ENTER.

3710 3aBepwnT HacTponKky [PEAP-MSCHAPv2]
ana [TUMN EAP] B [WPA-EAP] unu [WPA2-EAP].

PEKOMEHALINA:
YnaneHune undposoro ceptuduKara, ycTaHoBJIGHHOIO Ha NpoeKTope.
YT06bl yAanuTb YCTaHOBIEHHDIN Ha NPOEKTOpe LUMPPOBOI cepTUdMKAT, BbINOMHUTE Cleylne
nencTeus.
BbinonHeHve yKasaHHO Hxe npoLeypbl NPon3BeaéT yaaneHne Bcex LudpoBsbix cepTuduKaTos
A1 NOKa3bIBAEMOrO Ha JaHHbI MOMEHT Npoduns.
© Bbibepute [OYMUCTUTb CEPTUOUKATDI] B ne-
BOI HMXKHel yacTn 3kpaHa [CJIOXKHbBIE YCTA-
HOBKW] n HaxxmuTe kHonkKy ENTER.
MosABunTCA coobLeHMe O NOATBEPKAEHNN.

@ Bbibepure [[A] n HaxxmuTe KHonKy ENTER.
Lindposble ceptndurkatbl 6yayT yaaneHbi.
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4. NpoBepkKa cTaTyca ayreHTMdUKauum Ha skpane [MHOOPMALUA]

Bbl MOXeTe npoBepuTb CTaTyC ayTeHTUdmKauum Ha skpaHe [MIHOOPMALMA] n3 meHto Ha 3K-

paHe.

@ OTto6pasuTe skpaH [MHOOPMALUA].

« Bocnonb3yintecb nepBon 3aknagkomn (OCHOBHoOe
MeH10) ana Bblbopa [MHOOPMALWA].

@ BbibepuTe 3aknagky [FECTIPOBOAHAA
JIOKAJIbHAA CETb(1)].

CraTyc TekywWwén ayTeHTMdUKaLm otobpasnTca B

none [[TPOBEPKA].

3HaueHuA JaHHbIX COOBLLEHIIN CTaTyca OMMCaHbl HUXE.

CoobleHne

Cratyc ayTeHTUdUKaLUn

AyTeHTdULMPOBAHO

AyTeHTMKaLmMA BbIMONHEHA NPaBUIbHO.

OwwnbkKa

AyTeHTMKaLmMA He Npou3BeAeHa

MpousBoguTca ayTeHTUdMKA-
ums...

MpouncxoauT npouecc ayTeHTUdMKaLmm.

UcTék

Cpok pencTeua undposoro ceptudurkarta UCTEK. inn HenpasunbHana
HacTpowika [YCT. ATbI 1 BPEMEHW].

C6o1 BpemeHu

bbina ypanena [YCT. ATbl W BPEMEHW]. YcTaHOBUTe NpaBuibHYyI0
AaTy v Bpems.
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