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T ID, E£E UID SCAHEH N EE P 1D

vSphere Client 754 U AIEE /3 UID. fERZ B IL T, FIDAA T Ao
5 IHRAHINH %,

=~ W N
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6 KIS, SRR, RS AR S

BRI N A R ERE 2%, DAy s 86t EVUNTESRE V% pam_passwdqc. so {diff:
PAIEAT SOy B6 UE R A A 2 S i A NE o FABRBFIPATERIA S 530 Urd () pam_cracklib. so HHFBEAD 1L .

7 B PEINEIAL, SN FREE RS LR, RIERGE,
8  WMNFANNEIET ), SN HEHR Rk Bz 28R, ARG k.
9 LHE.

BERHARPZA
TATLAM ESXi EALFRRBR ] k4.

N ANEEREER oot .
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i

1 izt vSphere Client 5% 141,

2 HEERPAAERD R, ARE PR,

3 LHEREERERNTEA, KA SRR

HHERMBIAR

AL INE] BSXi 214 23 BTt B RS &

TR

1 i#id vSphere Client E3% A1,

2 PUBERPRAED R, RS,

3 BG4 RAPRUEAALE, SUSEEERIIATIT CGIEEAL” REHE,
4 {4 ID FEAE N4 LRI 41 1D (GID).

X GID s E R I 2EN . WRAFEE GID, vSphere Client ¥43d T —A~F] HIfU4 1D,

5 RTEANOVHBAREA T, WAk 4, KA g,
6 HEE.

A= sBRAR AR

AT PAF AR AL s I el AR ER T o

23

1 il vSphere Client Z5% 441,

2 PUERPRAED R, RS,

3 AHPREEEHEINAL, RERE BT R REiE.

4 BEERAPUINEIAL, EAA MRS AR, RS R,

5 EMEAHBEERIT, ENEBR RSB P2 SR, SRR R
6 HHBE.
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ESXi mFMZLIEE

ESXi S F SSL v3 A TLS v1 ( JAEZehicly SSL) o WSt M 7 SSL, WIS & -2 8ak, I H A EE
BN RS T, S A ]

RN Web HCERAR 55 BESOA Fo A IR I B i i 11, AT 2 AR e A TIN5
PRAE AL N B HEN BT, HHEAEH SSLuE-Phisig . Ha, BSXi 2 ferh 3 sh A a1,
HA B AAEAE T o IXECUT S EME—, XS5 5 n] AR Ga IR 5555, (e e T 5GEm,
I HASE A RIAUSAE B A I (CA) 252511 o X EEBRINIE B A 5 2 B A AZGERRE .
H PR RO R, FRAE, AR I A AN R e e, W2 2R A SN S UE P AL
S HFUE TS, BN B2 A A BB B W S E 5

ER AUREARR BAEUE, &P s R TR B . SRS, 1Lt AT
HUBZSZUESS o AR 258 CA ZR5 Ul PR A 252k 45 11% vCenter Server Al vSphere Client
Z AT o IXLEUE AR B P RRAEAE T IR SR S I e

BRERREMBIE IR

B AR TR I 7000 R TE B gt etk S7EERMG O T S TuE 2. RIPALE vSphere Client H146
WS B e B .

& vCenter Server UFASTE X IR TP I - Y

TR
1 fiifi] vSphere Client %% %] vCenter Server £%t,
2 EFRSKEH > vCenter Server % E.
3 R4l SSLRE, ARIIHREENIES LR Uk
4 WCRAFTRET RN, WA DA M RSO LA & o Eac.
TORAT ESXi MRS, T EEERE .
a  EREEEGG I F2 LN “REHEX" FH,
b IEFEERRGEE.
FHHREC A M A
5 QUERFRSITAL, Naerh A5 BIE R et
B R, AU R
6 AR,

4R ESXi EHHFHES

ESXi FHUE RSN RGN A b As . ERLEHOL T, A REFRER EHVERCHIOUES . W, FUA S
U FRECEYMMBRUESIN , A A pTiE

TR
1 (EREEH G EE B e R E.
2 EHSIS ARG AR
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A CA EFEBHHRINES
ESXi AU e Bk Bk (B ABE 1o R 1RO 10, ST E IR R AT AR GE RS 8, 0
fTVRAATRAIER, i ERSE A AORUSAE BARAA (CA) 25810, (B T AR A A1 %
Al SR A BTSN E TS, AT LB .

R ESXi SCHFE I X 509 EA5 R Nt I 55 7 & P 2 AR SSL i Rk I 2 iR 5 B

HrR S

P A S AL B AT LA I 5 1 224> HTTPS 2 ifidb 1o T b2 b i - B AWE 0L EIA
Host.Config.AdvancedConfig F##, 172¢ ESXi R4S B, 152050 134 U, “IC I, 41, FUPRAT
e o

HH
1 G vifs Sy ARG PERIAIE] ESXi AL L.
HFAEABRIE, a4 AR DL I

vifs —-server <hostname> —-username <username> ——put rui.crt /host/ssl_cert
vifs —-server <hostname> —-username <username> ——put rui.key /host/ssl_key

2 i PR G T R R SR EERER R B A5

fEH HTTPS PUT tHiFBFES

BR vifs arsh, @ nf LA IS = 5 N HIRE 7 b ab4, SRy HTTPS PUT #8/ERIR FHAE 7 RIS ESXi ()
HTTPS # MG H. #an, FTPAE] SeaMonkey Composer |4k 151447

TR
1 15 REN R, TS
2 CKSURRARIN M .
B TR, AR https://hostname/host/ss1_crt.
B XA, 1R https://hostname/host/sslkey.
3 TEEEEEIGET, M CEHEE IR BRI E A

B E SSL &t
AIPLY ESXi il SSL R
FTLASR PP R PRI Fe i R 401«
BRGNS T T SRR S ESXi [ 11 443 (1) SSL 8 TR
mETRINEEN TR SRS BSXi (3 1 443 1) SSL #8 T - 0144%
X PRGN B B A DR AL,
23 PRIVEAZ AT R B I (R 2 T o BRIATEAUT , Sea i1 SSL e i PRl .
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g

7

BT vifs a2 R IVEGR Y config.xml SCAFRIA,

A Linux 240, fTILL M.

vifs —-server <hostname> —-username <username> ——get /host/config.xml <directory>/config.xml
X Windows #%t, LA Mard .

vifs —-server <hostname> —-username <username> ——get /host/config.xml <directory>\config.xml
i SO AR T config.xml SCfF.

YN <readTimeoutMs> B, VAZFD LT,

Bilgn, FERSEEGENABE ) 20 b, iHEIALL My,

<readTimeoutMs>20000</readTimeoutMs>

i\ <handshakeTimeoutMs> 1, VAZFD NEL,

Bilgn, ERHR TN E ) 20 B, ALl M s,
<handshakeTimeoutMs>20000</handshakeTimeoutMs>

DRAF SO S

T vifs @72 config.xml SCAHEIAJRE] ESXi AL o

T Linux £#40, L M4

vifs —-server <hostname> —-username <username> ——put <directory>/config.xml /host/config.xml

X+ Windows #4¢, AL Mad.

vifs —-server <hostname> —-username <username> ——put <directory>\config.xml /host/config.xml

WA B G R I RS R BRI A

=6 13-1 BEXH

A Jetc/vmware/hostd/config.xml LA N85 B8 SSL B M4 F N T o

<vmacore>

<http>

<readTimeoutMs>20000</readTimeoutMs>
</http>

<ssl>
<handshakeTimeoutMs>20000</handshakeTimeoutMs>

</ssl>

</vmacore>
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&% ESXi Web RIEIZE
Y53 Web BTN, 5582 T AR P12e

R EHSCEVLE Rk S uril 2 5, il HEsfla il s sl AR BEAT 8 S 5) vmware—
hostd 2,

AEE PSRRI . ESXi A Schrmhdaails (Whonnismmy]) , ndakd s, ESXi
PR IR R B

m AL E Web R, DUEEAEIRBIAMY E R ZUET . X TEia T U B e s & v AL L DAE

% & MR U POA RIS, LIhaet 4 E M.
A IND WERUEBASEAEAETEAM TN E (BN, FAE7E NFS L AL E ), WITE BSXi Jed g8 it 3=

MUK G X EeuE 15, BRI, BRI =N E P ok o2 5R EP %4 SSL 2T

B TR AR TN, ARG T £1% vSphere Web Services SDK 4% 5 H]
SSL. QAR EIRC B X EE R Z DL EA A BRI TN, 15514 vSphere Web Services SDK #4245 1] SSL,
Dy B N HTTPS L0#e %= HTTP,
{2 X g P ) 8 T e R PR IR A A 25 JB 25 H] SSL, TEXRERUIALEh, a0 k5, MiHS
FHLZ B e PR . B5T) SSL PR EERE, BRONEH T HATIET =174

B TR ESXi IRSS, REENER BSXi Ik55 Ak i1 443 ( 1T HTTPS f&5miss ) kil s A
443 FIE ESXi (s A ARBR . 18 HTTP Al HDUAT AT E 2 BESXi FIOIRSS AR, (RanRAR&E YA,
NIASBE BB AR S B IR 5 o
AN AC A T, DMERT T HTTP 8 EA L R MRS o BrERTE S 2P E I rh ] BESXi,
NP EF AT IR

B T4 vCenter Server I, UFPBEHIFEE A,
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AT e AT, DA RTIEI HTTP 38 FB I 4 IR S .

b

1

i vifs oy S3RINELRAEY proxy . xml XCH-REIZR,
BT Linux 2%, M T4

= 13 SBRiEf AR EE

vifs —-server <hostname> —-username <username> ——get /host/proxy.xml <directory>/proxy.xml

T Windows &%, LU Far4

vifs —-server <hostname> ——username <username> ——get /host/proxy.xml <directorys>\proxy.xml

NG GRS EEON BRI, R RE S IEN—RIXELL BRRIR DL, o) RERG 60 I BLReda il 5 I

T HE
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FEHISOAR G AT T proxy . xml S,

SN A AR s

<ConfigRoot>

<EndpointList>

<_length>6</_length>
<_type>vim.ProxyService.EndpointSpec[]</_type>

<e id="0">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-webserver</pipeName>
<serverNamespace>/</serverNamespace>

</e>

<e id="1">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-sdk</pipeName>
<serverNamespace>/sdk</serverNamespace>

</e>

<e id="2">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8080</port>
<serverNamespace>/ui</serverNamespace>

</e>

<e id="3">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsOnly</accessMode>
<pipeName>/var/run/vmware/proxy-vpxa</pipeName>
<serverNamespace>/vpxa</serverNamespace>

</e>

<e id="4">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-mob</pipeName>
<serverNamespace>/mob</serverNamespace>

</e>

<e id="5">
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<_type>vim.ProxyService.LocalServiceSpec</_type>

<!— Use this mode for "secure" deployment -—>

<!—— <accessMode>httpsWithRedirect</accessMode> ——>
<!—— Use this mode for "insecure" deployment —-—>
<accessMode>httpAndHttps</accessMode>
<port>8889</port>
<serverNamespace>/wsman</serverNamespace>

</e>

</EndpointlList>

</ConfigRoot>

RS L G o a e

Blan, EATEREMEIC S H HTTPS FIIRSAHIX N AIZEH , DA HTTP 1532001 .
<e id> JZR55%§ ID XML #ricH ID 45 ID 454 HTTP XIsrh LA E—m .

<_type> IR EIIIRSS LR
B <accessmode> JEMR S FUHFIBEE N WA E T

B httpOnly - HERI L 2630 HTTP R I IR SS

B httpsOnly - HGEHE HTTPS RIS o

B httpsWithRedirect - H gl HTTPS EE2K RS . 1

HTTPS URL,

B httpAndHttps - 7ifiid HTTP #1 HTTPS PAERR 3R] R 55
B <port> BTG ZIRS RIS ATRIRSS s B H ARG 15
B <serverNamespace> 2Bl IR S5 IR S5 ae it ar 225 7], B4 /sdk Bk /mob.

PRAF T IS
i) vifs 74 proxy . xml SCAFIIRIASACE] BESXi FHL 1o
BT Linux, AL 4.

1 HTTP & R s B e T AR Y

vifs —-server <hostname> —-username <username> ——put <directory>/proxy.xml /host/proxy.xml

XF Windows, f# VL T4

vifs —-server <hostname> —-username <username> ——put <directorys\proxy.xml /host/proxy.xml

W B Rt G f] RS AR BRI R AR
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BEFRRE

TE B R, BSXE ML AR, FHERA IR O TR EPBHRA SN s
PLEIB T2 G RN, FFih— 20k S B b T2

2B R PN SOV R B DY, dEP 2 W L LA FR s s A BE DU B 1 57 . Anlficse— AR
FHK IR ZGERE DL, A 1Jcik15n] vCenter Server 5t 34/l Command Line Shell 54 ESXi T ., ixit
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289
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RARZER) e P
R 1
PR 0
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# 14—4 BoRT RS AT AL AR ) e
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Ihek BE =i
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SRR VMES? i FENLZ ) EBAT FH UK VMES 431X, i HHEAUBLIY .« vmdk SCARDA
I R T2 X . Z X LA LUN,

RN AT i R & AR 2 A 2 T IR N AT

% 14-5 5o T ESXi AU I =,
£ 14-5 SEPRFIFSHPAAKAIEE

RS LRt
uh LG 1
HPETR B 10
AGEHLDL 0
[ENAGE 0

# 14—6 TR TEA IOV o
£ 14-6 EEFAREIEBERIAATIE
e HREER EPEER REEHER

R R U AR & 7 &
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SERFHBE
FE2% FOTIBERE, BSXi MU A— M LW, T 2 2% e s iR o iX2E 1AL —F20k
REBRER, BT a% P INELUIL. JETARE SRR AR T R— G BHLE, ARt sR
HIrTRER D
L& FOTRERE BRI — 2 L0, (B 2% P AR LA L IR L. 2 RREA
SRR ARG RO, AT ESX K, (EAT DA REAUATLAR R /5 U In] KR ST LA A A IR TR DAL
WESHIHABAE TS5 o fli, — BN RIRL A AT LA R L TH R R
& 14-7 BoR TRCE T EHU AL AL BT 3

R14-7 SEFFHHBEPHAGLE

by))- BE #iE
LA EMNUE R W — Mgy 2 B R VD Y A ] — AN EE 2
4L VMFS? = FERWLAT AL VMES 431X, - HE RN . vmdk SCHF0]

VABERRAEIL A I o REAUWLANIESE L vmdk ST
FEAHUPAAF e 5 B A P HENURC L B A 2 T S AT

* 14-8 iR TRE AU PR 53
F14-8 SEFAFAHBERHAAKAIZE

RFE5 YRt
DY SN 2 1

B PEHLG 10

BN NEsiial 0
R4S 0

7 14-9 o TR IR0 .
®14-9 SEFAFBEBEFHRAREIE

W%l WREER BEREER RAEER AR
ST EAH AR ? & & & &
SE BIEAEBUE ML & i & &

ESXi SR

T i ESXi EAL LA, rIDUEE T0E R, BUERIGE T E P INE] vCenter Server HIfK] ESXi
FHL.

JE HBUE B AN BSXi THEHLE AT T A BRI N N AT AT o A A S B el
A SE ARG EHAIR YT 5 H %K P11 vSphere Client 23755 vCenter Server [fJ vSphere CLI iy & 14T, FI5h,
T AT DA I A UE SCRAB P P BRUIS LR, ESXi R %8 b ATEAE AL ik P o SRERII P b BB AE
vSphere Client 233 HS FIBIUERR 2 AT, BHAE BSXi 2% Ol MU SR TAEZ ML I A
REDRIIOESTSS

W “HRIEAL B2 ESXi EHLER NS vCenter Server iDL KAE{#i Fi] vSphere Client FEE AL, s 7
B H G R, FTLURASEfi.
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{EF vSphere Client J8 iR

BER AN ESXi AT BLEAR VIR i ol DAl B el & A A e i,
BB
1 fii[] vSphere Client ¥% %] vCenter Server R4,
2 fE CTHERY AR L
I/ S L wrin I S o =
vSphere Client K {1 /1< S AHRY [ K s I EE B AR FTH BTG 5h 8113
4l CUER SRR
IR R “BUE R X TEHE,
5 A RsEEs.
6 lHE.

NEEH=H &R AESRN

AT DA B 5 A1 vSphere Client 5 81U ER

TR
& UIREB e .

R

TEVEAS AU e A BT LN, 3525 BE DA T T LA e T it

REDRER Y

TG WK BE IR E R G, IR 8 2 BB A iR, AL S skt . AR R AU LI 6]
T, PIRER T B A K o

R RO, JCHR A R KRR b AR FIN AT A AL, TR R S ae s
PANZR NG

PRSI KA 52y TR BT, AL A mT AR UM R P 92 R K
TEHRAE WA E RN AL T 5853 AT EREE I

RRAEFNREREMTEEN & 2 S GHRE

148

FTUAZE 2 DRI R U LA BT L 71 A 1 20 B Al U S

FEREAUAL 154 T VMware Tools IV, AILAER LIRS E R oA i & 2 IR T URDRE IR P Pl 5 7
FISAF AN, R as g TR RRFAU PRI RE S AT LA TR E SR ) 5 RO BT IAR . R e B sl &
HPRHBUAS B I 21, s e] REAE TR P A E MU AR B U A . e iz v, mILLE S REE % Pl
PRIE ARG I RDR AR

TR

1 fli}f] vSphere Client Z5¢%] vCenter Server £%t.
2[RRI, RLRERE.

3 PRI > Hg > EM, RS ERESE.
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4 HEEERIUT, JRE SRR R T SIFEEALL M.

AW &
isolation.tools.copy.disable true
isolation.tools.paste.disable true

isolation.tools.setGUIOptions.e false
nable

BRI R Z P URAE RS VMware Tools Pl THIAR - it BT

XEEEIUR O DL T B

ZR FRIE

sched.mem.max unlimited

sched.swap.derivedName /vmfs/volumes/e5f9f3d1-ed4d8ba/New Virtual Machine
scsi0:0.redo true

vmware.tools.installstate none

vmware.tools.lastinstallStatus.resul unknown
t

isolation.tools.copy.disable true

isolation.tools.paste.disable true

isolation.tools.setGUIOptions.enabl  false
e

5  HUERELOCH] “IESEC AHEE, SRIE KR LAOCH] R AUEIE” SR

BRBRAVENESIEE
FEAWAL A B R T PR AR T DA Bk W RE AR 48 (B R ES AT CD-ROM 8R4 ) . Ak,
W AR 1 45 D TREE Bt o
Heck TR FZAE TIA S PO SRR 24 o e, AT RO RO 2806 35 T DASE BT 1
CD-ROM SR B35 i BAE SR B 28 A HOBURAS ., SR R RAE i S5 DL EE ML S5 8 B s,
T3 A4 R 55
VEH 24 TR, AT DA 1] vSphere Client BEBAT R 06 AT A A 28k OO 4 . @
SRS TR E R N2 At , E T RS IR AT M A A B OB DR IR S5 s Bk, i f A —A

GFIRRIRTT 5

L BRSO P i R S R R B T 5

WIRARUKAFEERESS, ATRARH I E UM P sl bR A 2 PR E R g s A8l 5 e R W e 2.
i

1 fii}i] vSphere Client 5% %] vCenter Server :%t,

2 fE THIY TR IR R

3 (AR, RhRERE.

4 EPESEIR > BRI, JFicok N ERWIECE SO SORE R BRI
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5  fHH vifs ey S M 4 Had NN SR UAD & SO RIS

FENAL & ST /vmfs/volumes/ <datastore> HxH, HH, <datastore> SRR IN L CAETE B4
BN B, AR REWURME" X REHESREN I UM A B S0 [volllvm—Finance/vm-
finance.vmx, iEfEHIH A4

vifs —-server <hostname> —-username <username> ——get /vmfs/volumes/voll/vm-finance/vm-
finance.vmx <directory>/vm-finance.vmx

6 ISR TATIRINE] cvmx S, Hor, <device_name> ;& BRI AHE (B,

ethernetl) .

<device_name>.allowGuestConnectionControl = "false"

HR BB, UKW 0 BCEN AR vl s e tc. RARLARTHORT 2 01K

<device_name>.allowGuestConnectionControl B N true, T MTCTEHMOZAE
7 PMAEREBORHISC .
8 i) vifs, B BB AFRIAREREER 4 dhid TR .

vifs ——server <hostname> ——username <username> ——put <directory>/vm-finance.vmx /vmfs/volumes/

voll/vm-finance/vm-finance.vmx
9  7£ vSphere Client H, AT ERAL, HikF<EA.
10 AR EED.

REEFIIREREBAENNFE

& R E A G R 221l VMware Tools [ ESXi FAULIAE EVEHE o AnRAPRE AU X 28T B 4L
Pk, MCRAER R I Bl F P BUORAELA IR 55 (DoS) Bkl

&P HUREIRE AR M5 B E M SR 2 setinfo JHE., I Hal s 65 @ SUBAUA VRFE I AW/ DR Bk S LA
HARRST, 11, ipaddress=10.17.87.224, LLJ:.J_J“@?Z* MBS HIRL B SR/ IR IS 1 MB, XA R i 1R
T F L B VMware Tools R AH- 8 AT SR B BP0 AT, il W 2SIk & 5)
DoS %t o

R ZFRME T 1 MB =], AT DAOREFR B SIS, B4, BT DABH I 2 P U E R Felt fof
AT A FRMEXR BN ﬁdﬁxﬂr

BREFHRERRHTTZERFRE

SR SO AT U SR BAR S, RTINS PO LA R e mI AR A A P
iz

1 f#i/f] vSphere Client 5% %] vCenter Server A%t

TE “TEH TR ERE R

EREEI R, LR E.

UCPEEETR > Bk > B, AR nHERESE.

=~ W N
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5 WURAFAER/INR BN, WAAFERINE .
a  EERIUT.
b AE “HHFR” HIt, BN tools.setInfo.sizeLimit,
¢ fE ‘{4 FIH, ZEN Number of Bytes,
AR NGB AP, Tz @ I LA SRAR R PR )
6 HHBELACH “FlE SR AEAE, SRS PR DA R UBIE” KR

BIEE FHIRMEREH B ENZERERE
AT LARR 11 AT DR AT M 5N BIRC B SR o e BRd A b A L E 2 TR E 2R e B E R T
TR
1 fii}i] vSphere Client 5% %] vCenter Server :%t,
2 fE CTHE AR R L.
3 (CREEmR, RhRERE.
4 PSR > B> ER, RS ERESE.
5 HSEESIHT, JRE R R CE” SIrhENDL ME.
m7F “4FR” B isolation.tools.setinfo.disable
B/ 7 A true
6 IRFELIOCH] “BUESE MEHE, ARG R LAOCH] IR UBIE” W EAE .

REEFHURMERGH HERIZRER

FERIBUAT DCRAR S HEER (5 B S N E VMES 46 FIIREIWLE SO o U UT - AR R R
WM HEIDR, X8I ES R YR . BEEN RIS, HESU2 b RS R s,
NI AR 55 o

DUEGZIE, AT BB L& P R E R Gl H ISR o X iR B ] AR H SO R R OR VRS
o, fE tﬁxﬁ%ﬁ%l T MU AP AR FT S, PRS- S AR RARR R. alnd FR ) H S SCPHiok
KN, ATEAER SR A BT H SR . VMware JELGRAF 10 /N HESCHE, A ST R/ A 100 KB
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