i
g
N

1]

AR

SSG 5 TR EISE

Juniper Networks, Inc.
1194 North Mathilda Avenue
Sunnyvale, CA 94089

USA

408-745-2000
WWww.juniper.net

452 : 530-015647-01-SC, 1&iT7 02



Copyright Notice
Copyright © 2006 Juniper Networks, Inc. All rights reserved.

Juniper Networks and the Juniper Networks logo are registered trademarks of Juniper Networks, Inc. in the United States and other countries. All other
trademarks, service marks, registered trademarks, or registered service marks in this document are the property of Juniper Networks or their respective
owners. All specifications are subject to change without notice. Juniper Networks assumes no responsibility for any inaccuracies in this document or for
any obligation to update information in this document. Juniper Networks reserves the right to change, modify, transfer, or otherwise revise this publication
without notice.

FCC Statement

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for a Class A

digital device, pursuant to part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the

equipment is operated in a commercial environment. The equipment generates, uses, and can radiate radio-frequency energy and, if not installed and

used in accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference, in which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: The equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with Juniper Networks’ installation instructions, it may cause interference with radio and television reception.
This equipment has been tested and found to comply with the limits for a Class B digital device in accordance with the specifications in part 15 of the FCC
rules. These specifications are designed to provide reasonable protection against such interference in a residential installation. However, there is no
guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

L Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

| Consult the dealer or an experienced radio/TV technician for help.

| Connect the equipment to an outlet on a circuit different from that to which the receiver is connected.

Caution: Changes or modifications to this product could void the user's warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED
WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
WARRANTY, CONTACT YOUR JUNIPER NETWORKS REPRESENTATIVE FOR A COPY.
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'éﬁ*?ﬁtﬁTWebUI Vil A, 2 HIAIARCE 7T ACW). IR PJGER 1IcW
FLE B, WSIH 45 T LR “YIGRCE S .

WebUI W FHFE P o i B 11 Fros i85 48R
B 11: WebUl B&F#x

Wl Remember m v name and p rd

4. WIHEMAR T admin 4 FRR1 E%E’Jf’ﬁ)%"é B, IEEE SR EEB%TEF%‘MHU
A netscreen. (Ul H/NEERE, GRS FBARX > KANE .
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SSG 5 W REMALEIEmE

1Z/H Telnet
BT Telnet 342, WHPATUL NS
1 K DR R R %45 Y 0/2 - 0/6 3 I (Trust X B bgroup0 42 M ).
2. WAL TAFuLACE h DHCP BiE-SHCE N 192.168.1.0/24 T M) 1P Mk,
3. JA 3 Telnet &7 g HFE) P 42 bgroup0 H2 L1 1P Mkl (6t4s 1P Huhik
192.168.1.1). 40, #iA telnet 192.168.1.1.
Telnet N HFE T B R B R iE7m.
4. TSR VGOR T OB B P A RN Y, AR S S A R B R s TR AR RN
netscreen. (/NG FhRE, B IS FBIAIX 4 KAV . )
5. (A fEEREIENLR, ASWEHEEE 10 2BhE G ¥t A sh &k,
B, %I\ set console timeout 0.
BEgEiE

ARATA4H SSG 5 WA M E A e BRI AE
* 4 WoR T B D X B E .
R 4: PAYHEEOIXBHEE

g I ARAE #0 X B
10/100 BAKPI%; A -

0/0 ethernet0/0 Untrust
0/1 ethernet0/1 DMZ
0/2 bgroup0 (ethernet0/2) Trust
0/3 bgroupO (ethernet0/3) Trust
0/4 bgroupO (ethernet0/4) Trust
0/5 bgroupO (ethernet0/5) Trust
0/6 bgroup0 (ethernet0/6) Trust
AUX serial0/0 Null
WAN %50

ISDN bri0/0 Untrust
V.92 serial0/0 Null

M4l (bgroup) & TELERILS B/ AT LAEAT SR RITCER AR AL M) EA T D)3, TR AN 0 3
HiC A B E A s . EBETEDL T, ethernet0/2 - ethernet0/6 i ({fE k4 L
FRIC NG T 0/2 - 0/6) #4144 bgroup0 #:11, L 1P Ml 192.168.1.1/24, HA%
4B 2 Trust “Z4X Bt 52 I E VYA bgroup.

TR B LUK W 8 TE 26 8% 1 B AE bgroup W, AAZRSGHAR LUK M R G 2k B 1 4T
Null 224X Bt BN % E bgroup 1 LUK M Bk o2k O 20 K4% 1 B T Null 24X
Brrbo B PUKMEE OS] Null 24X Bn, RIPEHg0e 31— 2 & X Bt

Fit AR Y 1P Huhik
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BN E bgroup0 1) ethernet0/3, FIGIL AL RIS 1P Hilikh 192.168.3.1/24
) Trust X B, 1#9% LR Frd ] webUl 8% CLI:
WebUI

Network > Interfaces > List > Edit (bgroup0) > Bind Port: By L+
ethernet0/3, #XJ5 i Apply.

List > Edit (ethernet0/3): ¥ ALLF N, 2R )5 Hil Apply:

Zone Name: Trust (i£$%)
IP Address/Netmask: 192.168.3.1/24

CLI

unset interface bgroupO port ethernet0/3
set interface ethernetO/3 zone trust
set interface ethernetO/3 ip 192.168.3.1/24

save

* 5: L&MBEEOYE

SSG 5-WLAN 2O X B

Tk wireless0/0 ( 544 1P Huhlk ok Trust

HEE AR 2.4G F1/ k5 G g 192168:2.1724)

IR oS wireless0/1-0/3. Null

BEEN

&2 BN WL TIEFAN, viant i AEH
FHTE BRI VPN {5 EURZ L 125
o,

SR AN tunnel.n 55— MMEHEEZE D, Wk AEH
RO T VPN {5 B .

AT LA bgroupO #2 FIRER4 1P Hhlik, DAULHAC LAN F1 WLAN Btk 0%
ToEeHE LB 3 bgroup fFE R, HZM Y 30 5L LK) “IEATLICE” .

75 bgroup B L& TR 1N, LEEWIRL PR AR .

A K bgroup M BAF BTG, HZ 0 ME 57 ScreenOS 2451

W& e UK M B G232 DA Il & e By 1P bk, B A e D (1
5 WAN #:0) 480 1P bk,

RERERE w 25



SSG 5 W REMALEIEmE

ZEXRZERE
AL R AT E WA
m R Admin A FRAIEY
m YA )
m HREARN

m EBEHL
n ERRSS
BRI
BB

m EHE O
m %4 Untrust 322 0 BCE

#R Admin ZFR#IZ
R admin H P HIBEBLE SSG 5 WA R4 AUR « FATE 1T BT B4 MR admin
LW EERD (34K netscreen).
AR admin ZFRRAIEND, 8L A webUI 8 CLI:

WebUI

Configuration > Admin > Administrators > Edit (%} T3 R AFK): FIALL K
W7, 5l OK:

Administrator Name:

Old Password: netscreen
New Password:

Confirm New Password:

HER: WebUl A GR#HD.

CLI

set admin name Z#
set admin password 245 H#
save
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H & #1875
SSG 5 W% b ¥ B I Al & S, I VPN TEIE RV E . B E Y & H R
) R SR 4 B 0, At P Web U [ 1% 2% 22 496 IR A T4 sl B
S V4% 10 F RIS ], 354U R Rk A8 A WebUT 5% CLI:

WebUI
1. Configuration > Date/Time: #.ifi Sync Clock with Client #%4H .

S MR, POREIRE R CAE LAER I B E R T = A N .

2. uifi Yes BRI RGN B, JFARIE A BN B, SR No I &
eI B, ANHRYE B A I HHEAT I 4

EAIFH Telnet B # & 251G P 1#) set clock CLI 74, TF-ahr A% 4514 H Wi
A 1]

HrEAEEO

LEHE TSN, SSG 5 &K LUK ethernet0/2 - ethernet0/4 —#cH & 1F
Trust ZEX B, AEEAOSBEDREE TN w1 r8E D EuH
WE, BB R 2 X B BEEOIBIEAN A 07, e s
Null Z2 X B, B O 4B 0B T Null 24X B, 561 unset
interface #/7 port £:/7 CLI iz %o

SSG 5-WLAN & 4% AlK LUK AN TG 263 D] A AE— A F M.

VER 1 £ bgroup 41 H ASEEE L FILLA B2 L.

TR ATCE R MTE AL 1, 4% R Prad A il webUI 5 CLI:

WebUI

Network > Interfaces > List > Edit (bgroup0) > Bind Port: HXHiEF
ethernet0/3 fll ethernet0/4, #XJii H¥.ili Apply.

Edit (bgroup1) > Bind Port: 4% ethernet0/3. ethernet0/4 F wireless0/2,
SR Hhi Apply.

> Basic: I ALL NN, K5l Apply:

Zone Name: DMZ ( i£$%)
IP Address/Netmask: 10.0.0.1/24

BERgEERE u 27



SSG 5 W REMALEIEmE

CLI

unset interface bgroupO port ethernetO/3
unset interface bgroupO port ethernet0/4
set interface bgroupl port ethernetO/3
set interface bgroupl port ethernetO/4
set interface bgroupl port wirelessO/2
set interface bgroupl zone DMZ

set interface bgroupl ip 10.0.0.1/24
save

=g 14
ESRETEDT, WRMIEEFZFEND, W RTA A DU B % . Bk
WA E N AGE L W2 e e EHLETE B, W53 B R irid i webUI 8% CLI:
WebUI
Configuration > Admin > Permitted IPs: i AL F %, K5 il Add:
IP Address/Netmask: ip #i4f/ ##5
cLI
set admin manager-ip ip #44 / #
save
ETERRS
ScreenOS FEME T AL E A E PR 1RSS5, W1 SNMP. SSL Al SSH, AJ LAARPEHE 1
Ja AR (645 LML B W A A BRI SS, 1 H% CL N IrdAf A webUI 88 CLI:
WebUI
Network > Interfaces > List > Edit ( T ethernet0/0): /&£ Management
Services I, MEFFEIEFREAE O LA ERS, AR5 Apply.
CLI
set interface ethernetO/0 manage web
unset interface ethernet0/0 manage snmp
save
FEHEFEE

4 58 SCBEE T B IR I 26 51~ 09, 17 SEATLAG WO 8 (508 o B4 A 4% —
i, MEARIR SRR . BN E B I BN IR AL, R LT TR
WebUI B CLI:
WebUI

Network > DNS > Host: i AL N2, A5 Hidi Apply:

Host Name: £ #
Domain Name: & #

CLI

set hostname £ #
set domain & #
save
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REHL
B AR, TR A RS RORAE RS B R P WIS K R . K
L ENE AT, AR B A AL S % B ik 1 B i 5 R, T SR i A e 16 3
A HARE A H bR ERCE A S B, IHZ AR Prig A webUl 5 CLI:

WebUI
Network > Routing > Destination > New (trust-vr): ST ANLL N NZE, AR5k
OK:

IP Address/Netmask: 0.0.0.0/0.0.0.0
Next Hop
Gateway: (1£#)
Interface: ethernet0/2 (&%)
Gateway IP Address: ip #4141

CLI

set route 0.0.0.0/0 interface ethernetQ/2 gateway ip 444
save

EEEREL] 4t
Trust 2 L HE4 1P Hukilkh 192.168.1.1/24, HEEH TEHERS . W50k %41
0/2 - 0/4 ¥ FHERR TAER, WInT4 B BARS (W0 Telnet), Wit 192.168.1.1/24
R R A S T A A
AP Trust 42 A6 1P Huhl. 2, 448 n] BESE S 4% 10 LAUCHC LAN PRI 1)
IP Huhik.

&4 Untrust ZO0E

SSG 5 Wt Al LI AN AT A A b D) 0 B 45 A4 o B AN AT R R U e s 4
R, TEPATEUR PR

1. fiH unset interface /7 [port £/7] CLI fr %, 1E Null 224X B i B &1

.
2. AliH set interface /7 zone XA £ # CLI fn %, W& 048e 85 850
MR 24X B

ER: EEOORS O U AERFI 2 AR B . AR AR AR
FIRE, — A m R e TN,

BERgEEE = 29



SSG 5 W REMALEIEmE

EXTLEE

30 m EARLEE

FH% ethernet0/4 19 E A ethernet0/0 DAL, &2 LT Brdfdi
WebUI B} CLI:

WebUI
Network > Interfaces > Backup > i ALl T2, SR)5H.d Apply.

Primary: ethernet0/0
Backup: ethernetO/4

Type: track-ip (iE$%)

CLI

unset interface bgroupO port ethernet0/4

set interface ethernetO/4 zone untrust

set interface ethernetO/0 backup interface ethernetO/4 type track-ip
save

AT CAE SSG 5-WLAN % 4% I & T2 O HIME B oLk 2% ik Ay 45
FERRRTT (SSID) IR . T85E SSID Al AN T Lk M 2% 5 B AR [R)— A &, A
SHMTH. SSID Rk & 32 NFRF. Wi SSID ZRFAF U &H 5
Fe, MR Z 74 B 51 S5k . 8E SSID 4 FK )5, RIAITCL'E 52 ) SSID
JEME . B R A RITCZR RN (WLAN) DiRE, /bl E —> SSID ks L 4%
ERTEE .

SSG 5-WLAN # % 2 n] 64 16 4 SSID, {H R AERIHE HIL T 4 A~ ol ld B %%
DL AT — U & #8144 SSID,  BRAEMANSCR 2% BT (9l4n, 4rHid%s WLAN O
11 3 4> SSID FIAMHic4 WLAN 1 [ 1 4 SSID). {#if set interface £2£7#:/7 wlan
{0] 1| both} CLI fir& & SSG 5-WLAN 1 % [ T2k ISR %% o 12 WoR T SSG
5-WLAN A4 IS A AL E -

BEE wireless0/0 #2101/ SSID &, BIAI4ZHEEE 22 TU LA “Uimiks” AP
B, fd B B wireless0/0 3210 1P Mk n] %45

WA E L HA, ngER, hEL PEEE SEL BLES G LA
2K [ X AT H SSG 5-WLAN &4, WAZiiffiH set wlan country-code CLI 774
i {E Wireless > General Settings WebUI B[] _FXf LB T# &, KRG A e
WLAN HEFZ . I B0EL AJ UG R0 30 A D 2 e

ﬁu;%@ﬁ‘]li%&ﬁﬁ%ﬂv ETSI,  JUJ 0o 2508 T8 A AN ML AG £ P A0 () IE 56 110 L 5/
XA




B 12: H451) SSG 5-WLAN L&

 Untrust

 wireless0/0

A\

EEETEIL R, wireless0/0 B[ 1P HUHITRE H 192.168.2.1/24., A FE &R
B Trust X B TCEL 2 i () 1P Hubik A A IAE TC e I N ot s 8 £ 0 o A i
DHCP, VMEHF 192.168.2.1/24 F M P 1P Hhk H 3173 Al 4 & &

TEBA LT, wireless0/1 - wireless0/3 #2170 5€ X & Null, HAZHED 1P Huhk. 4
Ry I e IR, A0 L E 1P Hulik, 43 EC SSID K H 4 8 )2 4 X
Br. % 6 o T ZIERINEE Tk,

&K 6: TEINEN InE R

WIE I

Open POV AT JG k2% 7 0t U ] B 4%
Shared-key WEP JEE %4

WPA-PSK A FH FiEE 2 340 1K) AES/TKIP

WPA {1 RADIUS JIR 45 #5% % $H 11 AES/ITKIP
WPA2-PSK i PSL 525 802,11

WPA2 fliH] RADIUS JIR454%1K) 802.11i

WPA-Auto-PSK
WPA-Auto
802.1x

SEVHEH TOL 30 WPA A WPA2 I
Fe VA RADIUS IR 45 %% WPA Fl WPA2 Jill%
i RADIUS R %5 8% % 4H 1) WEP

[ RGN EA RMECETE] . SSID JEPEM CLI & 15 R, 1S M2

L9 H Screen0S =15 -

HERALEKEE
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SSG 5 W REMALEIEmE

TENCE oLk B 1 DASEI IR AT YE, W% LA R Fris Al WebUI B CLI:
WebUI
1. E WLAN HZFK /| X ACHL AT 1P Mk,

Wireless > General Settings > EFELLNHNZ, A)5 1t Apply:

Country code: JEFHHIACHS
IP Address/Netmask: ip #iti / 257579

2. BHE SSID.
Wireless > SSID > New: IALL T HNE, SRJ5Hd OK:

SSID:

Authentication:

Encryption:

Wireless Interface Binding;:

3. (Aik) WE WEP #1H.
SSID > WEP Keys: E££% %] 1D, #R)5H.id7 Apply.
4. WHE WLAN B,

Network > Interfaces > List > Edit ( k310 ): T WLAN Bz, %&£
Both, )57 Apply.

Wireless > General Settings > H.if; Activate Changes.
CLI
1. #E WLAN 5/ AR 1P il

set wlan country-code { code_id }
set interface L6451 ip ip Hhl ) P25 7614

2. W SSID.

set ssid name Z#F%

set ssid & #5=4# authentication 2 772577 encryption 12257
set ssid Z &7 4# interface /7

( ik ) set ssid ZH 7 key-id 75

3. WH WLAN i,
set interface £2£#%/7 wlan both

save
exec wlan reactivate

ATLAYCE SSID,  LMESATE 7 IAER 7P o el sl A A —
O, mALERER ST M.
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TR LUK W RN TG 245 11 1 31 [A) — M fedl e 11, 548 WebUI BY CLI:

WebUI
Network > Interfaces > List > Edit ( #F&Z41 % #F) > Bind Port: i L&k 1
MUK, SR e Apply.

CLI

set interface AFEEZ 57 port L 4EHE T
set interface #FA41EF port LI #1T

TR FFA# BT LU bgroup0-bgroup3.
LU P CTA] L2 ethernet0/0-ethernet0/6.
26 ITR] LU wireless0/0-wireless0/3 o
WERALE T g1, MIFFZAE exec wlan reactivate CLI iy 4 B il;

Wireless > General Settings WebUI GU[f] F[f] Activate Changes >k HL 8T
WLAN,

WAN {il &
AT H U E LS WAN #2100
= ISDN M
m Vo2 IR RS D

ISDN 77

CEERNRSS BT M EE” (ISDN) fEAE “[H Br AR G &2 014 ” (CCITT) Ml “[H fr
AR (TU) B AR R EAAR _E AT R S — st . VB —DE T ik

%5, & HA PRI 5 B R B IR IR, DL AR TR T B R e
J1o ISDN M J&—Fh e AT W R 45, AT T2 S RIS R0 H: . ISDN Ay AR 45 4% 1 4%
(P9 288 3 A AL T — b 2 B 1% 5506) AU (PPP) 4%, ISDN 432 11138 7 fic & oA LK

DR 2 1 FR) 25 47 22 10 LA i) AP0 I 4%

FERCE ISDN #:1, & H webUI 2% CLI:

WebUI
Network > Interfaces > List > Edit (bri0/0): S ANEGEFELL FNZE, K5 Hili
OK:
BRI Mode: Dial Using BRI
Primary Number: 123456
WAN Encapsulation: PPP
PPP Profile: isdnprofile
CLI

set interface briO/0 dialer-enable

set interface briO/0 primary-number "123456"
set interface bri0/0 encap ppp

set interface bri0/0 ppp profile isdnprofile
save
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SSG 5 Bt RE AL EI5E

FK ISDN # AL E A A1, SRS 29 1 LM “ &40 Untrust 3 ARCE”
BN E ISDN 82 A IVEANE B, 1550 #2557 #) Screen0S 24751 -

V.92 F#IBEEZS L

V.92 #Z LR T — > A FSECLA A R 4, T LU RS PR AR e 2 PPP k. W]
R PATIE OB B OB R 1, 804 AR 32 1 R LR D) Iy fa H

ERE: v HOMEEWEEE N ARER.

FERCE V.92 #2110, 1H{#H WebUI B¢ CLI:

WebUI
Network > Interfaces > List > Edit (X}T serial0/0): S AL F R A, R H+
OK:

Zone Name: Untrust ( 33%)

ISP: I ANLLF N ZF, SR)5 Hili OK:

ISP Name: isp_juniper
Primary Number: 1234567
Login Name: juniper

Login Password: juniper

Modem: FIALL T A%, A5 Hd5 OK:

Modem Name: mod1

Init String: AT&FS7=255532=6

Active Modem setting
Inactivity Timeout: 20

CLI

set interface serialO/0 zone untrust

set interface serial0/0 modem isp isp_juniper account login juniper password
juniper

set interface serialO/0 modem isp isp_juniper primary-number 1234567

set interface serial0/0 modem idle-time 20

set interface serial0/0 modem settings mod1 init-strings AT&FS7=255532=6
set interface serial0/0 modem settings mod1 active

ﬁﬂéﬁﬂﬁ@ﬂﬁ V.92 I AR O E R, 1ES I ME 5P Screen0S %
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B ARG KRR

WUESMEREE

VAT B Bl As HEm Fo 1 M 48 R Trust X B AR5 V5 0] Untrust 224X B BT
P, AR VAN TSN ) B S B0 TAESE 431 . AT DA B R S 0 A% 1 S
FEVFANITEFENLAR 21 5T HHLRE e BRI 208 . A B i sl fE o sk ms 145 5L, 0
B %) B L7 75 ) Screen0S #7151

SSG 5 WAL T MG I vE B AIALE],  CAGPT S RN Bl 45 25 0 45 5l X 4% %%

PRI R A N ity

m  ScreenOS SCREEN IEIH TR X B %4, BARE e EERE 1%
XBPE—Z O EEEZR, K5 TUARFEEES. Hln, o Lok D4
AT N T Untrust B, DABH 11322 75 99 254 ) 95 B ) AR 45 DLk — 25 34T
Wit

B AR B RSN X B 3 SCREEN T 38 5% 1045 B N FH By <k ik S s
(IXEEHERE T RE AL PN L BER ARSI K B P (1DP) i ). AEERAIHOL T,
Al RS N — X EB R ) — AN X B EE B, B AR M —A
X B35 — A X BeAL i Ag B, DA — AN o5 B 1T o i SR

T E X B ScreenOS SCREEN 1ET0, 4% LA R Frdfd H webUI 8% CLI:

WebUI
Screening > Screen: KEHEE N IR X B . LEFET A ) SCREEN 1A, AR
J& it Apply:
CLI
set zone /XA screen M
save

A RBCE ScreenOS AT M M 48 2 AR K PEANAS ., TS #1255 7E 4]
Screen0S 27475 i v 1) L 7 42 I FIBT #1776 o

LG UE A 255 0 ) ARl e A Uy 1) ELIBCIY PP A B, 35 AR 4% v AR ] At i sl
Wi #s 4 A LL R 1) URL: www.juniper.net.

EARR KIERIP
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SSG 5 W REMALEIEmE

HRFEEANL REE

IR TR T admin B0, W LUK EE B O LA IWE . WA S BOATUA BT
AMCE, B RE B HVT .

zﬁk B EHE B S MR T DA AP0 B E T 5 LA T B SRR VPN 45 o

AL BN AT — 07 R B WA D TR

] ﬁ%i@é%ﬁoﬁ%#%%ﬁ,%%ﬁ%ﬁgﬁﬁ&wm@hﬁﬁ%ﬁ¢%
B .

w (ISR A AR B E R AL, W AT

SRR LA DU B WA IR ) s BB BT IRAE, B AR AT AR
FRBEIRAS LED BURSIERI G ik, WH 22 iR G &R b .

FE A LUORE B MR A B, THHATEU R DB

Lo RS mA BB S ARG w22 (Blinmhegst), HEREAL
VU= NFPIRJE A TT o

STATUS LED IWHRZL(. Pl E R SR ST n i B ic BT H AR S0 H
—/~ SNMP/SYSLOG *475.,

2. SRR
PR —IREE 2 5, STATUS LED WHRERE, WA B IKEE . BHlE
T BB W BE 46 IE AR5 58 — U

3. PRHXHERE R LY RN

PEH G I UEEE KT . STATUS LED se2l (-0, AR iR B 2 MRSk
W&o

e, BERTEOVILRIAI BE . WRTE )G, STATUS LED SELLE0FFD,
Rgsearts, G BRR&HafEE. &Y™ 4 SNMP M1 SYSLOG #7R, &
45 UG Y SYSLOG Bl SNMP FEBF L.

WERERIAS)G, G ERE& G R ER. STATUS LED INMREE (. B
4 F1ZE 654 netscreen.

WEARANER R RE Sy, BN REBON HAE SR fTECE, [R5 7 R

A MBRACE . STATUS LED IR [FIR N RS CEIRDS . R B ZEAEE, WK
1% SNMP 2R DU R W

36 m FigHEEBEAH REE



%4z
P&

REEN SSG 5 WA M IRFEYEY 1R . JLhaHE LR 4
I DTG o Bl 23 B 1 1S
m ORGUER TR NAE”

ER: HRLAEERBY, 20 Juniper Networks Security Products Safety Guide.
LA R P P D T RS DU T RE I N S . AEAE AT e 22T, B
VE T AR SR G K DA A B AR SR A AR 1A S &

FEN T EEE
B SSG 5 ek LIALE, FEEAEH LU T RFRAE
m FREL O (ESD) My
/8 PSP AIR R

B HTE

T LUK SSG 5 WA M 128 MB XU B3 =0 A EL (DIMM) Bl 2 FEHLAEH N A7
(DRAM) TI%%4 256 MB DIMM DRAM,

LT SSG 5 WAL, AT N PR -

1. W& AR, 1% ESD Bty 48 2 #5 ik, AR AR i S AL
F6_Lf) ESD oAb ESD A,

2. MRYEH)E RN AT R .
3. BHEERLAG, DUERRE LTS B AE ki L

4. gﬁ&%@%@?%%ﬁﬁ%ﬁimﬁﬁo%%ﬁﬂ&?@,u@ﬁﬁﬂiﬁ
s o

5. BERAAF .
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SSG 5 MR EMEEEA

Bl 13: BEEH

6. IR B e 2 E ANEHE, (XS B e B S SR 3, M
HUF 128 MB DIMM DRAM .

B 14: BBAFERSIE

7. P NAFARER K L . IR e 1.
E 15: BUFHHUER

8. ¥ 256 MB DIMM DRAM Ffi Afdifl . F PN BRHE e i g3 500 )y, ARG
) N %R BB UE S B R “HE” 1 — 78 AL,
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Bl 16: HANFEER

9. KA R EAER L
10, AER IR LR 7T IR 2L, TR Bt i o
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ASHEsEME SSG 5 B IRIE M R G . e I LLU R -
LI DT o1 72

R R

w42 GUEM CHREE R

w5 42 GUEM AR

m G 43 T L) CERR

e
% T: SSG 5 WHEIM

i LR

WU R~ 222.5 mm x 143.4 mm x 35 mm. A EARIRIEER, REM SN 40 mm (1.6 755 ).

(8.8 B X 5.6 Pisf X 1.4 HEf ),

BN 960g (2.1 % ).

HS
% 8: SSG 5 MK

i H A&

DC $ N HLE 5.5V

DC REAE i 4A

YIE m 41



SSG 5 W REMALEIEmE

INE R H

2 9: SSG 5 FIEAT S

B 14

=i 6,600 TN (2,000 m) LA N fefaE

HH 6 AFTERE N 5% - 90% (FEAEE ) N AR 1IE #1817

R HRJE A 32°F (0°C) - 104°F (40°C) I AR IE #1847
ARG AR TAEAEABIR )Y © -40°F (-40°C) - 158°F (70°C)

HEH

£2
m  CAN/CSA-C22.2 No. 60950-1-03/UL 60950-1 5 =Jif, 15 BFAR &R K24tk
®m  EN 60950-1:2001 + All, 150 ARKELR %S
m  [EC 60950-1:2001 %—h, 15 BFARBER/M 2L

EMC 3557
m  FCC Part 15 Class B ( £H)
m  EN 55022 Class B ( Wgilfl )
m  AS 3548 Class B ( K H)E )
m  VCCIClass B ( HA%)

EMC #Ziit/E

m  EN 55024

m  EN-61000-3-2 HLJHZEiE%

m  EN-61000-3-3 HLJHEZ DL

m  EN-61000-4-2 ESD

m EN-61000-4-3 FaHHTH0

m  EN-61000-4-4 EFT

m  EN-61000-4-5 Hiifi

m  EN-61000-4-6 fiANE FH Bt

B EN-61000-4-11 Hi s BEFE 5V

42 = EZWH



ETSI
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1. RESRER D
B 19: HREIpBHO

Welcome to the Rapid Deployment Wizard,

Do you have a Rapid Deployment Configlet file?

@ Ma, use the Initial Configuration Wizard instead.
O ves, use the following Rapid Deployment Configlet file:

Load Configlet from:

O Ma, skip the Wizard and go straight ta the WebUI management session instead,

U 248 FH NetScreen-Security Manager (NSM), U ] 4 FH Heidt i 8 configlet LA
HAIBCE . M NSM B AL R configlet, #E$¥ Yes, 1E#F Load Configlet
from:, WIBESCAHATE, AR5 Hli Next. configlet 25 MW E R %, RILIEHHAT
LAR B BRI B

IR EZER ICW B LS WebUI, B EFRE G — &, AR5 i Next.

WERAEH configlet MEAFH ICW KACE W&, WHEPEH— ML, AR5
Next. HILICW WGl F%E, Hd Nexto HILVEE R BFEI,

2. BHERFFRED

BB B B BB S A4 RN RD, AR Bl Next.

B 20: EERZRED

Enter the administrator's login name and password:

Administrator Login Name: necscreen

Password: essseeree

Confirm Password: LTS

Note: You cannot retrieve the login name and password if you
lose it. Please make sure you have a copy of this information in
a secure location.

HTTP Redirect: B

Note: HTTP Redirect will redirect all HTTP traffic to HTTPS, ie,
HTTPS is only way to manage the device through Web browsers.

<< Previous ] [ Next > ] [ Cancel




3. WLAN EAEF O
W SAEH WORLD 5% ETSI i 173 Hh (% &, WAL RE— AN S/ HuX AR . ik
FAIN LD, SR 5 58 Nexto

E 21: BF / #iXAREED

Initial Configuration Wizard

How do you want to configure the wireless aocess point?

Regulatory Domain: WORLD

Country Code: NO_COUNTRY_SET »
2.4G Mode: 802 11bfg »

EG Moda: BDZ11a ¥

[#] Configure wireless0/0 interface in trust zone.

| << Previous | | Hexts> | Cancel

4. YyEE I

TERE B B e it WCEEEEE 2 Untrust 224X B4 H . Bgroup0 LU
e e £ Trust 224X Bt. Ethernet0/1 UE465E £ DMZ 224X B, {HIE ik $EL0
EH BRI,

B 22: yEEOEH

Initial Configuration Wizard

Please choose one interface for untrust, dmz and trust zone respectively.

Untrust Zone: [etho/0 v
DMZ Zone: _ethD}l v
Trust Zone: bgroup0
[ << Previous ] I “Next >> [ Cancel ]

B e s X B G, [l ElE 0. )5 B BONCE A D Bk T FAE P 2% 40 1%
Y SSG 5 B As. BAFH ICW R4 E ¥ %, i il Next.
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5.ISDN #0&H M

WA ISDN B4, W< o 5 T EIAHBLR) Physical Layer 165K & 1 .

B 23: ISDN Physical Layer 330 =%

Initial Configuration Wizard

H Please click this wlan radio to configure wireless l_|

@ Juniper ssc s

Please click the following links or the above figure to configure interfaces.

brio/0{Untrust Zone)
2thD/1(DMZ Zone)

baroup0(Trust Zone)

How does the Juniper device connect to the outside via brio/0 interface?

Leased Line Mode 0

(128Kbps):

Dial Using BRI: O

Physical Layer Dialer Interface |
Switch Type: Europesan Variants ¥
SPID1: (Optional)
SPID2: {Optional)
TEI Negotiation: @ First call O Power UP
Calling Number: {Optional)
Sending Complete: O
[ << Previous ] | Next >> I [ Cancel i

# 12: ISDN Physical Layer 255~ % O 4 (B

FB

L

Switch Type

SPID1

SPID2
TEI Negotiation

Calling Number

Sending Complete 5 EHE

B RS HR LR AT -

B atthe: At&T 5ESS

B ntdms100: Nortel DMS 100

B ins-net: NTT INS-Net

B etsi: European variants

B nil: National ISDN-1

NS5 He bRy 1D, JH A T B MBS . R
4 DMS-100 1 NIT ACHHIR AL ZK A SPID. DMS-100 A2 #t
IR PSR SPID, R4S B A5IE 2059045 . —4> SPID.

PR &7 1D,

YR TRV RS TEL,  BAE B B BT Up i Bl A 55 — YRy s 33047
i o T8 AERRINER A ISDN AR 45 R H2 2 H F K& TEL B i
DMS-100 AZ ML FH 23

ISDN M &1k 5 .

J F s e 4845 B IR BN A ) BT S o S v [ s 31
ATEX A [ SV X A .




AT ISDN %45, ¥5F W Leased Line Mode Fi! Dial Using BRI & iEHE, iE#H—A
BN SIEHE, # WO R EARL A

& 24: Leased-Line # Dial Using BRI Z&35i-F& 1

al Configuration Wizard

H Please click this wlan radio to configure wireless H

(&} Juniper ssos e 1 ..-. . o B e Wi

Please click the following links or the above figure to configure interfaces.

brio/0fUntrust Zone) baroup0(Trust Zone)
2th0/1{DMZ Zone)
How does the Juniper device connect to the outside via brfD/0 interface?
Leased Line Mode O
(128Kbps):
Dial Using BRI: F
Physical Layer | Dialer Interface

Please create the PPP profile.

PPP Profile Name:

Authentication: @ any O cHap O PaP O None
Local User:

Password:

Static IP:

Interface Name: dialer |1 ¥

Encapsulation Type: @Dpﬁ O Multi-Link PPP
Primary Number:

Alternative Number: (Optional)
Dialer Pool:

Interface IP:

Netmask:

Gateway:

[ << Previous ] [ Next >> ] [ Cancel J

# 13: Leased-Line #1 Dial Using BRI 23052 0 5 17 BX
FEB PiHA

PPP Profile Name 2 ISDN 11 PPP LB SC 301 45
Authentication Y55 PPP KT -
B Any

® CHAP: JJUifI4&E FIAIEERL
m PAP: A IAUETMY

B None
Local User 1 A b ]
Password T AR P R R
Static 1P ELEHE JA B LU RS 1P Sk
Interface IP WE RO 1P Mk
Netmask WE 454

Gateway 150 1Y DG ik
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6. V.92 il iEssE 0w D
WRA Vo2 &, HE/RLLFED

B 25: v.92 FFlEAREOED

Initial Configuration Wizard

ﬂ Hlease click this wlan radio to configure wireless |_|

W Juniper ssc s

Please click the following links or the above figure to configure interfaces.
serial0/0{Untrust Zone) bgroup0(Trust Zone)
eth0/1{DMZ Zone

How does the Juniper device connect to the outside via seriald/0(Modem) interface?
Modem Name:
Init Strings: AT&F1E1QOV1ST=

ISP Name!

Primary Mumber:

Alternative Number: {Optionaly
Login MName:
Password:
Confirm:
[ << Previous J [ Next >> | [ Cancel J

x 14: V.92 AR ERBEOFOTHFER

TR L

Modem Name T YR IR U 2R I 42 B

Init Strings T R A U 2 B AR AL A R

ISP Name o Wk S5 P& AR 43 Be 24 Bk

Primary Number fi 08 FI T 1) AR S5 BR AAL 1 1 R A% 5 T

Alternative Number (optional) 53 2= 55 Jo k42630 IN ) 48 32 HR 15 50 LA ) IR 45 3 AL 7
Login Name PR IR SRR R (08 % 4

Password BB Sk A4 N




7. Eth0/0 ¥ (Untrust X Bt ) HH
Untrust X B 0] A7 5k DHCP 8¢ PPPOE M IC (5 S EENZS 1P Hikk, 46 A
WE R, AR5 HT Next.

B 26: Eth0/0 EO%E O

Initial Configuration Wizard

Please click tlas wlan radio to configure wireless

[duniper ssas

D ﬁ’.:-‘?--q-:-;

Please click the following links or the above figure to configure interfaces.

eth0/0(Untrust Zone) boroup0(Trust Zone)
eth0/1(DMZ Zone})

Enter the 1P address and netmask for the interface eth0/0(untrust zone).
O Dynamic IP via DHCP
¢  Dynamic IP via PPPoE
Username:
Password:
Confirm:
(% Static IP
Interface IP:
Netmask:

Gateway:

[(cPrevmus] [ Next >> ] [ Cancel ]

2 15: Eth0/0 EELF L KFBR

TR LB

Dynamic IP via DHCP B T BRSSP AR AL SR Uneruse X B e T 1P #hik

Dynamic IP via PPPoE {F 5% T LTS 2 PPPOE % /iy,  LAE MRS HE AL AL SR Untrust
X Bt 1P stttk g N ARG5S AL R BT 2 L ) - 44 R i

Static IP J9 Untrust DB O 2 BeME— B e 1 1P k. %A\ Uncrust X BE#
1 IP Hbhb. P& HERL IR 55,

51
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8. Eth0/1 #0 (DMZ X Bt ) HH

DMZ #:00] LA Tl DHCP 4r AL A sk sh A1) 1P Mtk AL TEE, K5
B Nexto

& 27: Etho/1 EO%QD

H PFlease click this wlan radio ro configure wireless |_|

luniper ssa s

Please click the following links or the above figure to configure interfaces
eth0/0(Untrust Zone) bgroup0{Trust Zone)
eth/1(DMZ Zone

Enter the IP address and netmask for the interface eth0yl(dmz zone).
) Dynamic IP via DHCP
@  Static IP

Interface IP:

Netmask:

[ << Previous ] [ Next 5> J [ Cancel ]

% 16: Ethernet0/1 BN % O HFE
=323 PiA

Dynamic IP via DHCP A0 A% 1T LM S5 B4 P AR 3R E DMZ B2 1D 1) 1P $hhik .
Static IP S DMZ 2 E 43 Fic M — ELE 52 (1) 1P Hidik. %\ DMZ #2001 1P Huhik-fn
CES N

9. Bgroup0 1 (Trust X B ) & H

Trust X Bt ] HAT M DHCP 20 BC I FRAS EshZS 1 1P Mkt 36 A 75 1945 5
SR 5 il Nexto

B Be D 1P Hudlibh 192.168.1.1, MRS K 255.255.255.0 B 24.



& 28: Bgroup0 &M

Initial Configuration Wizard

Please click this wlan radio to configure wireless

@ Juniper ssc s

Please click the following links or the above figure to configure interfaces.
eth0/0{Untrust Zone)

boroup0{Trust Zone)

eth0/1{DMZ Zone

Enter the IP address and netmask for the interface bgroupO{trust zone),
) Dynamic IP via DHCP

® Static IP

Interface IP: 1192.168.1.1
Hetmask: |255.255.255.0

<< Previous ] [ Next >> I [ Cancel

% 17: Bgroup0 O & O HFE

FB L

Dynamic IP via DHCP

AF T LIRSS P AT AbSRH Truse X B 1 1P Hudik
Static IP

Jg Trust X BE8e O 4B E— L e 1) 1P k. %\ Trust X BEds
1 1P HiuhE A0 28 48

53
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10. Wireless0/0 #:0 (Trust X Bt ) &0

WA SSG 5-WLAN W £, WAZise i B IR S HhR IRAT (SSID), 5 WP eIk
wireless0/0 #1H. HRACE TLLIE ORTEN R, 1ESIH M2 57 H Screen0OS =
FHIEH

& 29: Wireless0/0 0% O

H Please click this wlan radio to configure wireless |_|

[ Juniper ssc s

D O e e e e

Please click the following links or the above figure to configure interfaces.

eth0/0(Untrust Zone)
eth0/1{DMZ Zone

boroup0{Trust Zone)

wireless0/0{Trust Zone)

How do you want to configure wireless0/0 interface(trust zone)?

wWlan Mode: 2.4G(802.11bfg)
SSID:
& Open No Encryption

@] WPAPSK ¥| @ Passphrase(8~63 ASCII):
Confirm:

O PsSK(64 hexadecimal):
Confirm:

Encryption Type: ® asuto O TKIP O AES

Interface 1P: 192.168.2.1
Netmask: 255.255.255.0

[ << Previous ] [ Next >> ] [ Cancel ]




* 18: Wireless0/0 3 % N9 1Rk

TR

LB

Wlan Mode

SSID

Authentication and Encryption

Interface IP

Netmask

BEE WLAN L4

B 5G (802.11a)

m 2.4G (802.11b/g)

m Both (802.11a/b/g)

HE SSID K.

WE WLAN 32 Y GER N %

m Open NIENGREBEE, EXFEOL T SRV D7 15
o XTI TAUE ST JC 75 AT 02 Ab 2

m WPA Pre-Shared Key TATE T & 7 10 TG4 EHE I A 20 A 1)
LS4 (PSK) B E . v LI F4 A HEX 5 PSK
f) ASCII fE . HEX PSK A% —A 256 {7 (64 DN XARFHF)
) HEX fH. ASCI B E WL 8 B 63 NUARTFSF. 14
EFE “IfmI BB BMN” (TKIP) 8% “ = Zin & br it ”
(AES) 1E A BEIE I K N2 58S, 038 % $E Auto L R VAl AT
—ET.

m WPA2 TSt

m WPA HEITidt =%,

BEE WLAN #2107 1P Hutik,

WHE WLAN #2110 W 25 H0h .

BU'E WAN $ZH LU, R B7s i PR A H .

11.

BOWLAED

Bt ORCE, WA LFAkEn, Ml Nexto HILH LUK DHCP 1% .
Bl 30: #CEEN

Initial Configuration Wizard

Before proceeding further, review the following interface settings

A

ISDN Configuration:

Switch Type: atsi

SPID1: 32546564565 SPID2: 23488458235

TEI Negotiation:  first call Calling Number: 01023456789

T310 Value: 10 Sending Complete: |enabled
LhasddLine disabled Dialer Enable: disabled

PPP Profile: myprofile Authentication: any

Local User: myuser Password: mypwd

PPP Static IP: enabled Interface 1P: 122.122,122.122 |

set
set
set
set
set
set

interface bril/0 isdn switch-type etsi

interface bril/ isdn spidl 32546564565
interface bril/0 isdn spid2 "234884582357

interface bril/0 isdn tei-negotiation first-call
interface bril/0 isdn calling-rumber “01023456789°

interface bril/0 isdn t310-value "10°

Click Next to enter other configuration

[ << Pravious ‘

Next >3 ‘ { Cancel
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12. YyFELIKK DHCP # O % 10

YEHE Yes BB £ LUl DHCP N 4P /0 Be 1P Hudilk. %\ 1P Hull-vE (%4
WG IX L 1P HbtE S O 25 11648 FH A5 14 9 28 1) 50 P it ) o

B 31: W LUKK DHCP EO&EHN

Initial Configuration Wizard

Do you want the Juniper device to dynamically assign IP addresses to your local wired
hosts using DHCP? If so, select Yes and enter an IP address range from which to assign

the addresses.
O Yes

IP Address Range Start 192.168.1.33

End 192.168,1.126
DNS Server 1 (optional)
DNS Server 2 {optional)
® No
[ << Previous ] | Next >> ] 1 Cancel

13. £4k DHCP & O

¥ Yes i3 ¥ ek LAl DHCP o2k M4 73 ic 1P Mtk f 1P kb (e
SORFIXEE 1P M hE oy HE 4 T AR A3 JS PR W0 246 1) 25 ) i ) o

FE 32: £ DHCP #£MO% O

Initial Configuration Wizard

Da you want the Juniper device to dynamically assign IP addresses to your local
wireless hosts using DHCP? If so, select Yes and enter an 1P address range from which

to assign the addresses.
O Yes

IP Address Range Start 192.168.2.33

End 192.168.2.126
DNS Server 1 {optional)
DNS Server 2 {optional)

& No

[<< Prewuus] [ Next >> J ‘ Cancel |




14. A AE D
R 75 B £ lE B 5. il Next {RA7 B8 shik &M

N

BATICE .
K 33: MINED

Initial Configuration Wizard

Before proceeding further, review the following all device settings.

Admin Login: netscreen Password: oo bl "I

Device is in NAT mode. |
ISDN Configuration: I

Switch Type: etsi I

SPID1: 32546564565  SPID2: 23488458235

TEI Negotiation: first call Galling Number: 01023456789

T310 Value: 10 Sending Complete: enabled

Laased1ing disabled Dialer Enable: disabled

Mode:

PPP Profile: myprofile Authentication: any v |

zet admin password "netscreen” |

set interface bril/0 isdn switch-type etsi

set interface bril/0 isdn spidl "32546564565"

set interface bril/0 isdn spid2 "23488458235"

set interface bril/0 izdn tei-negotiation first-call

set interface bril/0 isdn calling-number 010234567897 ~

Click Next to save CLI into device.

<< Previous I [ Next >> I | Cancel

Filt Next Ja, BEEORE LLORAF IO R E FOF R 3. HHEL WebUIl Bt ddas. A 541
A webUI U5 [0 BE 46 HOME R, WSS 23 00 B “AEH webul” .
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